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Abstract  As new information and communication technologies evolve, security threats are also becoming
increasingly intelligent and advanced. In this paper, we analyze the time series data continuously entered through a
series of periods from the network device or lightweight IoT (Internet of Things) devices by using the statistical
technique and propose a system to detect abnormal behaviors of the device or abnormality based on the analysis
results. The proposed system performs the first level abnormal detection by using previously entered data set,
thereafter performs the second level anomaly detection according to the trust bound configured by using stored time
series data based on time attribute or group attribute. Multi-level analysis is able to improve reliability and to
reduce false positives as well through a variety of decision data set.
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