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Abstract Recently, the investment and study competition regarding machine running is accelerating mainly with
Google, Amazon, Microsoft and other leading companies in the field of artificial intelligence. The security
weakness of virtualization technology security structure have been a serious issue continuously. Also, in most cases,
the internal data security depend on the virtualization security technology of platform provider. This is because the
existing software, hardware security technology is hard to access to the field of virtualization and the efficiency of
data analysis and processing in security function is relatively low. This thesis have applied user significant
information to machine learning algorithm, created security authentication vector able to learn to provide with a
method which the security authentication can be conducted in the field of virtualization. As the result of
performance analysis, the interior transmission efficiency of authentication vector in virtualization environment, high
efficiency of operation method, and safety regarding the major formation parameter were demonstrated.
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Fig. 1. CPU and Memory Virtualization(Example)
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Table 5. Type of User Authentication Information

(Example)
Type Description
ID —
PASSWORD -
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Uniq NUM 228 AT @ AHE
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Web_Browser AoE(Q 2, AF, A9 §)
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@ Encryption Message
AES-256(M! ~ M") = CM'~CMH
CM = CipherText

Martrix C

Y-axis

a2 3. YssE Mol MY Y
Fig. 3. Encrypted Authentication Information
Insertion Process
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Table 6. Authentication Table(Example)

Authentication | Pattern Center | Request Insert

Vector Number X, V Number
A 10 1,1 1 1
B 28 1,6 3 2
C 11 53 2 1
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Table 7. Requirement of Coordinates Distance
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Table 12. Components and Program Settings

Operating System Application
Windows 7 64bit
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Table 13. Generating Authentication Vector and
Verification Time

. Encrypt Decrypt Total

Round Ger(‘nelra“ and and Time

Insert Extract (avg)

1 0.202 0.011 0.134 0.347

10 0.274 0.011 0.126 0411

100 0.313 0.012 0.139 0.464

Not applied 0.115(TCP) + 0.436(SSL 0551
Time(avg) Handshake) ’
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