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Abstract With the rapid development of Internet and communication network technology, various studies had
proceeded to develop the technology of wireless sensor networks. Authentication schemes for user and sensor are
critical and important security issue to use wireless sensors legally. First, Das introduce a user authentication
scheme using smart card and password for wireless sensor networks, various studies had proceeded. Chem et al.
suggested a secure user authentication scheme against smart card loss attack but Chen et al. scheme does not still
resolve some security vulnerability such as perfect forward secrecy, session key exposure by gateway node,
anonymity, and the password check. To resolve the problems, this paper proposes a security enhanced user
authentication using the fuzzy extraction, elliptic curves cryptography and dynamic ID and analyzes the security.
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User U; GW node
(ID;, Bio;) (Ta,Ts)
selects ID;

imprints biometric impression Bio;
computes (R;, P;) = Gen(Bio;)

Zi = h(R;)
(ID;, Z,)
M; = hzo| zs) © Z:
N; = h(ID||za) & Z;
Qi = h(ID;| )
stores (ID;, M;, N;, Q;, h(-)) into smart card

smart card (ID;, Mi, N;, Q;, h(-))

inputs P, into the smart card

a3 1. mMetsls AZe SEE
Fig. 1. Registration phase of proposed scheme
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Fig. 2. Authentication phase of proposed scheme
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