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Grid-Based Key Pre-Distribution for Factory Equipment Monitoring
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Abstract  Wireless sensor networks that are easy to deploy and install are ideal for building a system that
monitors the condition of the equipment in a factory environment where wiring is difficult. The ZigBee has
characteristics of low price and low power compared with other wireless communication protocols and is suitable
for a monitoring system requiring a plurality of nodes. ZigBee communication requires encryption security between
devices because all protocol layers are based on OTM trusted by each other. In the communication between nodes,
node authentication must be guaranteed and exposure of confidential information managed by each node should be
minimized. The facilities of the factory are regular and stationary in distribution location. In order to protect the
information gathered from the sensor in the factory environment and the actuator control information connected to
the sensor node, we propose a cryptosystem based on the two - dimensional grid - based key distribution method
similar to the distribution environment of the facility.
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Fig. 1. Two—Dimensional Grid Graph
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