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A Study on Anomaly Signal Detection and Management Model
using Big Data
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Abstract APT attack aimed at the interruption of information and communication facilities and important
information leakage of companies. it performs an attack using zero-day vulnerabilities, social engineering base on
collected information, such as IT infra, business environment, information of employee, for a long period of time.
Fragmentary response to cyber threats such as malware signature detection methods can not respond to sophisticated
cyber-attacks, such as APT attacks. In this paper, we propose a cyber intrusion detection model for countermeasure
of APT attack by utilizing heterogeneous system log into big-data. And it also utilizes that merging pattern-based
detection methods and abnormality detection method.
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Table 1. Function list of SIEM

Function Contents

Log management aggregates data from
network, security, server, database,
application.

Data aggregation

Looks for common attributes, and links
events together into meaningful
bundles.

correlation

The automated analysis of correlated
events and production of alerts, to
notify recipients of immediate issues.

Alerting

Tools can take event data and turn it

Dashboards into informational charts

Applications can be employed to
automate the gathering of compliance
data, producing reports.

Compliance

Employing long-term storage of
historical data to facilitate correlation of
data over time.

Retention

Correlation

Senson DB of Security
alerts analyst

% 1. SIEM(Security Information & Event
Management) 714
Fig. 1. SIEM architecture

Alerts Parser

Heto|WMERRE] UefA A & A-WF AlolH]
4L ¥A87] Yall k-means FE1AHE 719S o]&
ok SAR 7o) ARMEHALE o] 71 Z7te] YESY
A IR HHRRE 2F T4 9X5] 218 871 B4l
Fmol EARNE suto g Aae 54 HEHS YA
% 5719 7 7](naive bayesian)Z ©]-&-3lo] U EY
o] o]ak f4-2 gy, O

- 288 -



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 16, No. 6, pp.287—294, Dec. 31, 2016. pISSN 2289-0238, elSSN 2289-0246

Packet
Dump
En?ry Make Packet
Point | window Set

Training

Unclassified Data Set

An Unclassified Data Object
apture Datas - - For Decision,

3 2. HEY3Z ol 2= BX| Y1E|E
Fig. 2. The algorithm for determining the
anomaly network status

Common

Classification

CBRIE ol 83 obdrle Z2As s A
99tk o 71Ye 7% A o A 54
& F9 o email YA 7)ok, 1M

A2 vl 499 o Az QA A
fe1Xe]

oA AURA thgol BLA0lT NS, 12l
A wE AR o8 34T 2 AN2e A
of Tl BrRss, AUl AN we AL
A3 Qe olsh Wkl A1 - W FHepel uga]
slal 9k o4 AF WA e A5 A - onel &

7 224 Bisk shdsiors EAlelth T el 4

I 2. fE J|dt EfX(et o4 AS EIX| dWo| Hw
Table 2. Comparison of rule—based detection
and anomaly detection
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