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DDoS Prediction Modeling Using Data Mining

Jong-Min Kim* + Byung-soo Jung™*

ABSTRACT

With the development of information and communication technologies like internet, the environment where people

are able to access internet at any time and at any place has been established. As a result, cyber threats have been
tried through various routes. Of cyber threats, DDoS is on the constant rise. For DDoS prediction modeling, this
study drew a DDoS security index prediction formula on the basis of event data by using a statistical technique,

and quantified the drawn security index. It is expected that by using the proposed security index and coming up

with a countermeasure against DDoS threats, it is possible to minimize damage and thereby the prediction model

will become objective and efficient.

Key words : DDoS, Security Threats, Malicious Code, Prediction Modeling, data mining
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