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SHA-1 Pipeline Configuration According to the Maximum Critical Path Delay
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ABSTRACT

This paper presents a new high-speed SHA-1 pipeline architecture having a computation delay close to the
maximum critical path delay of the original SHA-1. The typical SHA-1 pipelines are based on either a hash
operation or unfolded hash operations. Their throughputs are greatly enhanced by the parallel processing in the
pipeline, but the maximum critical path delay will be increased in comparison with the unfolding of all hash
operations in each round. The pipeline stage logics in the proposed SHA-1 has the latency is similar with the result
of dividing the maximum threshold delay of a round by the number of iterations. Experimental results show that the
proposed SHA-1 pipeline structure is 0.99 and 1.62 at the operating speed ratio according to circuit size, which is
superior to the conventional structure. The proposed pipeline architecture is expected to be applicable to various

cryptographic and signal processing circuits with iterative operations.
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