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Issues and Preventions of Insider Information Leakages in Public Agencies for
National Security: Cyber Security and Criminal Justice Perspectives

Choi Kwan* - Kim Minchi#*x*

ABSTRACT

The purpose of this study is to provide implications for preventing insider information leakages in public agencies for
national security. First, the study examined the definitions and current usage of information security systems of public
agencies were examined. Second, web-service base information leaks and malware-base information leaks were discussed
and three major credit card companies personal information leakage cases were analyzed. Based on the analysis, four
solutions were provided. First, information leakages can be protected by using web filtering solutions based on the user,
which make possible to limit frequencies of malware exposures. Second, vaccine programs and vaccine management
system should be implemented to prevent information leakages by malware. Third, limit the use of portable devices within
local networks to prevent information leakages and vaccines programs for malware should be regularly used. Forth, to
prevent information leakages by smartphone malwares, data encryption application should be used to encrypt important

information.
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