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Analysis and prospect of North Korea's Cyber threat

Lee, Dae Sung® - Ahn, Young Kyu™* - Minsu Kim™***

ABSTRACT

In modern society, the development of Information and Communication Technology has given people a lot of
opportunities. But on the other side cyber attack also gives enormous damage to people. Recently Korea has become
the target of cyber attack. The threat of it is growing. Especially North Korea has committed hostile actions against
South Korea. North Korea has recently attacked the computer networks of South Korea’s important national
facilities. The types of North Korea's cyber attacks include the followings. First, if we see it with the viewpoint of
software, it tries to destroy or control the Internet, infects the networks with viruses, worms, Trojan Horse and
Distributed Denial of Service. I suggest the following to solve the problem. First, South Korea should unify the
organizations to respond to the attacks of North Korea, as North Korea has a unified organization for the cyber
attack. Second, they should think about the establishment of TCyber Terrorism Prevention Acty to systematically
respond to the software attacks.

Key Words: Information and Communication Technology, Cyber Attack, Cyber Terrorism, Control Tower,
Cyber Terrorism Prevention Act,
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