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Abstract The Internet of Things (IoT) refers to intelligent technologies and services that connect all things to the
internet so they can interactively communicate with people, other things, and other systems. The development of the
IoT environment accompanies advances in network protocols applicable to more lightweight and intelligent sensors,
and lightweight and diverse environments. The development of those elemental technologies is promoting the rapid
progress in smart car environments that provide safety features and user convenience. These developments in smart
car services will bring a positive effect, but can also lead to a catastrophe for a person's life if security issues with
the services are not resolved. Although smart cars have various features with different types of communications
functions to control the vehicles under the existing platforms, insecure features and functions may bring various
security threats, such as bypassing authentication, malfunctions through illegitimate control of the vehicle via data
forgery, and leaking of private information. In this paper, we look at types of smart car services in the IoT, deriving
the security threats from smart car services based on various scenarios, suggesting countermeasures against them, and
we finally propose a safe smart car application plan.
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Fig. 1. Smart Car Service
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Table 1. Status of smart car promotion policies in
major countries

Country Description

Establishment of strategies for R&D of future
information-centric vehicles and the industry’s
support for technology development particularly

us . .
for key automotive companies
- Demonstration projects of freedom cars & fuel and
investment of 271 million dollars
- As part of EU2020’s smart sustainable growth
Europe (EU’s vision for economic growth), push forward

with EPoSS, a policy of technology development
for smart systems, including smart cars

Establishment ~ of an  industry/government
Japan /academia-collaborated ~smart car realization
roadmap and R&D since early 2000

Inclusion of next-generation cars in the 7 major
strategic newly-rising industries in the 12" round
S-year plan (2011-2015)

Fund support given when any of the country’s
domestic car companies take over an overseas
company with advanced technology

China

The Ministry of Science, ICT and Future Planning
has chosen the smart car industry as one of the 7
major strategic industries for achieving 40,000
dollars in per capita income

South Korea
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company Description
- Release of Blue Link, an in-vehicle ‘?’]ﬁnq > X 35"]' 7EL°] T"i‘@u%a]" ‘}l: 9\)]\]:}
- infotainment system for smart cars (2011)
Hy;n‘iz:r/i(la - Hyundai Autron established, with the aim
of independently developing Table 3. Smart Traffic Security Threats
semiconductors for cars (Apr 2012)
- Performance improvement of electronic sub Category Description
Hyundai assemblies and research for domestic - Attacker acquires sensor information by illegally
Cars Mobis production;  development  of  vehicle gaining access to the center
communications systems Wire tapping and |- Data leak by sniffing Bluetooth and wireless
- Efforts to develop electronic sub assemblies information leak | communications
for chassis, such as smart cruise and - Leak of information by connected devices in
Mando automatic parking the vehicle
Corporation |- Took over DSP-Weuffen GmbH, a German - Analysis of personal information such as the
driver assistant system maker, acquiring the state of vehicle and owner information, after
related technology (Nov 2013) . PCTSO]’I?.] leak of vehicle information and stored information
- Temporarily focused on the infotainment 'lnf(?nnatlon - Analysis of individuals’ behavior information
i infringement . . . . .
solution area rather than on smart car parts after leak of vehicle drive history information,
- Entered an agreement with BMW and Tata etc.
Samsung Motors (India) to use its smart device - Attacker sends forged/altered control data over
Electronics connectivity solution Data wireless communications, including Bluetooth
- Took over Harman to strengthen its forgery/alteration |- Illegal behavior is induced in automatic control
position in the area of infotainment (Nov devices such as vehicle startup and door lock
2016) - The attacker illegally gains access to a device
- Gave the most aggressive response . containing  authentication  information  for
among the key domestic companies, Impersonation identifying personnel, copies the information,
LG such as newly establishing a VC attack and impersonates as a legitimate user of the
Electronics | (Vehicle Components) operations division system
cr - Sought synergy with its vehicle-related . . |- Attacker repeatedly sends meaningless data to
divisions (Chem, Hausys, Innotek, CNS) Denial of service interfere with Bluetooth/wireless
LG Display - Foc':used 'on regular displays anld attack communications, preventing normal service
vehicle displays as new enterprises - Attacker infers vehicle information with a physical
SK hynix | Focused on the infotainment area, Physical attack | type of attack, such as analyzing the internal
in collaboration with nVidia memory voltages
- Released T Car, a smart car service for - Attacker uses the unique identity information of
SKT aftermarket through auto repair shops, etc. Location tracking| a user to find out their location and route
(Jan 2014) history
- Took over MDS Technologies, a - The valid physical range of a smart car or
Hancom leading domestic company in vehicle system is either scaled up or scaled down to
software (Mar 2014) Fuzzing attack cause errors
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- Data that shouldn’t be sent to a smart car or
system are sent to cause errors
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Table 4. Smart Traffic Security Threats Scenario

Scenario Description

Vehicles are controlled |- Gets users to install an app infected

and manipulated using | with malicious codes to maliciously
apps infected with control and manipulate their vehicles
malicious codes without authorization

Data are altered and
vulnerabilities in the
wireless communication
are exploited to control
vehicles and cause
malfunctions

Devices such as smartphones connected
to vehicles and the communication
interface are maliciously misused and
data are altered to control the vehicles
or cause malfuncitons

Denial of service attack [- A large number of packets are sent to
to cause malfunction in| the smart car controller to cause
the vehicle sensors malfunction in the vehicle’s control sensor

- Telematics server, one of the smart car
services, is attacked to try to obtain
server privileges, in which case the attacker
would be able to control the vehicles of
all users subscribed to the service

Telematics server is
attacked to obtain power
to control vehicles
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Table 5. BlueTooth Security Threats

Category

Description

Bluejacking

- Messages or files that attempt spam
or phishing attacks are sent to a
mobile unit with Bluetooth support

Bluesnarfing

- Firmware vulnerabilities of a Bluetooth
device are exploited to attack the
vulnerability that allows access to data
stored in the device

Bluebugging

- Firmware vulnerabilities of a Bluetooth
device are exploited to obtain access
privileges to the device

Car Whisperer

- Attacks vehicles with vehicle kit support, where
vulnerabilities that allow listening in on audio
signals and sending altered data are exploited
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Table 6. Security Threats and Countermeasures

Relati
Threat Attack Countermeasure ¢ a.lVC
Techniques
- - Publi
Physical Encrypti [Using data encryption Public
. to prevent data leak |key-based
threats [[nformation leak on by memory extractionencryption
—by hacking the Y i - ryp
. . Removal of interfaces Hacking
Functionfhardware of a  [Function| S
ality kmart car alit that exist in hardware of UART
remoza] remozal such as UART and and
ILIN firmware
[Leak of owner .
. . . . Public
information by |Encrypti[Data encryption for Key-based
-ba
leak of data stored on puser data < :e
n ion
P lin the vehicle cnerypho
. ersona' Smart car Chassis
informati ¢ system o
.managemen .
on [Leak of behavior |Authenti & . Y . .
o X . . f@nd vehicle- biometric
infringe [information by cation . .
to-vehicle authenticat
ment [leak of data such L .
. L. authentication on
s vehicle driving -
history Enc tiZone encryption for | AES,
rz'p management system DES,
N and vehicles IDEA
Obtaining control
ivil by fi .
privieses > or [ntegrity for zone
Data [gery/alteration of .
forgery/acontrol data sent |Integri pommunication for AES,
g ry . B tysmart devices and MD5
Iteration|via Bluetoo .
. telematrics
th/wireless
communications
. . . Device
|Authentication by Check user identity v R
Imperso| .~ . . authenticat
. lidentity .. fforgery and veirfy .
nation | . Integrity|. ; . ion, user
linformation of a lintegrity during user .
attack T authenticat
ffake user authentication R
ion
Wired/wirel L
wire es? |Authentication
data sent to int R .
. allowing only autho | Device
., erfere with the . . .
Denial .. .rized devices and |authenticat
communication  |[Authenti . .
of . . users during comm | ion, user
. |petween vehicle | cation | . . .
service unication between [authenticat
sensors and the . .
chicles and the ion
imanagement
management system
system
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