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Abstract With the rapid increase in the number of mobile terminals, demand for wireless technologies has sharply
increased these days. While wireless communication provides advantages such as ease of deployment, mobility of
terminals, continuity of session, and almost comparable transmission bandwidth to the wired communication, it has
vulnerability to malicious radio attacks such as eavesdropping, denial of service, session hijacking, and jamming.
Among a variety of methods of preventing wireless attacks, the MTD(Moving Target Defense) is the technique for
improving the security capability of the defense system by constantly changing the ability of the system to be attacked.

In this paper, in order to develop a resilient software defined radio communication testbed system, we present a
novel MTD approach to change dynamically and randomly the radio parameters such as modulation scheme,
operating frequency, packet size.

The probability of successful attack on the developed MTD-based SDR communication system has been analysed in
a mathematical way and verified through simulation.
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Table 1. Transmission channel configuration for MTD
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Fig. 2. Operation of data transmission channel and attack channel
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