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Awareness and Practice of Patients’ Health Information Protection of Nursing Students
Kim Eun-Young*, Lim Kyoung-Suks*x*

ABSTRACT

This study is a narrative research study to understand the degree of awareness and practice of nursing college
students’ patients’ health information protection and to grasp the relationship between them.. The subjects of this study
were 122 nursing college students who experienced clinical practice in two nursing colleges in GwangJu city. Data
collection was done from October 13 to 28, 2017. Using SPSS/WIN 21.0 Program, descriptive statistics, t-test, one-way
ANOVA and Pearson correlation analysis were performed. As a result of the study, the degree of awareness and
practicability of patient’ health information protection were 4.44(SD=0.44) and 4.28(SD=0.62), respectively. There was a
difference in the awareness of health information protection when they were educated about patients’ health information
protection at school (t=5.094, p<.001) and hospital (t=2.028, p=.045) in the case of having experience in patients’ health
information protection in hospitals(t=2.551, p=.012). There was a significant positive(+)correlation between patient’s health
information protection perception and practicing degree, and the degree of health information protection practitioner 's
communication domain (r=.420, p<.001). There was a significant positive correlation with the domain (1=.368, p<.001) and
the referral domain (r=.304, p=.001). Based on these results, we sought to protect the personal information of patients and
to provide necessary basic data to develop for standardized education program.

Key words : Patient’ Health Information Protection, Awareness, Practice, Nursing Student
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<Table 1> General Characteristics of Subjects

(N=122)
Variables Categories n %
Gender Female 112 91.8
Male 10 82
Agel(years) 21 85 69.7
22 17 13.9
23< 20 16.4

M+SD 21.6£2.1
Having religion Yes il 38.5
No 75 61.5
Education in Yes 106 86.9
schools No 16 13.1
Education in Yes 107 87.7
hospital No 15 12.3
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<Table 2> Patients' Health Information Protection

Awareness and Practice of Subjects (N=122)

Variables Categories M + SD

Communication 418 + 055

A - Management 457 + 047

areness Referral 458 + 054

Total 444 + 044

Communication 398 £ 0.78

Practi Management 441 + 060

ractice Referral 446 = 067

Total 428 + 062
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<Table 3> Patients’ Health Information Protection Awareness Score of Subjects (N=122)

Domain Contents M=+SD
When nursing students explain hospital admission procedures, they do it so that they are not
1 . . 4.43+0.75
heard by other patients, guardians, or unrelated staffs members.
When nursing students participate in ward rounds, they do it so that conversations about pat
2 . . . 4.14+0.74
ients are not heard by other patients, guardians, or unrelated staffs members.
3 When nursing students inform patients of test results, they do it so that they are not heard 4994067
by other patients, guardians, or unrelated staffs members. -
4 When nursing students have a specific conversation with patients, they do so behind closed 4344087
doors. -
5 When nursing students explain discharge procedures, they do it so they are not heard by oth 3674098
. er patients, guardians, or unrelated staffs members. -
Communi - - — -
—cation When nursing students call the name of a patient for sensitive inspection (such as venereal d
6 isease, cancer or gene, etc.), they do it so that they are not heard by other patients, guardian 4.214+0.73
s, or unrelated staffs members.
When nursing students communicate patient information to other posts or ward over the tele
7  phone, they do it so that they are not heard by other patients, guardians, or unrelated staffs 4.14+0.71
members.
When nursing students talk with colleagues or doctors about medical examination and treatm
8 ent, they do it so that they are not heard by other patients, guardians, or unrelated staffs me 4.2440.63
mbers.
9 Nursing students take care of patient information so it is not seen by others (such as visitor 4154078
s, insurers or dealers in medical appliances, etc.). T
10 Expired records are not brought out of the units. 4634053
11 When nursing students access the medical information system, they use a valid ID and PW. 4.664+0.59
12 Nursing students log out when they finish using the medical information system. 4.4540.72
13 Nursing students own IDs and PWs are not known to anyone else. 460+0.54
14 Medical records are not used for research/education without patient’s permissions. 4.45+0.69
5 Nursing students received education from nurse staff regarding patient privacy records protec 4454064
Manage tion. -
-ment 16 Hospitals including any organization other than the medical center the patient is treated in, o 4524061
btain written permission when accessing private records. -
17 Nursing students do not talk about patients in hallways or elevators of the hospital. 461+£0.58
8 Nursing students do not talk about patient - related information with colleagues in presence o 4664051
f other patients or visitors. -
19 Nursing students do not talk about patients in their private life. 4.63+£0.55
20 Nursing students do not give any patient privacy information to non-related persons over the 4634058
telephone -
Medical records in the units are not available to persons other than medical staffs members
21 . . . . . 4.604+0.56
(such as visitors, insurers or dealers in medical appliances, etc.).
Patient notice board in the units containing patient records should not be accessible to person
Referral 22 s other than patients and medical staffs members (such as visitors, insurers or dealers in me  4.49+0.74
dical appliances, etc.).
Personal computers in the units are not used by persons other than medical staffs members
23 .. . . . . 464+0.53
(such as visitors, insurers or dealers in medical appliances, etc.).
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<Table 4> Patients’ Health Information Protection Practice Score of Subjects (N=122)
Domain Contents M+SD
When nursing students explain hospital admission procedures, they do it so that they are no
1 . . 4074091
t heard by other patients, guardians, or unrelated staffs members.
9 When nursing students participate in ward rounds, they do it so that conversations about pa 3904093
tients are not heard by other patients, guardians, or unrelated staffs members. R
3 When nursing students inform patients of test results, they do it so that they are not heard 3934099
by other patients, guardians, or unrelated staffs members. R
4 When nursing students have a specific conversation with patients, they do so behind closed 4044095
doors. T
5 When nursing students explain discharge procedures, they do it so they are not heard by ot 3734107
Commu her patients, guardians, or unrelated staffs members. T
nication When nursing students call the name of a patient for sensitive inspection (such as venereal
disease, cancer or gene, etc.), they do it so that they are not heard by other patients, guardi ~ 3.98+£0.92
ans, or unrelated staffs members.
‘When nursing students communicate patient information to other posts or ward over the tel
7  ephone, they do it so that they are not heard by other patients, guardians, or unrelated staff — 4.02+0.87
s members.
When nursing students talk with colleagues or doctors about medical examination and treat
8  ment, they do it so that they are not heard by other patients, guardians, or unrelated staffs 4.074+0.88
members.
9 Nursing students take care of patient information so it is not seen by others (such as visito 4074090
rs, insurers or dealers in medical appliances, etc.). R
10 Expired records are not brought out of the units. 452+0.70
11 When nursing students access the medical information system, they use a valid ID and PW. 451+0.66
12 Nursing students log out when they finish using the medical information system. 4.204+0.96
13 Nursing students own IDs and PWs are not known to anyone else. 4.354+0.79
14 Medical records are not used for research/education without patient’s permissions. 4.30+0.84
Manage 15 N1.Jrsmg students received education from nurse staff regarding patient privacy records prote 43440.83
¢ ction.
e 16 Hospitals including any organization other than the medical center the patient is treated in, o 4324085
btain written permission when accessing private records. e
17 Nursing students do not talk about patients in hallways or elevators of the hospital. 4.4940.65
18 Nursing students do not talk about patient - related information with colleagues in presence 4524066
of other patients or visitors. R
19 Nursing students do not talk about patients in their private life. 443+0.74
20 Nursing students do not give any patient privacy information to non-related persons over th 449071+
e telephone. .
91 Medical records in the units are not available to persons other than medical staffs members 4484069
(such as visitors, insurers or dealers in medical appliances, etc.). T
Patient notice board in the units containing patient records should not be accessible to perso
Referral 22 ns other than patients and medical staffs members (such as visitors, insurers or dealers in  4.36+0.89
medical appliances, etc.).
23 Personal computers in the units are not used by persons other than medical staffs members 4554063

(such as visitors, insurers or dealers in medical appliances, etc.).
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<Table 5> Differences in Awareness and Practice Degree of Patients’ Health Information Protection

Information according to General Characteristics of Subjects (N=122)

Variables Categories Awareness Practice

M+SD tor F D M+SD tor F D

Gender Female 442+0.43 1.366 174 4.26+0.62 0.820 414
Male 462+0.44 443+0.53

Age(years) 21 4.44+0.46 0.330 719 4.26%0.66 0.750 A75
22 4.38+0.37 4.20£0.59
23< 4.49+0.39 443+0.42

Having religion Yes 4.48+0.47 0.882 330 4.27+0.63 -0.135 393
No 441+0.41 4.28+0.60

o Yes 451+0.38 5.094 <.001 4.33+0.58 2551 012
Education in schools No 3964047 3994070

o . Yes 447+0.41 2.028 045 4.30+0.59 1.249 214
Fducation in hospital No 4234050 400:0.77

<Table 6> Correlation by Patients’ Health
Subjects (N=122)

information Protection Awareness and Practice of

Awareness Practice
Age . .
(years) Comunl Manage Referral Total Comrpunl Managem Referral ~ Total
—cation —ment cation ent
Agelyears) 1
Communi -.050 1
—cation 586
A Manage 081 503 1
ar:; ~ment 373 000
-.040 439 85 1
ess Referral 660 000 000
-.009 778 388 874 1
Total g5 000 000 000
Communi 011 439 263 208 363 1
—cation 906 .000 .003 021 .000
Manage 139 334 398 256 386 729 1
Prac -ment 126 000 .000 004 000 000
tice Referral 029 347 353 367 421 603 840 1
clern 754 000 000 000 000 000 000
Total .060 420 368 304 432 818 938 91 1
© 509 .000 .000 001 .000 .000 000 .000
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