Journal of the KIMST, Vol. 20, No. 4, pp. 579-586, 2017 ISSN 1598-9127
DOI http://dx.doi.org/10.9766/KIMST.2017.20.4.579

Research Paper [k Poa-igicasy |

drol M TS EE SEEAM U J|HES

0|22 - 0|22 - QXY . HhA|

AM*2)
A
D EElet Beloi T Sl ME

D TE{thstm 7| AZ e

A Trend Analysis and Technology Application of
Defense Technology Protection

Hyo Keun Lee” - Woon Soon Lee" - Yoo Jin Oh? - ShinSuk Park ™

Y Hanwha Corporation Defence R&D Center, Ammunition System Department, Republic of Korea
2 School of Mechanical Engineering, Korea University, Republic of Korea

(Received 17 February 2017 / Revised 21 April 2017 / Accepted 30 June 2017)

ABSTRACT

The defense industry has become a global industry, and military technology is actively being traded between
countries to increase their military capabilities. The Republic of Korea has been ranked one of the top 10
countries for exports of military technology. To maintain competitive advantages in the global defense industry, it
is essential to protect key technologies employed by exported weapon systems. Various techniques have been
developed for protection of confidential technologies in weapon systems, and the U.S. DoD has been leading the
development of the protection techniques. This paper reviews current anti-tampering techniques that prevent leakage
of key technology from weapon exportation or pillage. Based on the protection techniques employed by the U.S.
DoD Anti-Tamper Executive Agent, this paper suggests novel design methods for protection of confidential
technologies. The proposed design methods were tested on an actual weapon system.

Key Words : Defense Technology Protection(*847]% . &), Anti-Tampering(}-3# 4 A4]), Core Technology Leakage
Prevention(3 4 7] =75 A]), ATEA(Anti-Tamper Executive Agency, -3 74 %2 7] 3

A= RFID : Radio Frequency Identification
SW : Software
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8 Sensors
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Fig. 2. Protection technique of technology
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