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A Study on Secure Routing Technique using Trust Model in Mobile Ad-hoc
Network

Hwan Seok Yang#*

ABSTRACT

MANET composed of only mobile node is applied to various environments because of its advantage which can
construct network quickly in emergency situation. However, many routing vulnerabilities are exposed due to the
dynamic topology and link failures by the movement of nodes. It can significantly degrade network performance. In
this paper, we propose a secure routing protocol based on trust model. The domain-based network structure is used
for efficient trust evaluation and management of nodes in the proposed technique. The reliability evaluation of nodes
was performed by the discard ratio of control packet and data packet of the nodes. The abnormal nodes are
detected by performing traffic check and inspecting of nodes on a path that generates excessive traffic in order to
increase the efficiency of routing. It is confirmed through experiments of the proposed technique that data

transmission is performed securely even if an attack exists on the path.
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if (Dest == RoutingTable.find(ip))
{
if (Node (immediate k) >= theshold(t)) f{
Data.send (Ncode (immediate k));
}
else {
Broadcast (Dest) ;
i
}
else
{
for (i=0; i<=n; i++) {
T.path[i] = Broadcast (Dest);
T.trust[i] = T.path[i]/hop:
i3
Data.send (Max (T.turst[i]))
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Check the traffic(T) between source
node and Destination node
|
|
Calculate zone average traffic by
TMN

check the DSN of nodes in the
path
{

Transmit abnormaly node
information to the TMN
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