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[Abstract]

This study aims to present policy implications by analyzing information security behavior factors of internet users. The research
model, based on PMT and UTAUT?2, consists of perceived threat, severity, social influence, self-efficacy, experience and habits,
PC and privacy behaviors, security behaviors on new services and set demographic characteristics, use places of internet, use of
paid products, and experiences of accident as moderate variables to analyze the effect on security behavior. The results showed
that perceived severity, self-efficacy significantly influenced on experience and habits, and experience and habits and self-efficacy
had a high influence on PC and privacy behavior. Also, PC and privacy behaviors have a high impact on security behavior of
new services. Age, income, use of paid products, and experience of accidents have a moderating effects on security behaviors. The

results of this study are expected to help policy decision making to improve the level of information security of internet users.
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F45p walshs Y S} 42 211y o) Al

71&(1loT, Sk, Wdofel, Bup)o] So= AtolH| £ 1. 2 o3
Yol A AR o=, A% =3k A58} 5 vk &3l
7]-%% Wo) WA= 31 gl WA o] o] A9 38] thakak A% W 2.1 B557]| 0|2 (Protection Motivation Theory)

W o7E ek vk H WA= SEEPC,
Eakd 7171 ), FQAA T §hol, PC wRE ofue} Bnlel FE A(Fear Appeal)i= ARFEALI E¢tolv SXE &
71712 &4 tpdE SistaL Qlof JIEfl o] 842 drde] AL al, AaE mEA S B9 Y= A4 2L AE A
o] Het 3ol =y ar dvkar & 5= Qlrh (ol: =<, vheF ol Fan o mA ARgAbe] FERES Y

20173 A AA 15091 7=, 30 T} o] -2 7FAA1Z] WanaCry sho], B et 85 W SkA 7] 2 AL $HH20,29).

A dlolE 23k, Aol T4 Jsl= A& ST Rogers(1975)= &3 A7l gk 7iQ19] e =s} o] st
o o7 o ek uielol] BAE oSS vFe @ 25 2] s, 71t7F] (expectancy value)<} 919 3
B (MY, § Alo|E, HRmbel By& wixE 1 glon, AS 7Kthreat appraisal), H1*1 ¥7Hcoping appraisal)©] A *&]

LU EFOS FEF)] 93 FAH EA o] 9l AX|A, A} (cognitive processing) Ao 79hE F HEE7|o| &S AN
ol AY T BAL veksln, 223} A7, A5t ¥4 SFITH 10, 20]. 7H1L 99 A0 = E A0S o, o] ¥
TR G sl gk a9, 18] X538 Hal 9= at7] &k PEe] WskE sk, S =40 HAA 9)E)

R n‘ﬂ—a}] QIE Yl o] gA}e] ) $-& =L :cﬂ_go]r,} #5o] Walr} dojuyi= Aof ofe, gzoll thek 1#14 A2
KISA7} 241820161 11 5 AE) 2ol npzl37), Q) FHEe] Heisrlel 492 Fof aes makshll drh2o].
o] gAte] o] AvkE 7]7], 541 9l SNS, Sk A

H| A2 0] @3}, thokst A o g Aol BE Qg o] AE A 7k AR ARl digk 7iQle] Hrte, A 7hd
ahar olck ek 1E ) o] 8710 142% = T8 AR E S A F ¥ (perceived vulnerability)@} R Zte A2 (perceived
2 0| 8314 ekal 9lom, AR R E AE o] gAle] - severity) O % 73 €1tH10,20].
Bo ng ASE o] o]&ala gtl mjel i el O QIR F R - 131 o] 24 7Fsdol] gk 2pal o] 37
123] A= I F=Z FAASHE= o] A= 10.9%0] E-3}8}aL, O A2k A2 A - 9)3 o] g3k 49 v)x]= T3] A%
29 dlo]EE MeIal= eyl o] 8= 35.0% % W 5 A 7k S-S EAEkaL A ehs sl e 7i]lel |
ojtk. QUEY o] &219] 17.4%7} Hsfideol] Hsirtas 48 72 A7V EE R (self efficacy), #17Hl t-SE 57 (perceived
T, S IE, AR 52 2 ALYE La|2 Hes A response effectiveness), X2 “goll(perceived barriers) = -3
o2 2} Hok ARJIARE AlEs AEY o] 8219] 7.6% Hrh16,19,21, 30].
7} AR B DAt E A8 e 2 o= Jepd) OAZ 15557 - 918 -8 ol tigt 7i91e] 522 AR2zk
o], S1E| Yl o] &A= tlakst & E|e] A5 she BAo = O A7 g a4 dare o] AP =N H Hesh=

Z¥lo} QL1 loT 5 43t AIR ] Anl2r) shabgel wep H EIHE R
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Q@ 9ol S allof s BAIS 2w Q4L A & AT ol A 5 S ek acl
ol g7 719 FRUE A, A, 716 A9 7]

5 Q) whe] 2w nek AES A3, Sd(F1He) HEEIlES A WA HERE FE 7MY Bted
SPTIT AL MYl Sk spul, W) o =H, AAn A, AR Ak o) fE s ok A0S 2
#3095 oot 3k 5 Aol g s s 2 29lch. Wite(1992)t s 34 4w (EPPM;
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Aol g, REBE, ANEF )2

& Aeshs PEolwst

A 1A HRRES Folol| o]gg Bo 50| ES &8
SO EEOL L ESERREE E R

Wahs 478 59 skl

T 1. E53V|E &85 HEES & AF
Table 1. Research on Information Security using
Protection Motivation

Rescareh Resul
Youn A higher level of risk perception led to less willingness
(2005) to provide information [31]
LaRose Perceived efficiency affects the practice safe online
(2005) behavior such as updating virus protection [ 13]
Siponen Perceiveq severity, self—efﬁcacy ?nd response efﬁcacy
(2007) an'd s?.nctlons'have a s%gnlﬁc?gt impact on compliance
with information security policies [22]
Gurung The perceiveq s.everity, self-efficacy, and response
(2009) efficacy are significantly related to use anti-spyware
tools [7]
Fear appeals do impact end user behavioral intentions
Johnston to cgmply with recommended individual acts of
(2010) security. Pe.rcepnop ol.v self-efficacy, response ef‘ﬁcac.y,
threat severity, social influence affect security behavior
intent [12].
Subjective norms, attitude toward compliance,
Ifinedo self-efficacy, and response efficacy and perceived
(2012) vulnerability positively influence on compliance
behavior of information system security policy [10].
Security awareness significantly affects perceived
Hanus, severity, response efficacy, self-efficacy and response
Wu cost. Constructs in coping appraisal process (except
(2016) response cost) significantly impact recommended
security behavior [8].
Users' protection behavior is predicted by
perceived threat and perceived responsiveness.
Jee. B.S Perceived threat is determined by perceived
’ susceptibility and perceived severity. Perceived
(2011) responsiveness is determined by response
efficacy and self-efficacy, but response cost is
not significant [11].
Self-efficacy, response efficacy, and perceived severity
Park, H.S | are significantly related to privacy awareness, and
(2013) privacy protection awareness have a positive effect on
protection behavior on SNS [35].
Perceived vulnerability, severity, self-efficacy, and
Park, C.U | Privacy rights awareness have a positive impact on
(2014) privacy behavior. Perceived barriers has a negative
impact on privacy behavior[33]
Kim. SH The higher subjective norm, perceived usefulness,
’ technology awareness, self-efficacy, the more intent to
(2015) use security technology[32]

S dSoll o|x|= elof thet A7 - ESET|0|ET UTAUT2E &

95

=aloz

2.2 S8t 7= +2 0|2 (UTAUT/UTAUT2)

Venkatesh Morris, Davis, and Davis(2003)-2 2] 9] A4k
128 AL AEA D ol w9} BE
= HSJ' 0]%2§ TRA, TAM(Technology Acceptance Model),
MM(motivation model), TPB, MPCU(model of PC utilization),
IDT(innovation diffusion theory), SCT(social cognitive theory)
55 $%3 UTAUT (Unified Theory of Acceptance and Use of
Technology) AlA] dF3AtH23]. UTAUTE 3-5-2] %= (behavioral
intention)ol] F&TFS T dSHFE A7 d)(Performance
=2 7] (Effort expectancy), A}8]%] % &KSocial
influence), <137 (Facilitating conditions) A1 A] S}31H}-
783} 710 - A= ITA 28 ARRo] 45 A3 2ol

E—# =] 740]3]_;1_ =R 24

=8 71t - A28 ITA =8 ARR-o] AL of 2] A e
O AFS1 A 3k - k2 8.3 AlHEo] A28 Al2=TE ARE-
gk Zlo] Tastrhal We 4w

RS

expectancy),

0527 - A28 407162 A5] 9 242 4915t
7147 7ol 244 Yok W A
O B - ofH 7142 AHE T )27} iAo e

Venkatesh, Thong, and Xu(2012)= €5+ 4~H] 2K consumer) 2]

7Aool IS 23, #|Z 57](hedonic motivation), 72
7} (price value), 7 8 ¥} % FHexperience and habit) & 5713}
o] UTAUT2Z 7 5131 th24].
O A 571 - 7158 AR-Eo 24 TR == S713(fun)
O 7F4 73] - 71ARgoll W& H]-8-37} o] Q] Alole] AH|R7}t
zh= 91%] 2| W3k 27 (trade-off)
07383 53 - 5o =2 Q13 A& AFs2 o2 Faale=
el Aw

7190 vhel FALs hEA, ik ARl S FR
AL, S A Ao A5 ok o8

71Akg-2) olelo] FH lgnr
= _:Ln}jr_ X]Z}El wjof], /\H];(]—,] 7)Ao o) A A ek

S T gk o] A V]so] AR )2 vl o] 7]mAREel 2
3t of| S0t} FIE 7]EAR ol A A G a1, 0]
A 733 0 258 9 =9(feedback)> TFF3F Aldo) JEES

Al Fof, AF}A 0 2 5ol JEFS Fri24].

UTAUTUr UTAUT2E AHE S 7]EAME 9%
A 9 AES Ikl AARE UTAUT 7|9h-&
71%e] & gk A= =538 Holth UTAUTE 918+
s} sl S-S 398k 7w Bk o] JF- AdE
ATk M2 7] -8 ATt o Attt & = 9l
th3]. 7148 2 9(TAM), UTAUT ©]2E52 o8] {39 IT
A|Z=gllol] A8 E| QAT Wk, QtE]-ntol e T3 S B
SF AFS AHE-SHA %t J ol dieire eskA] Zdrk
UTAUTY 7|9 7]% 8 Bdo)] 7|uke & A= 1T A~
S AR AME 52 23R 985 A7) g skar glo]
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A, AR edtlete oW FsiE skl T3, 27

30,]. Z2UHIT Bt 7]eE ARSSHA] 9= 312,

&, Mul 2 AR A, ARAE 5)E 2w
Arekete(2014)= UTAUTE ITHCSH 243 &

2 7)oe} A1S] A JgFo] ARE- ol A AR FEFS T

o o= B
7S E e EAX2AAITESE AE7F 7 2749 o
ol o) A8 49l JFe W 4 rka shedek 2 271
S 7iR10] 7]zl thgk SIS w T Al oW 1
Falee o 4l s o= Ak 3T
AAD2012)E “ompEAge] HIAN R T4 Fgo]
gk AFATel 4] UTAUTS] A7-R3S AdAlste] 7114
B RE7)% Sgelne] G vNE 8918 B Skl
tl, o= Ao ARA 9 FX 20 VIR RS V)
= T8 9 o]8ol 3AHA 4T % n) 3= Ao 2 YEpgon,
A= =82 77 HITH39
. A2 I 71
3 ATl A aLEEE B35 7|0, UTAUTE &3, 85
BE YE 89 BAL 98 ATEAS o)) th /bt
T 2R S vheat o] AABLY.
Perceived H1
Threat Experience
& and Habit
w
Perceived 4 fto &,
Severity 4
H5 PC/Privacy H12 New Services
Security Behavior Security Behavior
Social
Influence
H7,
Self (]
Efficacy
Demoarahic | | Internet ‘ Free/Paid H ExperienceJ
9raPNIC | | use Place | | SWUse | | of Security Accident
8 1. o7 =22
Fig. 1. Research Model
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ATEA 1S B3 %57 0|23} UTAUT29] WidIEo] &4
W4 At R 220] Bt s)Eof o Jeke n|X]E=X
& A53] fg Aoty AR B %*4 317] ﬁoH AE,
~|40]:&-] o];qg]

— >

EE

H3557] o] dAd
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2 Wasl B, UTAUTE B557] Bele] lx)e Fofxd
I A A3} e 78 2247 gl UTAUT= 1T 714
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o] AlAH| Ao HEES

dZofl o|xl= 2elol| et A7 - ESF7|0|En UTAUT2E Salez

2 olgUHS Be UL 4% Y 9k, $AA B E 2 A% Hol 9 Ahus
Stafx] o] EE AN EHA] Y o] fHEF S EE A AT Table 2. Definitions and Measurement of the Constructs
25lA] kol HE(38.5%) ‘YulolEs= A o] WAz Construct — 1 MCaS;ler Source
Malware threats
(24.8%y, “QUIo|E o= WS BE5(23.1%) T8 o= £ ) Threat of personal
A o][37], AEY o]-&x}o] 27| &7 o) XJ_H;_E_ 3 AIE o] P?[r}(ifé:d THR2 information leakage PMT
oL} s %o sk gere v)E Aoz o= 5l (THR) THR3 Phishing/pharming/ smishing
threats
1710 Ho} AL 3 o X3
H7: 27| 8572 B AIE 0189 B & 3 ZH9 THR4 | Ransomware threats
kS w)A Aolr) SERI1 | Malware severity
. 5 =7}0 [} > B S i
HE: A ESRE PO AR BE BEA BON FF e | spr | S of  porsona
S A Ao i
S 1A Ao|t. S(esvgfrgy SER3 Phishing/pharming/ smishing PMT
Severity
UTAUTY ZRAZ1L 7)< o] & JuE E3) 7]<% o] & SER4 | Ransomware Severity
JE F QR AL, 714 olgol A4 9T Social | soci | Tne desree of recoeniton
(ARET & vk webA A7) msgel ok 7l F71 Influence The degres of recogniionor| UV
- SOC
=3 ( ) S0C2 the importance of privacy
H9: A7) E57he AT BRAIEE 1k 5ol B D i
kg w12 o, Self format
ey | SEL2 | e ey | UTAUT
(SELF) .
[ATEA] 2] B 0] &3] o)F HHH S AF(el:QHH- opL3 | Thedegree of ease of security
- learning
olzd] A)e £7)e X X0 o} =
u} ]‘21——)-*] ARE AT /S A Au]2e] He 3F HABI The degree of use of security
ojH §3S nX=71 2 . . software product
UTAUT29] o] A 7])2:9] A A8 &3ke n)ao] 7]2 2= aﬁ%egzgfte HAB2 | Malware Inspection Cycle |
a3 BES o)Z3}7] olat v 298 M2moly] ]x% )2 (HAB) HAB3 | Vaccine update cycle
N o > HAB4 The degree of update
O AN AT FHE B3 v Ve e A S A5 automation
4 glth BTN AR FALAT AR A oepy | PONetwork  Seaurity
24T % s, Bhol BEFS 71Esh ALAke] Bhrg Senre P T
78 Aow yepdui4]. Qe o]gxe] i Pgigvvii‘;y PCP2 1 et behavior
(85.8%)> PC ¥l AR HE A% (QFE]-npo] 2] 2, QFE]-2~E} (PCP) | pcps | Purpose  of  providing
o]¢]o], Bk USB, OTP 5) ©|7] 4%—6} a1, P = 4 bersonl inforaration
A} S, A1 o) A B 0] $rS 2kl 90w, 7R PCP4 | preventon Betavior
AR G UK E Q3 P At %E]—[37], o]z]3k AH. N NEW] | Smart  Device security
WE AE ol gol} AN S el AR fhe] A Service Behavior .
Al AL 9, SNS, HERE)e] u wek ol Sty | NEW2 | U P ey
. i Behavi : .
ol LS 1| x| =%] BA1E}7] Yaf 7HAd-E A h &E\\ggr NEW3 | SNS security behavior
H10: E?l’ AE o] g2 A I £33 P MAARRS. NEW4 | Cloud security behavior
g5l A+ FFS v Aotk OIEYl o] &te] AWK T 9= BAlsly] 93 e

Hil: 22t AlF o] 89 ¥ € $3-L2 A7 ARAH]29]
Het @50l B+ F9FE | E Aolrh

H12: PCY 7QIAE R S P5-& A7 HrAH| 29 Rt
5ol AHS IS 1A Aotk

(ATFEA 3] ATEAY SHCPE, 9, 3, £5)%
HAE BN BY, F5 B AF AL A7 52
QB o] 8A}e] Bk ] ol LTI}

ATFNME QATEASE EAAEE, A7, 8, &%),
JE%L;L o]l &A, fR/FE B AF oE, AdE Ml
AL RS 2R AAEAL 2H R gls Ao o
= ik
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E 3. A7SASE 54

Table 3. The Demographic Characteristic of Data

E 4. 5 M 24 Zn

Table 4. The result of Convergent Validity

Factor
0, 0,
Category % Category % Constructs Measure emifig CR AVE
G THR1 682
o Male 1,295 | 526 ~200 59 | 24 THR TR 07 759 555
n
d THR3 630
¢ | Female 1,165 | 47.4| 1 | 200~300 | 408 | 16.6 SER4 733
S SER SER3 664 798 571
0
12~190ld | 443 | 17.6| m | 300~400 | 929 | 37.8 :gg 'Zgﬁ
L SOC : 902 822
A SOCl1 769
A 20 564 | 22.9 400~500 | 688 | 28 SEL2 780
g SEL SEL3 727 879 710
30 527 | 214 500~ 376 | 153 SEL1 631
40's 523 | 212 No 909 | 37 HAB2 975
B HAB HAB3 961 912 785
50 411 | 167 Yes 1,551 | 63 HABI 538
E El 334 | 135 . No 2,160 | 87.8 PCP1 645
d PCP2 610
u E2 712 | 289 Y 300 | 122 PCP 827 583
. es PCP3 668
p E3 333 | 135 No 2,047 | 832 PCP4 375
; b NEW3 795
n E4 1,081 | 439 Yes 413 | 168 NEW NEW2 824 813 391
NEWI 837

* E1 — Elementary, middle and high school students
E2 — under high school graduate
E3 - College(graduate) student
E4 — College or higher
A: ten thousand won (unit)
B: Public/commercial Internet Access
C: Use paid security products
D: Experience of previous year's infringement

4.2 53 52| ElgY A MEE Y

Lo

T4 7] S FEEe] AT eI S 2
7ksl7] 918l AMOS®] ER1% 291 A5 3 Avhs 14, HS
o} gt

TR 2He] JFEIHS A AsliMe 2
s} A7k 0.50) dololoF sk, 7 A% (CR: Composite
Reliability)#ko] 0.7 ©]’de] = ofo} s}, A 5-E(AVE:
Average Variance Extracted)#ko] 0.5 ©)/dold 4 =79 4l
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Table 5. The result of discriminant Validity

THR | SER | SOC | SEL | HAB | PCP | NEW

THR | .525

SER 378 571

SOC 278 299 785

SEL .107 194 .148 822

HAB | -.022 | .243 .097 242 710

PCP 183 .305 248 423 417 .583

NEW | .026 274 269 .201 213 .390 591

4.3 71d A=

THAHSE Ak A=A A AR A G o] 21t 4
B AH| 29 Bet aiFel A 08 H+) TS FE 7ol
F7HEATE ARRS AIFE o]8 A H Fel FIE 1A
= adow AxE Y, A, AlEstel AEEAL,
A A, A7) s 7] 8 TS FAR, A A 93
& 71ZHE ATHC.R=1.230, p=219). PC S} 7IQIAR B & Y5
o @S A= 8Qlo R AAH AY, AXE A7, A3

[e)
T 2Q1o® 7 Bl 5 PO AU HES 5, AL
gFo] BN a1, PCU 7GRS o] =& s
w229k, A7) &5 7 712FE] U5 (C.R.=1.037, p=.300).
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Table 6. The Result of Path Analysis
Standard P
Hypothesized Path ized SE. | CR. | -val Result
Estimate ue
H1 | THR—HAB -.146 053 | -5.32 | *** | Supported
H2 | THR— PCP .069 .026 | 2.37 | .018 | Supported
H3 | SER—HAB 250 .054 | 8.69 **% | Supported
H4 | SER—PCP 123 027 | 3.96 | *** | Supported
H5| SOC—HAB .031 054 | 123 | 219 NOT
H6| SOC—PCP 117 .027 | 430 | *** | Supported
Ha | SOC—NEW 183 .043 | 7.23 | *** | Supported
H7| SEL—HAB 204 .025 | 8.69 | *** | Supported
H8| SEL—PCP 301 013 | 11.2 | *** | Supported
H9 | SEL—NEW .028 .023 | 1.03 | .300 NOT
H10| HAB—PCP 304 .012 12.3 **% | Supported
H11| HAB—>NEW .060 .019 | 2.50 | .012 | Supported
H12| PCP—NEW 311 .056 | 9.45 | *** | Supported

X*=1192.414,df=172,CMIN/df=6.933, RMSEA=.049 GF1=.956
AGFI=.941,PGFI=.712,CFI=.947,NFI=.939,IF1=.947,
PNFI=.769,PCFI=.776

**xx p—values < 0.01

Not = Not Supported (212}), Supported (XHEH)

4.4 =S} B4

Hay A2 g B v
comparison) WS S|, B4 2FO|(critical ratio for
difference between parameters)”} £1.96 ©]’Jo] AL} = £2.58
o] 4ol 7zt 0=0.05, a=0.01°14] -5-2] 3 =fo] 7} glrtar & 5=
ATk

gl B¢ A7 a s 7ol PCNIBE RS 8 E o] ddu
o FEFE VA= (A 264, o7 364, Aol AASAF
(2.31) o g 99%) o= YEFT.

40tf ofsh= A7 | Eis 7ol BRES A o8 A B F
o] o &S vX|&= v, 400 o] =2 3 2 F3o] PC
APRRES 5o O F IS VA, POIIBERS 7
Aol At Au| 2= FHE S 5ol B & FIE vA= Ao
= ek

(pairwise parameter
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Table 7. Moderating Effects of Age

Hypothesized Age Group Critical Ratio

Path Under 40's more than 40's | for difference
SEL— HAB 324 HoHE 245 HHE 2.535
HAB — PCP .200 HxE 415 o 3.468
PCP - NEW 246 HHE 427 HxE 3.106

Z=: x*xx p—value <0.001

99

S dSoll o|x|= eolofl tEh AT - ESST|0|EX UTAUT2E B2le2

HE o] o 8AES ARB1A 4 — PCH /I H RS
&zl K142, p-value(***))S FA N, A1 o|SHZ/F/IL
56“3 E3H=(0.029, p-value(.288)) 712} H ATt
o 7 A5 %%?%(300”}% o])\l-) A}3] A ofgko] A1
T AHI2A BE %] o 2 ke nx|a, 74d 2 Lao)
PCIIRIAR RS Pgo] 1 T F&& = 2102 YERsiTh

3 Aol FE EUE ARSI 2 T1E(I72
p-value (¥*%¥))0] A-8-31= Z135(.085 p-value (***), 20|45
Al-2.143)) WUk AL A ko] At A H| 0] Bt 8
ol ¥ & S A= A= Yt

A At A A3 o] fA}= 21314 FIHAEKR S F24)

o] PC/ZNJIAR BT Bt o] wlg- & JS a1, 7|0
HES o] At M| 2o AR K S 5o = Z JEFS v}

A A2 LA, AL 9, 28 9 Fke] 43 A
T 0) ARnE Aol VA Gae 712,

B 8. &sflAtol w2 =M &1t 24
Table 8. Moderate Effects of Security Accident in last year

Hypothesized Security accident experience Critical Ratio

Path No Yes for difference
SOC—PCP .048 102 | 350 ok -2.738
SOC—NEW 187 HHE .059 373 2.538
SEL—NEW .053 047 | -.007 | *** 1.959
HAB—NEW .070 | .005 | -.056 | .316 2.068
PCP—NEW 286 HHE 588 Hokk -2.43

= p-value <0.05, »*» p—-value <0.01, »** p-value <0.001

HOMAIE o] 8= A}3] 4] ¢gko] AE 2 &3l T
2 G A, A7 ARe] 1k A v G
712} (p-value(.658)) F1 3L, -5 o]-§-Ah= AF3] 4] o gFo] Alqf
g EAH]| 220 Bt fFoll FES mXH, B % Fakel #]A]
= 982 7] ZK(p-value(.735) = ATk
Perceived | -
?;z‘a’te % Experience — Supported
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Fig. 2. Hypothesis and Moderating Effects Result
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