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[Abstract]

Ransomware detection has become a hot topic in computer security for protecting digital contents. Unfortunately, current
signature-based and static detection models are often easily evadable by compress, and encryption. For overcoming the lack of
these detection approach, we have proposed the dynamic ransomware detection system using data mining techniques such as RF,
SVM, SL and NB algorithms. We monitor the actual behaviors of software to generate API calls flow graphs. Thereafter, data
normalization and feature selection were applied to select informative features. We improved this analysis process. Finally, the
data mining algorithms were used for building the detection model for judging whether the software is benign software or
ransomware. We conduct our experiment using more suitable real ransomware samples. and it's results show that our proposed

system can be more effective to improve the performance for ransomware detection.
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