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A Study on the Design of Re—training Courses for Nurturing Cybersecurity
Professionals from Other Occupational Groups

Juyeon Jix, Sangho Park#*, Harang Yu*** Hangbae Chang#s*s

ABSTRACT

Recently, with the arrival of the 4th industrial revolution, the security risks are converging and complexly changing,
and the demand of cybersecurity experts is increasing. Therefore, in this paper, it is the largest of the domestic
educational institutions, it has the largest number of emissions talent, and selects the representative major field of
humanities and society. Then, after analyzing the common curriculum in each major field, compare it with the training
course of cybersecurity experts derived through existing previous research. Through analysis results, we try to design a
retraining course for cybersecurity professional human resources. Utilizing the results of this research, it is expected that
it will be used as the basic material necessary for the subjects of the re-curriculum education. It is also expected to
contribute to resolving the supply-demand gap of cybersecurity professionals.

Key words : Cybersecurity, Security Education, Human Resource Training, Re-training Course
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<Table 2> NICE Workforce Framework

Categories Descriptions
Conceptualizes, designs, procures,
and/or builds secure information

Securely .

.. technology (IT) systems, with

Provision o

. responsibility for aspects of
(SP)
system and/or
network development
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Provides the support,
administration, and maintenance
necessary to ensure effective and
efficient information technology
(IT) system

performance and security.

Operate and
Maintain
(OM)

Provides leadership, management,
Oversee and | direction, or development
Govern andadvocacy so the organization
(OV) may effectively conduct
cybersecurity work.

Identifies, analyzes, and mitigates

P . . .
rotect and threats to internal information

Def
cfend technology (IT) systems and/or
(PR)
networks.
Performs highly-specialized
review and evaluation of incoming
Analyze L. .
(AN) cybersecurity information to

determine its usefulness for
intelligence

Provides specialized denial and
Collect and | deception operations and collection

Operate of cybersecurity information that
(CO) may be used to develop
intelligence.

Investigates cybersecurity events

Investigate | or crimes related to information
(IN) technology (IT) systems,

networks, and digital evidence.
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<Table 3> Information Security Standard

Curriculum Course Roadmap

Security Incident Security

Developer Response | Management
Introduction to Information Security
Fresh | Information Security Law and Ethics
man | Cybercrime | Cybercrime

Cryptology
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more

Digital Forensics

Information Security Management System

Hacking and Virus

Cyber Crisis Management

Information Security
System Audit

Information Security Policy

Reverse Engineering

Operation and Management
of Information Security System

Cyber
Investigation

Junior

Network Security

Database Security

Information Security Diagnosis
and Consulting

Information
Security

Information
Security
System System
Design Design
and and
Development Development

System
Security

Computer
Security

Risk
Management

Business
Continuity

Evaluation of
Information
Security
System

Senior

Privacy

Mobile Security

Web Security [

Convergence Security

Digital
Content
Security

Cloud
Security

Cyber
Terrorism
and
Information
Warfare

Industrial
Security
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3A Security Provision(7]%}), Protect and
Defend (AFA ZF/49b0]), Investigate(AF3 FA}),
Collect and Operate(5=3/315), Analyze(&4]),
and Maintain(+% % fFARF),
Oversight and Development(Z+s 2 7)o
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Operate

<Table 4> Information Security Job Classification Design

Occupational Occupation
Groups
Security Product Developer
SW Analysis/Design Expert
Security SW Developer
Provision Security Product Engineer
SW Test Engineer(Quality
Manager)
Security Product Sales Engineer
Cyber Security Controller

(Security Controller)
Vulnerability Analyst

Protect and

Defend Simulation Hacking Expert
CERT Expert
. Cyber Crime Investigator
Investigate

Digital Forensic Expert
Cryptography Expert

Collect and

Operate Malware Analyst
Information System Supervisor
Information System Security
Inspector
Security  Product Certification
Analyze Expert
Security Management

Certification Expert
Security Technology Consultant
Security Management Consultant
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Cyber

Security

Controller(Security Controller)

Knowledge Manager

DB Security Manager

Information System(Network)

Operate and | Manager

Maintain Security System Manager
Personal Information Security
Manager
Security Manager
Security Management Director
Law-abiding monitor
Security Education Expert

. (Change Management Expert)
Oversight -
and Security Prosecutor/Lawyer

Personal Information Security

Development
Manager

Chief Security Manager
(Security Strategic Expert)

Security Professor/Reporter
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<Table 5> Information Security Core Knowledge
Design by Occupational Classification System

Classification A—B B— A
Securl'ty Cybercrime
Operation
Information
Security System Secure Coding
Development Inspection
<> Incid Information .
ent Resp Security Policy System Security
onse Cyber Computer
Investigations Security
Convergence Digital Content
Security Security

Information .
Warfare Cloud Security
Cybercrime Cryptography
Secure Coding R(?VGYS?
Engineering
Incident Risk Inf(?rmatlon
Res se Management Security System
bimb g Administration
Security C]ilrllii?li?ts Invegt};zziions
Management - Ly
Information
Security System Web Security
Verification
Industrial Information
Security Warfare
Security
Cryptography Operation
Information
Reverse
. . System
Engineering .
Inspection
Information .
. Information
. Security System . .
Security Administration Security Policy
Manggament -
. Risk
— System Security
. . Management
bec]umy Computer Business
Dev Security Continuity
Digital Content Informatloq
Security System Security
Audit
Cloud Security Convergence
Security
B Industrial
Security
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<Table 6> Analysis of Preceding Research

(Q:51 Security Incident Security
ctim|  Developer Response Management
Introduction to | Introduction to | Introduction to
Cybersecurity | Cybersecurity | Cybersecurity
Intd Ethics of Ethics of. Ethics of
Cybersecurity | Cybersecurity | Cybersecurity
o@u Law Law Law
CEO Cybercrime Cybercrime
Cryptology Cryptology
Security
Statistics
Digital Digital Digital
Forensic Forensic Forensic
Cybersecurity | Cybersecurity | Cybersecurity
Management Management Management
System System System
Hacking and Hacking and Hacking and
Virus Virus Virus
Cyber Crisis Cyber Crisis
Management Management
Cybersecurity | Cybersecurity
System System
Security Security
Audit Audit
Cybersecurity | Cybersecurity
Policy Policy
Foul Reverse Reverse
ndal  Engineering Engineering
tionl  Operation Operation
Management of | Management of
Cybersecurity | Cybersecurity
System System
Cyber
investigation
Network Network Network
Security Security Security
Database Database Database
Security Security Security
Cybersecurity | Cybersecurity | Cybersecurity
Diagnosis and | Diagnosis and | Diagnosis and
Consulting Consulting Consulting
Cybersecurity Cybersecurity
System System

Design and Design and
Development Development
System
Security
Computer
Security
Risk
Management
Business
Continuity
Cybersecurity
System
Assessment
Privacy Privacy Privacy
Mobile Mobile Mobile
Security Security Security
Web Security | Web Security
Convergence Convergence
Security Security
Security
Organization
Management
Digital
Content
Security
Cloud Security
ToT Security
Cyber
Physical
System
security
Int.e Al Security
0S Blockchain
e Security
Cyber Cyber
Terrorism Terrorism
and and
Information Information
Warfare Warfare
Industrial
Security
Security
Investment
Analysis
Estimate the Estimate the
Size of Size of
Security Security
Accidents Accidents
Intensive Intensive
Cybersecurity | Cybersecurity
Law Law
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<Table 7> Ranking of Students Enrolled in the
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<Table 8> Common Curriculum by Department

Business & Public Law
Economics Administration
.. Administrative General
Principles of .. ..
Eeonomics Organization Civil
Theory Law
Principles of Personnel Constitut
Accounting Administration ion
Principles of Principles of Criminal
Economics Policy Law
Financial Financial Adm.mlSt
Management Administration rative
Law
Financial Urban Company
Accounting Administration Law
Organizational Social Welfare
Behavior Policy
. Introduction to
Marketing Police
Management
Information Criminology
System
Ma{nagement Criminal Law
Strategy
Production Criminal
Management Procedure Law
International Administrative
Business Law
Macroeconomics Investigate
Microeconomics
Economic
Mathematics
Business
Statistics
Economic
Statistics
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Now ZpAEE Ad= <Table 9>3F 2t}
<Table 9> Standardization of Common
Curriculum by Department

. . Public
Business & Economics Administration Law
Cybersecurity | Cybersecurity
Security Statistics Law and Law and
Ethics Ethics
Operation
héi/%ii?;iﬁt;f Cyber Crime Privacy
System
4 Cyber Deepening
Risk Management Investigation Cybersecurity
law
. Intensive
Business . .
... Cybersecurity
Continuity
Law
Security
Investment
Analysis
Estimate the
Size of Security
Accidents
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<Table 10> Standardization of Common Curriculum
in Business & Economics

Business & Economics

Security
Statistics

Security
Investment
Analysis

Business
Continuity
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<Tabhle 11> Mapping Result of Common Education

Curriculum and Occupational Course by Business & Economics

Gsf  Security Incident Security
ctiml  Developer Response Management
Introduction to | Introduction to | Introduction to
Cybersecurity | Cybersecurity | Cybersecurity
Intx Ethics of Ethics of Ethics of
odu Cybersecurity | Cybersecurity | Cybersecurity
ctiq Law Law Law
n Cybercrime Cybercrime
Cryptology Cryptology
Security Statistics
Digital Digital Digital
Forensic Forensic Forensic
Cybersecurity | Cybersecurity | Cybersecurity
Management Management Management
System System System
Hacking and Hacking and Hacking and
Virus Virus Virus
Cyber Crisis Cyber Crisis
Management Management
Cybersecurity | Cybersecurity
System System
Security Security
Audit Audit
Cybersecurity | Cybersecurity
Policy Policy
Reverse Reverse

Engineering

Engineering

Cyber
investigation
Network Network Network
Security Security Security
Database Database Database
Security Security Security
Cybersecurity | Cybersecurity | Cybersecurity
Diagnosis Diagnosis Diagnosis
and and and
Consulting Consulting Consulting
Cybersecurity Cybersecurity
System System
Design and Design and
Development Development
System
Security
Computer

Security
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Security Security Security
- . <Table 13>} 2t}
Web Security | Web Security #j et o 1 o o
Convergence Convergence 7P el = woks ek s A
Security Security 71 A Bor #Ay A Aol AT}
Security = X
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Content
Security
Cloud Security <Table 12> Standardization of Common
[oT Security Curriculum in Administration
Cyber Physical
System security Public Administration
Int Al Security Cybersecurity Intensive
el Blockchain Law and Cybersecurity
ve Security Ethics Law
Cyber Cyber
Terrorism Terrorism <Table 13> Mapping Result of Common Education
d d . . .. .
anc anc Curriculum and Occupational Course by Administration
Information Information
Warfare Warfalje Gsf  Security Incident Security
Industpal ctiy  Developer Response Management
ecurty Introduction to | Introduction to | Introduction to
beciurlty Cybersecurity | Cybersecurity | Cybersecurity
Invesu?l-ent Int Ethics of Ethics of Ethics of
i A.naly S i Cybersecurity | Cybersecurity | Cybersecurity
Estimate the Estimate the od.u ey Lere ey
Size of Size of cti
‘Sec‘urlty ‘Sec.urlty n Cryptology Cryptology
Accidents Accidents S -
n " Security
Intensive Intensive Statistics
Lybelrjecurlty Cybersecurity Digital Digital Digital
aw Forensic Forensic Forensic
Cybersecurity | Cybersecurity | Cybersecurity
3.4.2 AlolvjHel AEQH o R FFAGES Management | Management | Management
9% AuSHA AAIA Fo Sy.stem Sy}stem Sy.stem
gt Ux s 2AEle] EE2E TE nda Hackl'ng and Hackl‘ng and Hackl'ng and
T G Virus Virus Virus
Asgol= FHEAE, JAABAEE, FATTAR 10 Cyber Crisis | Cyber Crisis
So] 9o A s U_&L <Table 12>3 72t} Management | Management
- - N Cybersecurity | Cybersecurity
[} o] &% FEW e A p=8
] 1= ] ” = ) oJ-‘—“T-"]' E ;F' System System
A7E =F ¥ Alo]HREF HAEAH G4 Security Security
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Audit Audit Security
Cybersecurity | Cybersecurity Cyber Cyber
Policy Policy Terrorism Terrorism
Reverse Reverse and and
Engineering Engineering Information Information
Operation Operation Warfare Warfare
Management of | Management of Industrial
Cybersecurity | Cybersecurity Security
System System Security
Investment
Analysis
Network Network Network Estimate the Estimate the
Security Security Security Size of Size of
Database Database Database Security Security
Security Security Security Accidents Accidents
Cybersecurity | Cybersecurity | Cybersecurity Intensive Intensive
Diagnosis Diagnosis Diagnosis Cybersecurity  Cybersecurity
and and and Law Law
Consulting Consulting Consulting
Cybersecurity Cybersecurity ~
System System 343 AolH Bt AERJH o2 AFAHEE 9
Design and Design and 3 A wS A AACE3
Development Development
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<Table 14> Standardization of Common Curriculum in Law

Cybersecurity
Law and
Ethics

Law

<Table 15> Mapping Result of Common Education
Curriculum and Occupational Course by Law

e Security Incident Security
ctir;  Developer Response Management
Introduction to | Introduction to | Introduction to
Cybersecurity | Cybersecurity | Cybersecurity
Intd Ethics of Ethics of Ethics of
Cybersecurity | Cybersecurity | Cybersecurity
odp Law Law Law
Cﬁ Cybercrime Cybercrime
Cryptology Cryptology
Security
Statistics
Digital Digital Digital
Forensic Forensic Forensic
Cybersecurity | Cybersecurity | Cybersecurity
Management Management Management
System System System
Hacking and Hacking and Hacking and
Virus Virus Virus
Cyber Crisis Cyber Crisis
Management Management
Cybersecurity | Cybersecurity
System System
Security Security
Audit Audit
Cybersecurity | Cybersecurity
Policy Policy
Fod Reverse Reverse
nd4__ Engineering Engineering
tio  Operation Operation
Management of | Management of
Cybersecurity | Cybersecurity
System System
Cyber
investigation
Network Network Network
Security Security Security
Database Database Database
Security Security Security
Cybersecurity | Cybersecurity | Cybersecurity
Diagnosis Diagnosis Diagnosis
and and and
Consulting Consulting Consulting
Cybersecurity Cybersecurity
System System

Design and Design and
Development Development
System
Security
Computer
Security
Risk
Management
Business
Continuity
Cybersecurity
System
Assessment
- | _Privay [ Privay [ Privacy |
Mobile Mobile Mobile
Security Security Security
Web Security | Web Security
Convergence Convergence
Security Security
Security
Organization
Management
Digital
Content
Security
Cloud Security
ToT Security
Cyber
Physical
System
security
Int. Al Security
nsi -
ve Blockc}}am
Security
Cyber Cyber
Terrorism Terrorism
and and
Information Information
Warfare Warfare
Industrial
Security
Security
Investment
Analysis
Estimate the Estimate the
Size of Size of
Security Security
Accidents Accidents
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<Table 16> Design of Re-training Courses for Job Conversion from Occupational Groups

Clas Business & Public Public
sific|  Economics — Administration — | ‘dministration — Law — Incident Law — Security
atio Security Incident Response Security Response Management
n Management p Management
Introduction to Introduction to Introduction to Introduction to Introduction to
Cybersecurity Cybersecurity Cybersecurity Cybersecurity Cybersecurity
: Ethics of
gzjtg Cybersecurity
ctio Law
n Cybercrime Cybercrime
Cryptology Cryptology

Security statistics

Security Statistics

Fou
ndat
ion

Digital Forensic

Digital Forensic

Digital Forensic

Digital Forensic

Digital Forensic

Cybersecurity
Management
System

Cybersecurity
Management
System

Cybersecurity
Management
System

Cybersecurity
Management
System

Cybersecurity
Management
System

Hacking and Virus

Hacking and Virus

Hacking and Virus

Hacking and Virus

Hacking and Virus

Cyber Crisis

Cyber Crisis

Cyber Crisis

Cyber Crisis

Cyber Crisis

Management Management Management Management Management
_Cybersecurity Cybersecurity Cybersecurity Cybersecurity Cybersecurity
System Security System Security System Security System Security System Security

Audit Audit Audit Audit Audit

Cybersecurity Policy

Cybersecurity Policy

Cybersecurity Policy

Cybersecurity Policy

Cybersecurity Policy

Reverse Engineering

Reverse Engineering

Operation
Management of
Cybersecurity
System

Operation
Management of
Cybersecurity
System

Cyber investigation

Network Security

Network Security

Network Security

Network Security

Network Security

Database Security

Database Security

Database Security

Database Security

Database Security

Inte
nsiv

Cybersecurity Cybersecurity Cybersecurity Cybersecurity Cybersecurity
Diagnosis and Diagnosis and Diagnosis and Diagnosis and Diagnosis and
Consulting Consulting Consulting Consulting Consulting
Cybersecurity Cybersecurity  Cybersecurity
System Design and System Design and System Design and
Development Development Development

Risk Management Risk Management
Business Continuity Business Continuity
Cybersecurity Cybersecurity Cybersecurity
System Assessment System Assessment System Assessment
Privacy Privacy Privacy

Mobile Security

Mobile Security

Mobile Security

Mobile Security

Mobile Security

Web Security

Web Security

Convergence Security

Convergence Security

Convergence Security

Convergence Security

Convergence Security

Security
Organization
Management

Security
Organization
Management

Security
Organization
Management

Cyber Terrorism
and Information
Warfare

Cyber Terrorism
and Information
Warfare

Cyber Terrorism
and Information
Warfare

Cyber Terrorism
and Information
Warfare

Cyber Terrorism
and Information
Warfare

Industrial Security

Industrial Security

Industrial Security

Security Investment
Analysis

Security Investment
Analysis

Estimate the Size of
Security Accidents

Estimate the Size of
Security Accidents

Estimate the Size of
Security Accidents

Estimate the Size of
Security Accidents

Intensive
Cybersecurity Law
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