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Role of Management and Protection Motivation’s influence on the
Intention of Compliance with Information Security Policies: Based on the
Theory of Planned Behavior

Hyuk Shin*, Min Hyung Kang#*, Cheol Gyu Leessx

ABSTRACT

This study examines antecedents of the intention of compliance with information security policies based on
Ajzen's Theory of Planned Behavior. The study conducted the following: Verification of casual relations between
role of management and protection motivation and the antecedents of planned behavior as parameters to determine
the effect on the intention of compliance with information security policy, and comparative analysis between the
research model and a competition model. The result of the study disclosed that, in the research model, attitude and
subjective norm took an intermediary role on management beliefs, response efficacy, response cost, self-efficacy,

and compliance intention, and perceived behavior control on management beliefs, self-efficacy and compliance
intention.

Key words: Information Security, Information Security Policies, Theory of Planned Behavior, Role
of Management, Protection Motivation
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vRA 7 2.1%
2714 176 50.6%
719 wl = 7] g 19 5.5%
] 2714 40 11.5%
N 714 38 10.9%
Eiy A% 2 0.6%
= 237 48 13.8%
71 ek 25 7.2%
HQHEA 11 3.2%
FHA LA 64 18.4%
. A ERA 49 14.1%
oy 7] % A AR A 36 10.3%
B A 7] A 30 8.6%
G A A 52 14.9%
71 EHEA 106 30.5%
CEO/U % 2 0.6%
AL F ol 32 9.2%
= FA~AYF 74 21.3%
e A F 55 15.8%
FAF 61 17.5%
A7dF 124 35.6%

2&7|H BIEe F47|H0] 50.6%%E 7P Bo

W, Sl S A9 EE AFe A4 49

0.9019

O >~ =
TR

of oy
BooX
e rjﬁ
Mo &
T e
-3
£ o
it

1o
olo ol
‘1& )
© >

)
AN o,
<R

Ay
® &
N
B
S
o

,d
»,
o 4
I
2
N
o
vl
o
s



Larcker,

T2 12709
A E2ns}
o]/\l-p_i
uz
1981).

L

Ao gk A=A
<&l gho]l 0.814~0.9042A
gelso] 7t SHIdEE] BF
Aoz YetH(Fornell &
AFoM HSE AlFA £

of g A3 w2 (F 33 2ot

(F 3) d+=28 24 B4

74zl o (MP) 3.37 0.84 903

A9z 212 (MB) 3.41 0.85 .878

A7+ $184 (PS) 3.69 0.82 .889

A 2+E FH R (PV) 3.64 | 0.79 .904

WS- 8843 (RE) 3.73 0.72 .804

wHg-H]-8-(RC) 3.42 0.81 .829

A7 &84 (SE) 3.48 0.72 814

H=(ATT) 3.82 | 0.64 .896

FH4 T (SN) 3.66 | 0.67 .872

A2 sd8(PBC) | 3.66 | 0.65 .856

A (INT) 3.85 | 0.69 .898

%5 (BEH) 3.60 | 0.67 .856

4.2.3. 8134 ¥4
2 A7 HARFE SHcte d5uFs 94
AE BAstn /M AZEAS 93 HE49 BB
A TR BE S 283t F0A a8
(confirmatory factor analysis)& Z&sdch. &
A FNEY JFEDE 2ARE H3 BdEt F
Z(average variance extracted)#tS AlXFetsict.
@%E}D“LO‘ AAAFE 23 #ASHEFE
o 73t I 2 oulgtt, o A3 AgA 7o)
A9zl /di] A7ZvE 84, AZtE FHRg, wke &
&4, eElE, AV|E8AY, HE, T84 1, A
49 Ay, o7, PFo dHEd FHA BT
0.6 oldez HAI7IEclge & 3= 0.5 %
= FEAA WAL HEE Za Slo] A7) AN
dol ot SHGEEL JFEAAS Uez s
Aoz AFHATG(17)

M F OX|o] U]R]= G A= solE2E VIFe =
317 QRIEM(CFA)S A= (X 49 2o
(FE 4 947528 9994 ad&8H
_ VE] AL
22 1l o Tt
| e | s | 2aa
T T (CR) | (AVE)
MP1 | .868 -
A97
o] | MP2 | 905 | 23307 | 920 | .793
MP3 | .846 | 22.115
MB1 | .839 -
skl
Gm | MB2 | 870 | 18464 | 892 | .733
MB3 | .821 | 19.478
pPSl | .746 -
1=
ﬂég PS2 | 911 | 17.790 | 914 | .781
PS3 | .916 | 26.573
PVl | .858 -
=]
j}é{é Pv2 | 915 | 20421 | 929 | 815
PV3 | .850 | 22.680
REl | .795 -
s
sau | RE2 | 758 | 14125 | 854 | 662
RE3 | .733 | 13.477
we | RCI | 918 -
" 862 | 758
8 RC2 | 777 | 7.695
. SE1 | .818 - " o
H5E8% SE2 | .813 | 13.825 | ° :
ATT1 | .745 -
ATT2 | 823 | 14.739
s | ATT3 | .825 | 16.665 | .939 | .752
ATT4 | 820 | 16.708
ATT5 | .781 | 16.593
SN1 | .775 -
=a. | SN2 | .820 | 15.894
A 917 | 733
ik SN3 | .814 | 15.766
SN4 | 765 | 14.684
PBC1 | .697 -
A7 [Tppeg | 753 | 13.002
e 912 | 723
2w | PBC3 | 829 | 14.205
PBC4 | .839 | 14.345
INT1 | .789 -
INT2 | .836 | 17.174
BEY 935 | 782
INT3 | .849 | 17.534
INT4 | .848 | 17.503
BEHI | .709 -
#% | BEH2 | 786 | 13.284 | .873 | .698
BEH3 | .839 | 13.996
chi-square/df= 1267.795/636, GFI1=0.845,
AGFI=0.810, NFI=0.883, TLI=0.927,
CF1=0.938, IFI1=0938, RMSEA=0.054




78 g Bo=5x 18Y Al5 (2018. 03)

Mg Al =(construct reliability) e FFES
4 W7 719 shuEA G913 aIEA WRoR
#Had F gk AR ], AFR A=, 44
A9, AdE FHFd, vk &84, wkeH|E A
B84, HE, T84 7, A48 dsxdE, 9
A, AT T BF7F 0.80)4% RS dal
F=7t 0.7 o]dold JFEddel vt Hrleta
goernz FAMNEe U FEEL FJTEHIES
Zkm glo] WAdHol oty & ¢ k. EdE
AEEgol BF 0.5 oldelBE AlgAde] AFEHA
oh(10).

chi-square(x®), df, x?/df, GFI(goodness of fit
index), AGFI(adjusted goodness of fit index),
NFI(normed fit index), 283 RMSEA(root
mean square error of approximation) #t &°I
AHE-EY. GFI, AGFI, NFI9 ZA$ole SHA7)
0.8 o]ol® 80| 7Ms3la 0.9 oo ZHHE

4.3. 7EURY ATEY H¥E AT
AYw AFe d7Rde] TEARG drhy A
Sl gAsE

, X IS
gom E AFRYPd Uizt Ajx TAAT g
KQoke (X 59 2ot

}_ A

RMSEA, NFI, TLI, IFI %% A}&3ith. GFI,
AGFI, NFI, TLI, IFI, ¢ A% 0.8~0.994 %%
T8 Jtesittn & & glen 0.9 o)l Afde
AAsttn & 4 9tk RMSEAE 0.05~ 0.08 At
ole] Aol £& £ e ZoZ AAHL Utk

(Bagozzi & Yi 1988).

2 A7ERFe] HYPxE
(=.813), AGFI(=.782),
(.902), CFI(=.912),

24

FAE  GFI

NFI(=.856), TLI

IFI(=.912) RMSE
A(=.062) 91 Aoz A
A% AYde Ags N dadAE
Ansizldl A AY B 58 £ o=
ARHBR E AFRY LS F&o] e AFRI L
2 9"} chi-square #*2 ATFEI HI=
FAA  AdIRFR EEE AFEA
Chi-square/df(1561.718 /668)& 2o

5]
gtk GFI, AGFI, RESMA 5& A+

B2 U5 Aole] oy 72EY sl
Vg AGEAE B o AeHE

oo}, NFI, TLI, CFI, IFI 52 #=¥3t
022 7Fg3t 712529 (mull model) Bt} =7

o= A= 2 SYHNEAE

= EAETHSY] 9, 2014). 283
Aol <lsl HAAF oI B 9l

YARASE BT

A 33
IgEs 7

(% 5) 9729 A= A523%

vm E [ AE [ % w3
1. A% A5
CRE RS
1. Chi-square(df) - 1561.7186ER) -
2. Chi-square/df 1.0~2.0 2.337 AA
3. GFI > .90 .813 F871s
4. AGFI > .90 782 Tt
5. RMSEA .05~.08 .062 AA
ZEAGA S
1. NFI > .90 856 F87te
2. TLI > .90 .902 A
3. CFI > .90 912 A A
4. IFI > .90 912 EEES]
A AGA 5
1. PNFI .60~.90 172 24
2. PGFI 0~1.0 .697 A
2. Mo BAA w9l 6

_ % 67%

A ok el | (14/21)
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Az dael TN el
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2 4
& AREA 9 MHES 2ae
7}

(£ 6) 9729 M 274 23

@E(;’Egalue) ;éli S.E.| CR. gﬂ%}
vy | AP EAS | 2260 64| 2064 | 12t
e | APE AL | 2486 | 16| 3043 | A9
vt | EL RS | 013 | e | -1s8 | 12
e | HLATEL | 050 | 02| -618 | 12t
e | BEEELS | s | 10| 5006 | A9
rio | HENE W= | 073 | 033 2222 | A
A | PIEEL S HE | g1 | oag)| 6013 | A
s | BERFN S | 2% | 73] 208 | A
M | FFRET 5s) | 2519 | 83| 3013 | a9
iz | ZAFRARE S| 050 | 07| -6a3 | A1t
i | AFRATE S| 05 | 001 11sa | 21
| REEERL | 12 | 19| 430 | A9
s | PEHE CIRE T 003 | 037 250 | A9
6 | W SRS | 096 | 048| 1999 | A
s | BFEEL AR | 2ms | o2 | 20 | A2
e | BIEEL o | s04 | 1o6| 3.024 | A9
Aar | VLS MR s | 057 9685 | A9
K118 A= oA 351 | 068 5.199 | A=
e | T TR | ase | 050 3183 | A
An | AREERRE | S0 | 063| 7927 | A
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A& (P-value) 3;1_ S.E.| C.R. jji
2.1 ﬁm&f;‘; P iz | oes | -13e2 | A%
oo | B9 (%TOT P 100 | ose | 2051 | A
a2z | 7 ’“;i} (T‘i;‘i) Zo | cams | os8 | 249 | A3
vea | VERASET | s | 03| 2187 | A9
s | BE %%;307 ) s | g0 | 1811 | A3
2.6 HJ%HJ;; P a0 | 026 | 120 | A2
2.7 XMEZ%G%J M o7 | 050 | -as1 | A7
42,8 B (,::)QW 266 | 084 | 3303 | A9
g | TEA (T)EJ P o1 | 059 | 2219 | A9
A | FEEETER L s | os4| 6o | Ag
11 QW(;Z? ¥ 962 | 081 | 10786 | A

4.5. AFREy AARY3o AL

(E 8N4 gRls]= i} o] AFRYPI} 2
23 #4437 vwetsitt AdgA s FEAH
A¢ T Aoz AFEyo] AARYPI APE
4 vadA e 47t AFERE 8 el Hsh
Ao s 93 Aoz el

(E 8) 7237 AR A= A5 29 vl

wa e | evee | dred [ Aded
1. A3= A&
Ao A A 5
1. Chi-square(df) - 1561.718 | 1393.646
2. df - (668) (531)
3. Chi-square/df 1.0~2.0 2.337 2.624
4. AGFI » .90 .901 892
5. GFI > .90 813 815
6. RMSEA 05~ .08 182 .180
FEAFAF
1. NFI » .90 .856 .854
2. TLI » .90 .902 .892
3. CFI » .90 912 .904
4. TF1 > .90 912 .904
AAFAF
1. PNFI .60~.90 772 762
2. PGFI 0~1.0 .697 .689
2. /pael $AA %ol &
2. A8 5 | % | 61% 55%

[ [ el [ (14/21) | (6/11) ]
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