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North Korea’s Cyber Attack Patterns and Behaviors
: An Analysis Based on Cyber Power and Coercion Theory

Taeyoung Yoon", Jeongmin Woo"

ABSTRACT

The purpose of this paper is to analyze the behavior of North Korea's cyber attack against South Korea since
2009 based on major international security theories and suggest South Korea's policy option. For this purpose, this
paper applied the behavioral domain and characteristics of 'cyber power’ and ‘coercion dynamics’ model, which are
attracting attention in international security studies. The types of cyber attacks from North Korea are classified into
the following categories: power-based incarceration, leadership attacks and intrusions, military operations interfer—
ence, and social anxiety and confusion. In terms of types and means of cyber power, North Korean GPS disturbance,
the Ministry of Defense server hacking and EMP are hard power with high retaliation and threat and cyber money
cashing and ransomware are analyzed by force in the act of persuasion and incentive in the point of robbing or ask-
ing for a large amount of money with software pawns. North Korea 's cyber attack has the character of escape
from realistic sanctions based on the second nuclear test. It is important for South Korea to clearly recognize that
the aggressive cyberpower of North Korea is changing in its methods and capabilities, and to ensure that North
Korea's actions result in far greater losses than can be achieved. To do this, it is necessary to strengthen the cyber
security and competence to simultaneously attack and defend through institutional supplement and new establishment
such as cyber psychological warfare, EMP attack preparation, and enhancement of security expertise against
hacking.

Key words : Cyber Attack, Cyber Power, Hard Power, Soft Power, Coercion, North Korea
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