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As the traffic environment gradually changes to autonomous driving and
intelligent transport systems, vehicles are becoming increasingly complicated and
intelligent, and their connectivity is greatly expandinged. As a result, attack
vectors of such vehicles increasing, and security threats further expanding.
Currently, various solutions for vehicle security are being developed and applied,
but the damage caused by cyber attacks is still increasing. In recent years,
vehicles such as the Tesla Model S and Mitsubishi Outlander have been hacked
and remotely controlled by an attacker. Therefore, there is a need for advanced
security technologies to cope with increasingly intelligent and sophisticated
automotive cyber attacks. In this article, we introduce the latest trends of
autonomous vehicles and their security threats, as well as the current status and

issues of security technologies to cope with them.
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