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Determinants of the Intention to Protect

Personal Information among Facebook Users

Bum Soo Chon

This study aimed to examine predictors of the
intention to protect personal information on Facebook.
We conducted an online survey of 679 Facebook users
in the Republic of Korea. The findings of this study
showed that usefulness and ease of use had significant
effects on attitudes toward protection behavior. The
results also revealed that risk factors (privacy risk
severity and vulnerability) had significant effects on
protective behaviors. Based on our findings, we
discussed the information protection of privacy on
Facebook.
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I. Introduction

Social network services (SNS) such as Facebook make
it possible to expand one’s relationships with others for a
variety of reasons [1]. The widespread availability of
smartphones has accelerated the use of SNSs; this allows
individuals to use SNSs regardless of time and space, and
therefore, SNSs have become major communication
channels. The growth of SNSs has threatened users in a
variety of ways, including privacy issues. Most SNS users
disclose their information; however, such disclosed
information can be exploited for commercial purposes
without consent [2]. Thus, the privacy issue in SNSs has
been a major research topic in recent years [3].

Although SNSs help individuals maintain their social
relationships, the disclosure of personal information
required to maintain and expand these relationships on
SNSs is concerning [1], [3]. This disclosure can increase
the possibility of an invasion of privacy on social
networks. Users’ desire for self-expression can lead to
revealing a significant amount of personal information
on SNS, and such self-disclosure may cause unwanted
consequences such as identity theft [4]. Thus, many
researchers have investigated privacy issues in SNSs.
Nevertheless, there is no comprehensive framework that
explains this issue.

The purpose of this study was to identify the
determinants of the intention to protect personal
information among Korean Facebook wusers. More
specifically, this research investigated structural and
sociopsychological attributes that may explain the
intention to protect personal information based on three
theories: the technology acceptance model (TAM), theory
of planned behavior (TPB), and protection motivation
theory (PMT). Based on these theories, this paper
explored the relationships between variables of TAM,
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TPB, and PMT that predict the intention to protect
personal information on Facebook.

II. Literature Review

Davis [5] developed the TAM, which is an extension of
the theory of reasoned action (TRA) [6]. The premise of
TRA was that human behavior is rational. According to
TRA, human behavior can be predicted from attitude
(which can be defined as positive or negative cognition as
a personal factor) and subjective norm (which is defined as
a person’s perceptions of how others judge a behavior as a
social factor) [7]. By contrast, according to TAM, a
person’s behavior using a new technology or service can
be predicted from perceived usefulness (which is the
perception of whether using a new technology will
improve his or her work) and perceived ease of use (which
is the perception of whether using a new technology will
be free of effort).

TRA is the basis for TAM in that the decision to accept
a new technology depends on the expectancy-value theory
[8]. TAM is the refined conceptual model of TRA for
explaining the process of new technology acceptance [9].
TAM has been widely applied to predict acceptance
behavior toward various forms of new media. For
example, TAM was used to estimate the intention to use e-
mail [10] and SNSs [11].

The TPB, developed by Azjen [12], was also derived
from TRA. TRA takes account of personal and social
factors simultaneously to explain the possibility of
performing specific behavior. However, some critics
suggested that the theory lacked the concept of efficacy,
which is the belief that a behavior can be conducted based
on one’s own will. In TPB, therefore, perceived
behavioral control was added to TRA with attitude and a
subjective norm.

TPB is useful in explaining and predicting sociocultural
aspects of behavioral intention. More specifically, it can
help predict information-security-related behavioral
intention such as the intention to follow policies for
information system security [13] and comply with
information security policy [14].

Recently, there have been vigorous attempts to fuse
TPB with other theoretical frameworks such as TAM
in order to increase the explanatory power of the
sociocultural approach to human behavior. For example,
Lu and others [15] utilized an integrated model of TAM
and TPB to predict the intention to use Messenger. They
showed that ease of use had a positive effect on
usefulness, and usefulness had a positive effect on attitude
and the behavioral intention to use Messenger. They
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demonstrated that attitude, subjective norm, and perceived
behavioral control all had positive influences on
behavioral intention. The integrated model of the two
theories also showed a stable fit index.

In addition, Lee [16] showed that this integrated model
displayed a stable fit index in predicting the intention to
use Internet banking. Specifically, TAM variables
including perceived ease of use and perceived usefulness
had positive effects on attitudes toward Internet banking
use, and perceived usefulness had a positive effect on the
intention to use Internet banking. Moreover, TPB
variables of attitude, subjective norm, and perceived
behavioral control had positive effects on the intention to
use Internet banking.

The above results demonstrated that the integrated
TAM-TPB model had a stable fit index and higher
explanatory power in predicting users’ technology-based
behavioral intention than the use of only a single model.
Therefore, the current study employed the integrated
TAM-TPB model to predict technology-based behavioral
intention in the context of personal information protection
on Facebook.

The PMT, proposed by Rogers [17], provides a social
psychological perspective on the health-related belief
model. PMT is useful in predicting attitude changes under
fear appeals. PMT has been considered a powerful theory
for predicting protection-related behavioral intention [18].

Additionally, PMT has been used to predict behavioral
intention for health protection in the realm of health
communication [19], and to predict behavioral intention in
the context of information protection [20]-[22]. For
example, Lee [20] examined the usefulness of PMT
variables in predicting the intention to adopt anti-
plagiarism software. Lee and Larsen [21] also presented
an empirical investigation to explain factors affecting the
adoption of anti-malware software based on PMT.

Moreover, Mohamed and Ahmad [22] attempted to
explain information privacy concerns by investigating
their antecedents and privacy measures in an SNS context.
The results showed that perceived vulnerability, self-
efficacy, and perceived severity affected the information
privacy concerns of social networking sites, and that high
privacy concern can provoke active use of the privacy
policy established by the SNS provider. These research
results demonstrate that PMT is useful in predicting users’
intentions to protect their privacy on SNSs.

In a study integrating PMT and TPB, Ifinedo [13] found
that vulnerability had a positive effect, and severity had a
negative effect, on the intention to comply with
information system security policies. The integrated model
exhibited a 70% explanatory power in predicting

http://onlinelibrary.wiley.com/journal/10.4218/(ISSN)2233-7326


http://onlinelibrary.wiley.com/journal/10.4218/(ISSN)2233-7326

148

behavioral intention, which indicates the usefulness of the
integrated TPB—PMT model. Despite its advantages, there
is a lack of studies about the integrating model.
Accordingly, the current study seeks to maximize the
explanatory power in explaining and predicting behavioral
intention to protect personal information on Facebook by
using a model that integrates TAM, TPB, and TAM.

III. Research Framework
1. Research Question

To examine the determinants of the intention to protect
personal information on Facebook, the present study
applied a model integrating three theories: TAM, TPB,
and PMT. Although we employed TAM to examine
individuals’ adoption of technology-based services, we
utilized TPB to examine the sociocultural aspects of user
adoption. Additionally, PMT was included in our model in
order to encompass cognitive processes under threatening
conditions. More specifically, we employed relevant key
factors from each model: perceived usefulness, perceived
ease of use, and intention to use from TAM; attitude,
subjective norm, and perceived behavioral control from
TPB; and severity and vulnerability from PMT. Thus, our
research question is, “What structural relationships do the
key factors have regarding the protection of personal
information on Facebook?”

2. Data Collection

In this study, respondents were selected based on quota
sampling depending on gender and age through an online
survey company. The survey was conducted for 10 days,
February 15 through February 25, 2014, with Facebook
users. There were 679 respondents in total, aged 10 to
50 years, and consisting of 335 males (49.3%) and 344
females (50.7%). Their age composition was as follows:
131 (19.3%) were 10 years old to 19 years old, 138
(20.3%) were in their 20s, 132 (19.5%) in their 30s, 136
(20.0%) in their 40s, and 142 (20.9%) in their 50s. The
mean age was 34.98 (SD = 13.41) years. The mean
Facebook usage time was 42.20 min, and the mean daily
number of times that Facebook was accessed was 5.85.

3. Measurement
A. Perceived Usefulness

According to Venkatesh and Davis [23], perceived
usefulness in the process of technology acceptance was
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measured on a 5-point Likert scale indicating the level of
agreement (1 = strongly disagree, 5 = strongly agree)
with each of three items: “Setting personal information
protection on Facebook is very useful in that it can
securely protect personal information,” “If you set
personal information protection on Facebook, you can
use Facebook more securely,” and “Setting personal
information protection on Facebook is effective in
protecting personal information” (M = 3.29, SD = 0.86,
o = 0.87).

B. Perceived Ease of Use

Using Venktesh and Davis’ study [23], perceived ease
of use in the process of technology acceptance was
measured on a 5-point Likert scale indicating the level of
agreement with the following statements: “Learning the
way of personal information protection on Facebook is
easy” and “The way of personal information protection on
Facebook is clear and easy to understand” (M = 3.18,
SD = 0.79, o = 0.89).

C. Attitude

According to Ajzen’s study [24], attitude, meaning the
positive or negative perception of a particular behavior,
was measured on a 5-point Likert scale indicating the level
of agreement (1 = strongly disagree, 5 = strongly agree)
with each of three items: “It is desirable to set the
protection of personal information on Facebook,” “I
regard the behavior to set the protection of personal
information on Facebook to be positive,” and “Setting

privacy protection on Facebook is a good idea”
(M =3.84,8D = 0.78, o = 0.92).
D. Subjective Norm

Using Wang and McClung’s variables [25], the

subjective norm, which involves a person’s evaluation of
judgments made by important others, was measured on a
5-point Likert scale indicating the level of agreement with
one item: “Most people who are important to me want me
to protect my personal information on Facebook”
(M =3.53,8D = 0.79, a = 0.90).

E. Perceived Behavioral Control

Based on Wang and McClung’s study [25], perceived
behavioral control, referring to the ability to control one’s
own behavior, was measured on a 5-point Likert scale
with one item: “I can decide whether I set the protection of
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personal information on Facebook of my own will”
(M =3.71,8D = 0.80, o = 0.84).

F. Severity

Using Ifinedo’s study [13], severity was measured on a
5-point Likert scale indicating the level of agreement
(1 = strongly disagree, 5 = strongly agree) with each of
three items: “Having one’s privacy invaded on Facebook
would harm one’s private life;” “The matter of privacy
invasion on Facebook could paralyze social functions,”
and “The problem of privacy invasion on Facebook may
cause confusion in networks” (M = 3.65, SD = 0.86,
o = 0.84).

G. Vulnerability

According to Ifinedo’s study [13], vulnerability was
measured on a 5-point Likert scale with three items: “I
think data loss can happen to me when I use Facebook
services,” “I think there is a possibility that somebody
could collect information uploaded on the Facebook
server without my permission,” and “Facebook’s system
for protecting privacy is vulnerable” (M = 3.72,
SD = 0.76, o = 0.82).

H. Intention to Protect Personal Information

The dependent variable, the intention to protect personal
information on Facebook, utilized items previously
employed in studies by Ajzen [12] and Bulgurcu and
others [14] studies. It was measured on a 5-point Likert
scale with three items: “I will set the protection of
personal information to maintain privacy during Facebook
use,” “I will actively monitor whether my information is
stolen to protect my private life,” and “I do not want to
disclose personal information on Facebook” (M = 3.76,
SD = 0.72, oo = 0.77).

4. Data Analysis

In this study, we sought to identify determinants of the
intention to protect personal information on Facebook. To
achieve this goal, we employed a model that integrated
TAM, TPB, and PMT as the theoretical background.
Specifically, this study examines the data fit of the
integrated model regarding the independent variables,
and identifies the structural relationship between all
variables. For this purpose, we employed structural
equation modeling through partial least squares (PLS).
Smart PLS software (version 2.0), developed based on the
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Java language at Hamburg University, was employed to
estimate PLS path models. PLS is considered suitable for
constructing an exploratory form of a cause-and-effect
model [26].

IV. Results
1. Analysis of Reliability and Validity

We analyzed the reliability using the PLS algorithm in
SmartPLS 2.0, examining Cronbach’s o and composite
reliability. Table 1 lists the confirmatory factor analysis
(CFA) results. The results showed that composite
reliability is above the recommended minimum value of
0.7. Therefore, the reliability of measurement instruments
was adequate. The reliability of the measurement model
was also good, with a Cronbach’s o of more than 0.7.

Then, to satisfy the convergent validity of the
measurement model, we examined factor loadings using
CFA as well as average variance extracted (AVE).
According to recommendations, when the CFA results
show that the factor loadings for items are above 0.6,
convergent validity is confirmed [27]. In the current study,
the factor loadings of all measurement items were greater
than 0.6. Therefore, there is no problem in the convergent
validity of the measurement model. Meanwhile, the square
root of the AVE can also evaluate convergent validity.
AVE represents the shared variance of the latent variable
and its measurement item. The greater the AVE, the larger
the convergent validity. Generally, it is said that the
convergent validity is good when AVE is above 0.5 [26],
[27]. In the current study, the AVEs of all measurement
items are greater than 0.6; thus, the convergent validity is
acceptable.

Table 1. Results of CFA.

AVE Reliability | R Squared Cr‘z‘:};‘;h’s
EU 0.826 0.934 N/A 0.894
U 0.795 0.921 0.406 0.872
v 0.731 0.891 N/A 0.816
S 0.754 0.902 N/A 0.836
A 0.856 0.947 0.292 0916
SN 0.831 0.937 N/A 0.898
PBC | 0754 0.902 N/A 0.837
1P 0.682 0.865 0.364 0.770
EU = Ease of Use, U = Usefulness, V = Vulnerability, S = Severity,

SN = Subjective Norm, A = Attitude, PBC = Perceived Behavioral Control,
IP = Intention to protect.
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Table 2. Correlation coefficients and square root of AVE. Table 3. Path of factors affecting personal information
protection on Facebook.
P S EU U SN % A PBC
P 0.826 N/A N/A N/A N/A N/A N/A N/A Beta M STDEV | STERR T
S 0.037 0.868 N/A N/A N/A N/A N/A N/A S — IP 01 10 0129 0126 0126 0878
EU | 0278 | 0012 | 0908 | N/A N/A N/A N/A N/A S > A 0077 | 0.084 0.120 0120 0.639%*
U 0292 | 0013 | 0637 | 0891 | NaA N/A N/A N/A "
EU - IP | 0.198 | 0.189 0.114 0.114 1.738
SN 0455 | 0037 | 0325 | 0353 | 0911 | NA N/A N/A
seskesk
v 0405 | 0067 | 0081 | 0065 | 0307 | 0854 | NA N/A EU->U 0.637 | 0.637 0.075 0.076 8.420
A | o531 | 0034 | 0309 | 0387 | o628 | 0386 | 0924 | wa EU - A | 0275] 0264 | 0.105 0.105 | 2.629**
PBC | 0356 | 0.026 [ 0418 | 0395 [ 0437 | 0271 [ 0549 | o0.868 U - IP 0.143 | 0.143 0.118 0.118 1.214
Boldfaced letters represent the square root of AVE. U-—->A 0.305 | 0.309 0.140 0.140 2.183%*
EU = Ease of Use, U = Usefulness, V = Vulnerability, S = Severity, SN — IP 0.132 0.130 0.127 0.127 1.038
SN = Subjective Norm, A = Attitude, PBC = Perceived Behavioral Control,
IP = Intention to protect. V -> 1P 0.270 | 0.257 0.129 0.129 2.088%*
Vo A 0.314 | 0.318 0.124 0.124 2.530*
The discrimi lidi fth del A > IP 0.303 | 0.294 0.148 0.148 2.046*
1scriminant validi the m¢ rement m n
¢ discriminant validity of the measurement model can ™, 75 0 000 05 [ 0,24 | 0.124 | 0.042
be evaluated by comparing the correlation coefficients of
the latent variables and the square root of AVE. When the 7 < 0-1. *P < 0.05, **P < 0.01, ***P < 0.001.
EU = Ease of Use, U = Usefulness, V = Vulnerability, S = Severity,

square root of AVE is greater than the correlation
coefficient between two latent variables, the discriminant
validity is considered good. The analysis showed that the
square root of AVE was greater than the correlation
coefficients (Table 2). The result indicated that all
variables from TAM, TPB, and PMT have enough
reliability and validity to test dependent variables with the
intention to protect personal information on Facebook.

2. Path Analysis for Intention to Protect Personal
Information on Facebook

To examine the intention to protect personal information
on Facebook using TAM, TPB, and PMT, we conducted a
bootstrapping test with Smart PLS. We set the number of
samples for bootstrapping to 500, a default offered by
Smart PLS. The findings from investigating the path that
affects the intention to protect personal information on
Facebook are shown in Table 3 and Fig. 1, and are
described as follows.

First, the variables from TAM, usefulness (f = 0.31,
t=2.18, p <0.01) and ease of use (f = 0.28, t = 2.63,
p < 0.01), had positive impacts on the attitude toward
protecting personal information on Facebook. In addition,
ease of use had a positive effect on usefulness (ff = 0.64,
t =842, p <0.001). Of the TAM variables, however,
only ease of use had a positive effect on the intention to
protect personal information on Facebook (f = 0.20,
t = 1.74, p < 0.1). Usefulness had indirect effects on the
intention to protect personal information on Facebook
through attitude.

These results indicated that perceptions of usefulness
and ease of use with respect to protecting personal
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SN = Subjective Norm, A = Attitude, PBC = Perceived Behavioral Control,
IP = Intention to protect.

Subjective
norm

Severity

Usefulness

Protection

Attitude .
intention

Ease of use

[ Perceived

behavioral control ] [Vulnerablllty]

Fig. 1. Paths of factors affecting intention to protect personal
information on Facebook.

information on Facebook had significant impacts on
people’s positive attitudes about the protection of personal
information on Facebook. Further, the intention to protect
personal information on Facebook increased when it was
perceived that protecting personal information on
Facebook was not difficult.

Second, among the three variables constituting the TPB
model, only attitude (f = 0.30, t = 2.05, p < 0.05) had a
positive effect on the intention to protect personal
information on Facebook. Subjective norm and perceived
behavioral control did not significantly explain the
dependent variable. This finding indicated that the higher
the positive attitude toward personal information
protection on Facebook, the higher the intention to protect
personal information. In addition, it showed that the
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behavior of personal information protection on Facebook
is not influenced by perceptions of significant others or a
person’s will.

Third, both severity (f = 0.08, t = 0.64, p < 0.01) and
vulnerability (f = 0.31, r = 2.53, p < 0.05) from PMT had
positive effects on the attitude toward protecting personal
information on Facebook. However, only vulnerability
(f=0.27,t=2.09, p <0.05) had a direct effect on that
intention. Severity had an indirect effect on the intention to
protect personal information on Facebook through attitude.
These results indicated that as vulnerability and severity
increase, demonstrating the severity of the threat to
personal information infringement, the attitude toward
personal information protection on Facebook becomes
more positive. This finding suggested that the intention to
protect personal information on Facebook can be induced
by a concrete perception that a person could be exposed to
personal information infringement.

Additionally, TAM- and PMT-related variables showed
29.2% of the explanatory power for the attitude toward
personal information protection on Facebook. In addition,
TAM, TPB, and PMT variables showed 36.4% of the
explanation power for the intention to protect personal
information on Facebook. Comparatively, TPB had 28.3%
of the explanation power, TAM 9%, PMT 17.5%, the
integrated model of PMT and TAM 24.1%, the integrated
model of TAM and TPB 29%, and the integrated model of
PMT and TPB 32.8% for the dependent variable.

V. Discussion and Conclusions
1. Theoretical Implications

This study generated several theoretical contributions to
the study of the intention to protect personal information.
We proposed a new model for predicting the intention to
protect personal information on Facebook by integrating
three models (TAM + TPB + PMT). The integrated
model of TAM, TPB, and PMT showed a good model
fit to predict technology-based behavior of personal
information protection on Facebook.

In some recent studies, researchers attempted to increase
the explanatory power for predicting technology-based
behavioral intention by integrating TAM and TPB [15],
[16]. Other studies have been conducted on different
combinations of three models, integrating PMT with TAM
or with TPB [13], [21], to improve the explanatory power
for dependent variables (that is, protection intention).
Based on these studies, this study integrated three theories
and proposed a new approach that had never been
attempted. The results showed that the integrated model of
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TAM, TPB, and PMT significantly improved the
explanatory power in predicting the intention to protect
personal information on Facebook.

The results suggested that adding different variables to
the integrated model to predict a particular type of
behavior can heighten the explanatory power by removing
weak points. For example, TAM focuses on usefulness
and ease of use to explain behavioral intention related to a
technology-based service. However, applying TAM may
be unsuitable for smart and social media (for example,
SNSs) because TAM only considers personal factors (that
is, perceived usefulness and ease of use). Thus, it is
necessary to add TPB to the model because TPB covers
key aspects of human society and efficacy. Furthermore,
a protective barrier against the leakage of personal
information is based on rationality in human cognition.
Hence, the study not only attempted to predict technology-
based information protection behavior by employing an
integrated model of three different theories, but also
confirmed the model’s usefulness for predicting the
intention to protect personal information on Facebook.

Usefulness and ease of use from TAM had a positive
effect on attitude. This result suggested that when one
perceives personal information protection on Facebook to
be useful and easy to do, the attitude toward protecting
personal information on Facebook increases. Ease of use,
but not usefulness, had a direct effect on the intention to
protect personal information on Facebook. This result
indicated that technological features enabling ease of use
are more critical for users’ privacy protection behavior.

We found that ease of use affected usefulness and that
perceived usefulness also significantly influenced user
behavioral intention toward personal information
protection on Facebook through attitude. This indicated
that perceived usefulness of personal information
protection on Facebook had an indirect effect on the
intention to protect personal information on Facebook.

Among TPB variables, only attitude had a positive
effect on the intention to protect personal information on
Facebook. That is, a more positive attitude toward
personal information protection on Facebook leads to a
higher level of privacy protection intention. Thus,
improving people’s attitudes toward information
protection behavior on Facebook could help to prevent the
leakage of personal information on Facebook. It is
noticeable that social variables (that is, subjective norm
and perceived behavioral control) did not provide a
significant explanation for the intention to protect personal
information.

One plausible explanation is that Korean Facebook
users may perceive personal information protection
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behavior as personal behavior and that they cannot control
their information on Facebook. It suggested that the
perception of the severity of personal information threats
on Facebook was not higher than we thought. In other
words, personal information protection behavior on
Facebook was performed when a person prefers the
protective behavior for personal reasons, and others’
viewpoints or social influence or whether the protective
behavior can actually be performed are unimportant.

The results also showed that severity and vulnerability
contributed to the formation of a positive attitude toward
personal information protection on Facebook. When the
leakage of personal information from Facebook was
perceived as serious, and vulnerability as a user perceived
the likelihood of information leakage was high, a positive
attitude toward protection increased. Vulnerability, but not
severity, had a direct effect on the intention to protect
personal information on Facebook, whereas severity did
not have a direct effect on the intention to protect personal
information. This result indicated that a user’s protection
intention depends not on the perception of severity
but only on vulnerability to the leakage of personal
information from Facebook.

2. Practical Implications

The study also had several practical implications.
According to our findings, it is important to develop
campaign activities to increase positive attitudes toward
personal information protection behavior to motivate
personal information protection behavior on Facebook.
Using various media, public relations (PR) activities
should be conducted to disseminate the perception that the
leakage of Facebook and other online-based personal
information can cause serious social and individual issues.
Furthermore, it would be an effective campaign strategy to
promote the idea that a person should take action
to prevent the leakage of personal information with regard
to setting personal information protection. Thus, the
cooperation of the government, educational institutions,
and a variety of mass media would be a very important
role in such PR campaigns.

This finding indicated that TAM variables had significant
impacts on attitude toward personal information protection
on Facebook, but they did not directly induce personal
information protection behavior. Thus, it is essential to
increase awareness that setting personal information
protection on Facebook should be convenient as well as
easy in order to directly promote personal information
protection behavior on Facebook. As a consequence,
Facebook constantly provides information about setting

https://doi.org/10.4218/etrij.2017-0082
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personal information protection, and also makes efforts to
convey the message that the setting is easy.

Our findings showed that PMT variables had significant
effects on improving positive attitudes toward personal
information  protection on Facebook, but only
vulnerability induced personal information protection
behavior. Therefore, it is necessary to focus on the
perception that personal information is vulnerable to
information leakage when personal information protection
is not set on Facebook in order to directly induce personal
information protection behavior on Facebook.

Recently, it has been seen that the leakage of personal
information is spreading as a social problem [28], but
people do not regard this issue seriously. This study
showed that what is important for personal information
protection behavior was not the severity of social
phenomena, but the belief that they can bring a
disadvantage or vulnerability. Therefore, there is a need
for specific message strategies to induce personal
information protection behavior, which focuses on how
much harm the leakage of personal information could
result in and how vulnerable a person can become from
the leakage of personal information when he or she does
not perform personal information protection behavior.

In addition, a sort of fear appeal could be effective as a
message strategy to induce personal information protection
behavior. Because severity had an indirect effect through
attitude on the intention to protect personal information on
Facebook, message strategies need to include some content
emphasizing the severity of information leakage on
Facebook and focusing on the system’s vulnerability to
such leakage.

3. Limitations and Future Research

Despite such contributions, this study has several
limitations. First, this study utilized variables from only
three theories to predict the intention to protect personal
information on Facebook. However, there are various
other independent variables that could explain the
dependent variable (that is, protection intention). This
study has the limitation that it did not maximize the
explanatory power of the dependent variable by
incorporating a large variety of independent variables into
the model. Therefore, future research could incorporate
related variables such as self-efficacy.

Second, from the perspective of TPB, a behavioral
intention is highly relevant to the actual behavior, but is
not identical. Using behavioral intention and not
measuring actual behavior directly can be another
limitation. Future research could examine actual behavior.
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Another limitation is that our sample was drawn from a
single country, South Korea. The homogeneity of the
sample may limit the generalizability of the study. Further,
future research could replicate this study across several
cultures and countries.

In addition, this study did not examine differences
between socioeconomic subgroups. Identifying
differences between gender and age groups is needed.
Future research could explore the effects of demographic
characteristics on the intention to protect personal
information on Facebook.

Finally, personal information protection behavior on
Facebook can be diverse. The neglect of diverse
behavior intention (for example, the level of personal
information protective behavior intention) can be a
limitation. Future research could consider different
levels of information protection intentions to measure
behavioral intention.

4. Conclusion

This study examined the predictors of intention to
protect personal information on Facebook. The findings of
this study showed that the effectiveness of setting
protection on Facebook (that is, usefulness) and the ease
of using the protection function (that is, ease of use) had
significant effects on attitudes toward protection behavior.
The results also revealed that risk factors (privacy risk
severity and vulnerability) had significant effects on
privacy protective behaviors on Facebook.
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