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Determination of Intrusion Log Ranking using Inductive Inference
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Abstract Among the methods for extracting the most appropriate information from a large amount of log data, there
is a method using inductive inference. In this paper, we use SVM (Support Vector Machine), which is an excellent
classification method for inductive inference, in order to determine the ranking of intrusion logs in digital forensic
analysis. For this purpose, the logs of the training log set are classified into intrusion logs and normal logs. The
associated words are extracted from each classified set to generate a related word dictionary, and each log is expressed
as a vector based on the generated dictionary. Next, the logs are learned using the SVM. We classify test logs into
normal logs and intrusion logs by using the log set extracted through learning. Finally, the recommendation orders of
intrusion logs are determined to recommend intrusion logs to the forensic analyst.
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able 2. Kernel types and kernel—specific functions
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able 1. Examples of logs expressed by feature
vectors
cs—me|sc-sta

thod | tus | AW, | AW, | AWs | AWy | AWs | AWs

(F1) | (F2)
log; 1 1 1 06 0.3 0.2 0 0
logz 1 1 1 04 04 0 0 0
logs 1 1 1 0.3 0.1 0 0
logy 2 1 1 06 0.3 02 0 0
logs 1 2 1 0.3 0 0 05 0
logs 1 2 1 05 04 0 0
logz 1 2 1 0.7 0.1 06 0 0
logs 1 3 1 06 0.3 02 0 0
logy 1 3 1 05 04 0 0 0
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1. SVM
Ftoll ATl doiA B ZokllA S-85aL

UE SVM 222 19959 Vapnikell 3] 7k SAH %

A2 gus) AgE
N 2 ABHE AE %

(Gaussian Radial Basis k(z,y) = exp}—

7F¢A1t RBF {
Function kernel)

O
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Table 3. An example of a training set that classifies
logs by their characteristics
C;O“;eszzw AW | AW2| AW3| AWA| AW5| AW6 25
1 4109|0301 0 0 0 hacking_log
1 4 10610310204 0 0 hacking_log
1 410910504 0 0 0 hacking_log
1 4 107103 0 0105] 0 hacking_log
1 410610310204 0 0 hacking_log
1 1 1 01 0 0 0 0 | not_hacking log
1 1 -0 0 0 0 0 0 | not_hacking log
1 1 1 01 0 0 0 0 | not_hacking log
2 1 1 01 0 0 0 0 | not_hacking log
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Table 4. Accuracy according to change of C value

O )0

¢ | wame | T | T

(vH=0.D
1 0.672 0.721 0.73
2 0.673 0.726 0.731
3 0.681 0.729 0.738
4 0.685 0.731 0.747
5 0.689 0.734 0.749
6 069 0.736 0.751
7 0.691 0.739 0.759
8 0.693 0.743 0.761
9 0.696 0.746 0.771
10 0.697 0.749 0.78
11 0.699 0.75 0.78
12 0.703 0.75 0.78
13 0.705 0.75 0.78
14 0.709 0.75 0.78
15 0.710 0.75 0.78
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Table 5. Confusion matrix for evaluating kappa
coefficients
Predicted class
Clogl Clog2 Total
(Hacking log) (Normal log)
Clogl a b atb=Clogl
(Hacking log)
Correct
class Clogz c d c+d=Clog2um
(Normal log)
Total |atc=Cloglyed| b+d=Clog2yrea N
< ol&sto] AT E A @& 2

m
M= Y Clogiy, Clogiy,
i=1 i=1 (4)

,
Cohen's k = p

=Y Clogi,,,, Clogiy,.,
i=1
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