https://doi.org/10.33778/kcsa.2019.19.2.011

BEANNA HEF AFY T4 1E Sler

o] o 2%, gl

Ea

BEANE SN 7190 Y glo] FAF AFY BN HlolHE pefaks |l BEANS nekd, T&
4, 48402 ol @A) F§ Rohru oY A% B3, 3F 5 w Rolld BEAel vk 2847 3
o ek BEAIGA AR 51% ool A HE 2E 4 glrhaL ol AAR A olo] tig B2 sl
d7h wsta low, olvl2el AFA FAL T EF ARY AL 2F $A0) NEsk Bk Ik w4,
AUk FFES) Aelo] ThE Hee WAk FAAFE ) WAe BEA A2 Aol Ha ek B =Rl AE
220l 543} ge] dulFel vhal AN AFY IS olgF BEAel FAZNS APk qelw, g
F Y B THPR P AFEE SIS T4 dnelFel BEAlel Hebel nAl: dEe BAwth niy
o BEAICle] BoPS PIS] A% e AFY 34 BB /)& ¥ doze wal WL AN

Protection Technologies against Large—scale Computing Attacks in Blockchain

Hakjun Lee®, Dongho Won™, Youngsook Lee™

ABSTRACT

The blockchain is a technique for managing transaction data in distributed computing manner without the involvement
of central trust authority. The blockchain has been used in various area such as manufacturing, culture, and public as well
as finance because of its advantage of the security, efficiency and applicability. In the blockchain, it was considered safe a
gainst 51% attack because the adversary could not have more than 50% hash power. However, there have been cases cau
sed by large—scale computing attacks such as 51% and selfish mining attack, and the frequency of these attacks is increas
ing. In addition, since the development of quantum computers can hold exponentially more information than their classical
computer, it faces a new type of threat using quantum algorithms. In this paper, we perform the security analysis of block
chain attacks composing the large computing capabilities including quantum computing attacks. Finally, we suggest the te
chnologies and future direction of the blockchain development in order to be safe against large-scale computing attacks.

Key words : Blockchain, Large-scale Attack, Quantum Computing Attack, Post-Quantum Cryptography
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Attack Description Impact Countermeasures
. Make more than one Provider may lose their products Place observers on blockchain
Double Spending . . . .
transactions using one asset or services network and notify double spend
) Attacker premines the block and | Provider may lose their products Multiple confirmations for
Finney attack . ) . .
broadcasts it for double spending or services transactions
Attacker can reverse transactions ) .
. . ) Inserting observers in network,
Control blockchain system, with and perform double spending, o )
. . . communicating double spending
51% attack more than 50% hash power of | modify the ordering of transactio .
. alerts among peers and disincent
total hash power -ns and control the confirmation . L
. -ivizing large mining pools
operation
When attacker finds blocks, he . .
. . . . Using random branch selection,
. does not immediately broadcast Potentially allowing for . .
Selfish mining ) timestamp based techniques,
them but publish them on 51% attacks .
L fork punish rule
selective time
Adversary bribes miners ) . Increase the rewards for honest
. . . Potentially allowing for ) )
Bribery attack to mine or control blockchain miners, make aware the miners
51% attacks .
system to the long-term losses or bribery
. . Compare the number of PPoWs
. . Waste resources of miners in . .
Miner in a pool submits only , and FPoWs distributed to miners
BWH pool, decrease target pool's profits |
PPoWs, but not FPoWs in the pool and the number of sub
and get extra revenue of attacker o ) )
missions submitted by the miners
Improvement on attack effects Waste resources of miners in
by generating fork using combin |, decrease target pool’
FAW v generating fork using poo BeL POt There is no practical defense
—ations of selfish mining and profits and get extra revenue of
BWH attack attacker
Use large quantum computer Attacker may maximize 51% atta Apply new cryptographic
Quantum attack | and perform PoW using Grover | —ck impact and break existing cry | scheme based on post-quantum
algorithm. —ptographic scheme in blockchain cryptography in blockchain
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