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A Study on Structuring of Information Sharing Platforms Based on
Risk Communication Theory

Ji-Yeon Yoo*, Hyang-Mi Park

ABSTRACT

In this day and age physical and cyber boundaries have converged due to the development of new technologies, such as
the Internet of Things (IoT) and the Cyber Physical System (CPS). As the relationship between physical system and cyber
technology strengthens, more diverse and complex forms of risk emerge. As a result, it is becoming difficult for single organi
zation or government to fully handle this situation alone and cooperation based on information sharing and the strengthening
of active defense systems are needed. Shifting to a system in which information suitable for various entities can be shared
and automatically responded to is also necessary. Therefore, this study tries to find improvements for the current system
of threat information collecting and sharing that can actively and practically maintain cyber defense posture, focusing parti
cularly on the structuring of information sharing platforms. To achieve our objective, we use a risk communication theory
from the safety field and propose a new platform by combining an action-oriented security process model.

Keywords : Information Sharing Platform, Risk Communication Theory, SMCRE Model

HeU20199 6€ 39), £4U(20199 6€ 249), x guehal gt FA T B SHFA D
AR A A(2019¢ 69 30Y) s GRITH AT (LA 2h



B

rl

~
)
1)

ffl

o o
=2
i)
)
N
[
O
rO

ot
do

o

i

~

=

o

Lo

oX

T —10{1

9

>
il
toh

o

2 rlo © )
e
ol
N
P
1o

N
® 2Bk

>
>

XN
&
=
fe
o

iz
=2

ol
ot
iy Heow

%
AN
2 o2

2

o

=2
lo,
o
)
oz,
of
ol
rlr
do

S Ho fo 2
ol
i)
)

S
S
N

T e o 2

d
T

g i
o
a9
by
o

Ho
f

=
rO

2

N
2 o
Lo
ot

N
)
ut
9
£

E
o
o
[
e
=
ol
20

s
rlo
o
0
rot
ofl
N o4y 2 g9 oo
)

=2
X
o
12 H
o2
o
~
[>
o
off
Al
N
N
N
fo
N
=
>
e,
2
R

o

2

o

o

ol

f

o

4 S
&

i}
o
o

3t7] sl
= A o
@ 919 #et a7
< #H AR FH7T
Fov

F= Aol 919

o
)
%
>
>
o]
=
Ho
oo
FUIO ¥
rJ
o
ol
il
=
(o3

o
4z
lo
o> o
i)
2

A
o o2

12
AR}

Lo

fod
o
l
&
e
o

R TR N =)
2 M
i
2
o
o
N
N

g o
Q‘L
st
fru
o

Lo

2,

o,
2
e,
0
e
N
iin3
(o
fo
Y
o,
w
32
v

o o oo
LY
>
>
o
z
ol
>

o

g
12
ol
3
o
s
%

o
i)
o [
>
ox
&
i)
o
el
o
ot g 2
JE doh
o
ol
%

2 =
=
o
[t
A
Hy
R L
of
o
N

2
N
X

2
>
L
=z
ok
e
B=)
g
i
ok
e
dz &

o

L)
>
o
o
)
o
iu)
ra
)
o
ol ot lob

8o g L
o 2 B

« |o
El-ﬂl
Koo

o=
f

32,

ol
-

D Atold 9 19889 wals gow A A
o i3 FHS A|FoZ 20072008\ o ~EY
obo] Fo7|WAEE o g DDoS 4& BA
= Stuxnet 9 ZAAH FH Z AlolW 13 &
£} 20130 E91E 59 SNS A7, A3 jrod

B3 F2A AlFe] TS oI 5 o F
”’Hﬂ = I R T A=

2) o]l2 A28 9 (Systemic Risk)olgt I} Al

g2 Ee AA Alx"e nFE ousi thF

W, 54, dxoEdos s ddstA xst
T A%e oA e ¥ F, &&d]
4 oake] el ohd HA Axgle] aFow
[e)

3) 20189 BFAA AL KT FAFNAEE )
A g Anz BeA sy gz <l
18 AN TAZE WA Adolth. 9T A
02 98] KT A o] ¥ o] n7e] wslel

Ateld 91 &2 sfeiriglo] Alelw 91 oi&
FTHAA AY T mE BEE E 35T
1 (Resilience) FA4lo &2 wW3leldn). g A3
AAA =" 2Fdel A A 52<Q0 ApolH] ol (Activ
e Cyber Defense)® &73lx gitl oldd 93
298 AR £ % T/ &F FHE

4
o FN T
1o
oo —r
f
ol
Jo
B
)

f
o
ok
o
i}

Foi1A 9o Jﬂﬂiﬁ‘ro W2 Qe 35 EE
A (Resilience) ¥ =291 AlolH] HMo](Active C
yber Defense)& 918+ A A =2 7fxo] Q%)

&g e} %LO] ALl AR A 2E ] 22
’Eﬂh AR T Ay
27 9 ood Amo
1o 1 =] 40}7} or} AAE AYstn

Azl g7t dasith 53 ¢
2ol ofye}t s e Ugh
AR oA AAel st I g s
HE FTHalor gk
—/_\_

@ Aol 190 7

o

offt

o

o

e}

=

3

L

el

E kol

o ‘3

km _L4

L iy

N

r—% [e}(e]

to _O}L o
N 2

i
>
ot
vl
=
fr
e
ox
ol
s
o
et}
fiook o A

ofN do X g Ho
2
o
9,
ok
(o
fru
Ho
oo
N
e
v
Y
)
2]
)
ru
K
02‘:,’4

ox MOHD
N
s

lo

b

1
tlo
S
2

of

ol
&2
Ho
o
=
= r
)
=
oo
Og‘:",
ot o

€ Aboln] ¢ & (Systemic Cyber Risk)< Al
$13(Systemic Risk)el 71%&te] 523 74y
TA A1 ARelH f]F o] obd WA AL Alo]
93L Wit} Alol¥ Almi} o)A Hikgow
FR7IIAAE AeAe AE A 2487 A

%al%i&

ut

HU

oo ofl T2 T [o
tlo ofd [> S
lo,

A, AR, 3, E43 2L JFS A
9HAl, A, otu So AuAd Agd 24
zeete AL ou@eh07]



4G ARUANY o] o] /W F AuFH FAFE 725 AT 6l

2

&9 9o gt
7k FRER £
olu] 9|3 (Systemic Cyber Risk)¢]
A BRFHF el FEdl). ol
Al2=gl AbolH] $gel g t-&EE Ao
t71ell SFA, AlolHW  H.QF
APH AFE
A2kl FR

FAFUA N o2&

oo

o o —H a2

o o

H oot R
o

T7F sl AFEHJAY. AR &
E3hE = Aloln &4
AEo] A Ao
[9] Abeln] 91ge] o

off
N

ot of o

N
N T
olr
o,
9

£

> 32 o

i)
%
i

L 4

.

o

.

-

ol
fr B

4l
lo
oo 0

~N
e 44 X ok
2

)
off m = fo XY ofy

. i = oo

N
e
of
Jo
2
poy
4
s
X’E }'N' _& JZJ., ru

i

% @Eel YT 918 WA AHI21[10]

wHow wmshE Atolw @S 7
Q1] Ayt AbEl, Elm FbAA A
g e susiarh. $A0] %itsl, thasidol
Wel o o4 A9 B A 244 A9 0

& wH} muje. oleld Wal: 9w oA

o 85t ARITHAAN HE deirtee

WEhE op/ICHIISINY] Z1Ee ARFFAA}

Hadel olg FHoz Ane 7 2 Fhol
Ao WEATH, PR ARITHAAE 5

22 A|2E(CPS)Y HE7F 874FH" Qe
i |

o

of ¥ AT g3 B AWt
el Anel T4 BEUY THAN] FEo 2
Ae 9E 238 AuTHAAY) LeFe AX
ahsiet olel SRATUANM o2 g Futowm
S84 AR HAAG thal =oletanz B

22 AFAFTUAIA o2

IT7F d7dstga e BE Abso] @
Aokt Arles SAHLR odskl feth
53] A3 A4 AHA AREe olg Rt i<l
I AbEEste] S T3 FHA olsE Fal
ojFolABE 2L 7w QT AF A4 A
w7bEll o8 AEI vgelE Fa dulE
o7l AEER[15] o] Al HELrkeh dnkd
5 e S sk W8 R Vel A Aol



ARAFAGIA o)
e P
fsks ARFH

Risk Communication
(Interaction Exchange)

=Risk-Assessment

SEIETI

(¥ 1) Relationship between Risk

Assessment, Risk Management and Risk

Communication

Ae7HA 918 T8l S8 sHE AEA
FUAelAd o]Zd= A3 (Liner), W3t (Interact
ive), 5418 (Transaction) 52| the3lt mdo] &
Akt 2 AFdA = AEAFYUA A o] &<
ne 5 7P 712 A el JFEe] e #ad
(G. Lassewl)?] g r=<d SMCRE(Source, M
essage, Channel, Receiver, Effect)®2(1948)%
AARste] ol 7IWte R FRIFE AT ZHE
< FystaA grh[13]

e~ 49] SMCRE 292 9137 fuAela =
2A| DA GHO £ 53] duk tiFo] A
BE wolEd o &5 PIA = 8Qlo] FAA
g gRlshy]l Yg 7Y BEstd mdolrth[l] S
MCRE =®2 91@d7fru7lolde] +4ade=
A B A (source), WAA(message), #'d(channel),

& 2H(receiver), & effect) 5 HAEA

ouk B 2ye oF 709 | Al AEd 9y

o

5) 998AFYA A (Risk Communication)S A 1 9|
AAl HAE e A3 Al Aol o, Ak

fll

o atel wheh SaAsh FAAT AW RE A
2 Faut BE9 FHoln,

T8(1948) 0.2 W3lsl= 7% u}
£ 939 ®E 25 sk xdith moA
H 4= o] SMCRE 2dYE 7|Fo=2 &g Ab
o] 9o e&slr] 93 AR FE& =Y
A ekst izl kol 1o A A o] T
& e B mE o] B AW mgit)

oj rih:l
o

59

0
w
o2

5 Z49 Bet 29 24

=3
[
_0|L
(s
N
it
i
o
=2
=

=
oo
tlo
o
02‘:,"
ottt
Ho of
Suf} UZ;
o i
oo
2
R
=
i

o
%
for
i
o
-
it
i
e
o
T
il
)
Ho

tlo e
=)

© &

-
£ 4o
ol
f
-0,

o oo - ro

45 a3l 7189 Aol Bt dE RdS
Faab ghoh JEv 22 o] A48 B e
248 23] Intelligence Cycle, OODA Loop, F3E
AD, D3A, RAIM Framework 59 Z2ZA2

2 a3 ATT&CK, Diamond Model for Intru
A T Bds sk

0

[¢]

sion Analyze 52|

231 Z2A2 F4 29

@ Intelligence Cycle

Al e A Alo]E(Intelligence Cycl
e)< 494 =& 5uA(Direction, Collection, An
alysis and/or Processing, Dissemination)® ©]
For e EZg Aol oldg A A}
o] FRE Aste] #HEAY U AY 7Hsd
A B (Intelligence) &2 A 3kA| 7] dlol] & 3}% o]t}

Direction Tl H|Z=U 20 A ] Alo]H
Hel JIH(APT 5)9 & A3, Collectio
n HAE 24 APAREY R S AbelelA
HolHE 4, 9% APAE A4S
olE1 ¢} £33t} Analysis GAE A 7)17H6
MEelA 1d) Bt 3% dolHE §3 2 &
A8}, Dissemination @Al =24 & Hx=Z 4
< 54 APT Sl digk Fxige 913 =5
#HE AFUEE ddgit)

=



A AFUAAd o]l 7IWE £ AHEF THE 728 AT 63

® OODA Loop
& Hol=(John Boyd)el <3l AlA¥l OODA
Loopt Observe, Orient, Decide, Act 52 A&
A =232 gAY g 2de %29 OODA
FEE AARET A& Fdste AS A
02 BE 22 AAE 7T AA A3 EHe
ZA o] AL dEFe] dsto 7 OODA FEZE A
o}t“] 71950 AAel uwlg- XFg AANA
g &g-gir},
Observe A= 374,
A, AAR, A gk doly w3 dA o]t
ek dlolE 7t glow Hust £A48 sty of
1}, Orientation 1=
A&t 4 <l
2 Aol 3 7
wj ol Z42bo] Aol g EAlo] F et
ide ¢Al= &vE A4S g7l S8 =549
o|HE AlFsiAl B7tstth
olafstHA WE QFS Iofetar 2 A AX
S kst Act 9AE oY A4S AEsa
BHrkgk o A4S Adgrh
® D3A(Detect, Deliver, Decide, Assess)
DAY ES dWtror FAYe] ¥4 &

gl

}_g_—g]_oq a2 A 2= (}D\}\.E.x] ﬁﬂ

rulo

== E8Y T

=
H

%O 7] 98 AbEHE
°]‘jr[5] kA D3AE A4 1F
2 a3s Fuhe] 9% aFAES A
] $& Fv} Detect, Deliver, Decide, Assess
2 aA7F FAgE
@ F3EAD(Find, Fix Finish, Exploit,
Analyze and Disseminate)

F3EAD Ede =2 374 9 E4 Hog zd
I e Al PE5g oprlsheE 2 el A
AT T Well A ARS-ETh[E]

Find @7+ 2ddoz Ao 535S 2y
371 91E aA=Z, "ol F4

gk ge ARE AHESel doite w4
e sl

LA Aelel e

>~
>,

ox i

(o oZi
* il
FH’U <

o o o r

2:%

b1

4o

ZAZ W3S} Finish ©9AE ¢4 AdHE &
AL 7INte 2 Ajel HEE dAstE wAolth
Exploit @A wiyg] dAlolA AdE SAE

= 7l

7Iwre 2 54 AHR(A: Ax AH)E AEg
Analyze @Al= o|8d TAE Rt FHLASH
e AJret g3 0}04 Xﬁﬂ—iol
isseminate ©AI+=
NA HLEH o R *7H5}‘ﬂr

YA = Intelligence Cycle®} &7 AL&-st=d),
Intelligence Cycle®] “Collection”¢A¢} FSEAD
Cycle?] “Find” ©@AI7} ©8d FUvAAHE =
o7, D3AC] ZRA|xo AAug| 2o o
< Ty

Direction

Dissemination
C (II lection
Intelligence

Analysis
F3EAD
\ Deade
Disseminate D3A \

Analyze

Deliver ‘

(¥ 2) Relationship between F3EAD and
D3A, and Intelligence Cycle

* Source: Reconstruction of Jimmy Gomez(2011)

® RAIM Framework
RAIM Z# 93+ 20109 549 wHe
2 HoE BAE s 9% dFg 2eg =
AR 22 AL JCH[2] F 27| A A}
3= AojAl o] HRKE
[ast F3%4 é‘%ﬂﬁﬂﬁ 35

r$
o,
N
N
i
e}
)
Ho
el

>
T,
I

o
ol
oo
4> o
o,
ol

LN
T
2
>

Mro L
o
o
o,
N
)
it
&
o
(o T
Al
Ho
ol
ol
£
it
>
(N
ko
i
i)
o

(Real time Monitoring), ©1% ©X*(Anomaly De
tection), 93 A (Impact Analysis), &3 Ak
(Mitigation Strategies) & 47}4 £42 FA4%
}.



2
ofo
%
o
2
Hi

A A9 A2E (2019. 6)

232 24 7€ 24

@ ATT&CK(Adversarial Tactics
Techniques and Common Knowledge)

MITREZ} 53 ATT&CK+= AA ZA &
Q=2 758 A AAdeR HE 7sd 716k A
2lolth HIZF &, AR 89l Alo]w] Wk AlE B
Myl AFUEA 54 AF 2d 9 Uy E
NS 2e 7% ez AL 27 d2(ni
tial Access), A3 (Execution), *<(Persistenc
e), B3 A< (Privilege Escalation), =% 33(D
efense Evasion), AH2 5% A 2=(Credential Ac
& (Lateral Move
ment), 3 (Collection), &% (Exfiltration), %
2z o}(Command and Control) & 117}x1¢] 7]
ol et ARE FEFTh

ATT&CK= 71933 2vtd 5 F 79 M
atrixZ 7FAt) 71938 Matrixoll= Windows, M
ac, Linux ZE] AZ 7]so] XFHo A4
718k gl Ag-3hth ®ule Matrixs 4 ) ¢l
e 9 G A~ Tddg 7T G A4
2 flo] Aol AFEE 4 Qe UEYZ 74k
% T F AR FEE
® Diamond Model for Intrusion Analysis

AJEA S 93 tololr= wdl& Adversar

y, Infrastructure, Capability, Victim % 47}%

cess), &7 (Discovery), SH &

9 5o THH BE IY BE /R 4
A8 ARUG. AY BA, 34, H2E b5

g
rDi
e
oX,
2

L)
Lo
i
(o,
AL
|
1
oo
ofr
ol
rlr
of
1>

2
o
o

i)
ol
Ho 4
>
ot

ojm| 3k}, Capabilitys 5
A X}%ﬁ}% 7]@7}11 E

2

[e} bl
4 el 22, A A }Uﬂ‘” &, IP F4,
¢l So] % x3ET)

24 24

)
9
=
o
rit
o
N
O~
=
=5

N
S
of
3

—‘H&dﬂ%‘% Aol o8& 7]”J_4i 3he=
A0 AR FH ZRAL Y 7ES AHe]
A8k

Intelligence Cycle2 AKX 2] A2 Aol O
ODA LooptE A HE E3tsto] JAAA
4 ge7kx] xFetE 4w ¥gelrt. F3EAD
= JAHAA S fg AR Z8 AAeld, iy D3
Aet 7 olelr|Htt. BAV|FEOR AFrH| §X
2 TS e ATT&CK "WEZ~7F lan, Hw
A A 2] B 21S A8 Dia
mond E&o| gt} g FR7|H9AE SCADA
Alz=gle] AbolH] Hel gl ol & 93k RAIM =
HAdaE A EA 83

2 el A *}O]‘ﬂ He s T4 2l 5 =

& <

A~ FA 9

Az "
X
p‘L
M X KopE 2

3R ru
L,
1“_‘ I
b
o
ot F
ot
1
[o

Analyze), %%(Dlssemmate), A7 (Decide and
Act), 9FE4(Effect Assess)oZ A= H
B 3F ZEAAE EEIS

<3 1> Comparison of Information

Processing Models

By
Mz
=
o]

C D E

Detect Direction | Observe | Find Detect Detect

Fix,
Finish

Andlyze [ IS s Analyze

Collect and | Collect Orient
Analyze




4G ARUANY o] 2o] W F AU FAF T2 AT 65

4
=
o
(@]
o
=

Disseminate

Decide and
Act

Effect
Assess

A Intelligence Cycle

B: OODA Loop

C: F3EAD

D: D3A

E: RAIM Framework
AL Fdglo] gty Bk AR 4

H
dgress trhe A By

S qE A,

A E 280N EHF Het mds B
& FEel 7S ol AR YAl Rt
o Ags Bl TxIE AEsAt ded w
gk Zo] ¥ A= fdATUACIA ol& F SM
CREE W3} g% FA9] Bet mal(ZZAx F4
= o5l 24 Ve 29 8as #Asta 1
Azt 7Iubg Fol MEE ARTHF EHPFS F
stz girh. SMCRE R&2 g1 $2147h
o'l ARE oj" WYoR R T HE
7h oAl FEHeA, 2 2 dFHE ow
A& 48] A% ZER o o] s
A9t AEFE F4E 7

ole] & HellAE SMCRE R& 24 7%
EAE Agstel MRy ARTF FUdEE AL
shazp gek o] & flste] 7 24 WS WAE

=
ﬁﬁ
>
)
=
2

AR FHEFS A9 E Aok

3.1 SMCRE =49 7]4te] Alolw Rt AW
Tf AA F+Z3
E 3= SMCRE 2dS 7|¥te g K Hot

=
29E Hgao] AR FRHE A

<#& 2> Overview of SMCRE Model-Based Information Sharing Platform

SMCRE Platform

Description

Note

The process of detecting information through sensors, automated

ATT&CK, Intelligence Cycle,

partners.

Source Detect o ) .. . ) N . - OODA Loop, F3EAD, D3A,
systems, and monitoring. Gathers the lowest level of information. RAIM Framowork otc.
e |Gt | e s of g e ol rmtor it 8 9 | ey, o0
sag Analyze Step, yZing g ! & Loop, F3EAD etc.
database.
Channel Disseminate The process of sharing the analyzed information with pre-linked | Intelligence Cycle, F3EAD,

D3A etc.

The process of utilizing shared information. Analyze the internal
Decide and | structure of the organization and make decisions using information | OODA Loop, D3A, RAIM

results information

Receive . I . .
ver Act appropriate to each situation and environment, and carry out activities | Framework etc.
such as policy making.
Effect The process of analyzing the results and impact of the activities,
Effect Assess evaluating for improvement of the organization, and recycling the | D3A, RAIM Framework etc.
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New Information Sharing System
applied Cyber Security

Source . Message . Channel

(2% 3) Comparing Existing and New

Information Sharing System
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System File Citical Sy
Event  Integrity Cical Health
Logs Logs Logs Alerts Messages

Environmental il
Information | . ‘ [

Cyber Aspect Physical Aspect

zrned
Infermation

Detect

- Digitalization -

Pre-ATT&CK ‘ | Enterprise ‘ ‘ Mobile

Discovery
Lateral
Movement
Collection

Execution
Persistence

INTELIGENCE

Effect Assess

(728 4) Detect phase on platform

3.1.2 Message - Collect and Analyze
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)
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Collect and Analyze
INFORMATION
Categorize
Cultural New Analyzes &
Traditions Information Synthesis
Genetic Previous
Heritage Experience
Database

(¥ 5) Collect and Analyze phase on
platform
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(¥ 7) Decide and Act phase on platform
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Existing System New Model System

(Detect) Digitize and classify for automated analysis of informat
ion analyzed and collected based on the source of information su
ch as cyber and physical aspects

Information about sender providing risk
and threat information

Type and kind of information
(qualitative/quantitative characteristics | (Collect and Analyze) Collected information is processed and uni
M of message, whether it is forced/recomm | formly classified into the same form through digitization, and co
ended, simplified technical information, | nverted into a database for easy sharing of information

etc.)

Shared channel opened for information (Disseminate) It is possible to share information in the databas

C ) . e at all times and provide lessons derived from analysis as a ne
sharing(Information terminal) . .
w information source
(Decide and Act) Using shared information as the basis of decisi
R Internal Performance on making through organization’s internal analysis system, link

ing to actual prevention and response activities through strateg
y establishment

(Effect Assessment) Analyze the correlation between the results
E Internal Performance of the action and the factors and influence, and use the analysis
results as a new source of information
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Previous
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Experience

Heritage

Database

Disseminate

INTELIGENCE

Decide and Decide and Act Decide and
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- Internal Analysis -
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Analysis - . Analysis -
Victim modw) Capability m2%> Infrastructure m5=) Adversary
3
* Diamond Model for Intrusion Analysis
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Development - ‘ [+ [ LIT ] Development -
= o n @
Prevention 5 & b @ £ ¥
== - D £= = @
@ 2 £ w = S E
= i Sk =
S e B
X Aa 52 8 £
. = =
Remedial g 2 A e g §
\ il 2 i)

* RAIM Framework
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Effect Assess

- Impact Analysis -

Cause Effect

* RAIM Framework

(¥ 9) Information Sharing Platform
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