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A Study on Building a Cyber Attack Database using Open Source
Intelligence (OSINT)

Kyuyong Shin® Jincheol Yoo™ Changhee Han™, Kyoung Min Kini™, Sungrok Kang™™, Minam Moon™*, Jongkwan Lee™**

ABSTRACT

With the development of the Internet and Information Communication Technology, there has been an increase in the
amount of Open Source Intelligence(OSINT). OSINT can be highly effective, if well refined and utilized. Recently, it has
been assumed that almost 9% of all information comes from public sources and the utilization of open sources has
sharply increased. The ISVG and START programs, for example, collect information about open sources related to
terrorism or crime, effectively used to detect terrorists and prevent crime. The open source information related to the
cyber attacks is, however, quite different from that in terrorism (or crime) in that it is difficult to clearly identify the
attacker, the purpose of attack, and the range of damage. In addition, the data itself of cyber attacks is relatively
unstructured. So, a totally new approach is required to establish and utilize an OSINT database for cyber attacks, which
is proposed in this paper.
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