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A Study on Dynamic Code Analysis Method
using 2nd Generation PT(Processor Trace)

Hyuncheol Kim ™

ABSTRACT

If the operating system’s core file contains an Intel PT, the debugger can not only check the program state at the time
of the crash, but can also reconfigure the control flow that caused the crash. We can also extend the execution trace scop
e to the entire system to debug kernel panics and other system hangs. The second-generation PT, the WinIPT library, inc
ludes an Intel PT driver with additional code to run process and core-specific traces through the IOCTL and registry mec
hanisms provided by Windows 10 (RS5). In other words, the PT trace information, which was limited access only by the
first generation PT, can be executed by process and core by the IOCTL and registry mechanism provided by the operatin
g system in the second generation PT. In this paper, we compare and describe methods for collecting, storing, decoding an
d detecting malicious codes of data packets in a window environment using 1/2 generation PT.

Key words : Tracing, Processor Trace, Flow Reconstruction, Malicious Code Detection, Flow Detection.
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