https://doi.org/10.33778/kcsa.2019.19.3.003

BGP E<SFS 93t AS-PATH A upbHx

I

@5 UES B9 AR AR adslel BhY Holde A
7HE Fagh Z2EZo] BGP otk & =i dA AHEHI Qe

e
i

Y o] AREAPE B4A] Al~Hlog RS
1 e ARE Auo|E T a}%% ZRESR %—
BGPv49] FopdS o]83ste] ofofA3l 34 a
BGPe] thE# el Bt Rl 3t &
AS-PATH 4% A¥sls 435S Asiant

AS-PATH Authentication algorithm for BGP Security
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ABSTRACT

BGP is the most important protocol among routing protocols that exchange routing information to create routing tables
and update changed information so that users on the Internet can send information to destination systems. This paper
analyzes how to prevent malicious attacks and problems caused by network administrator’s mistakes by using
vulnerabilities in BGPv4 that are currently used. We analyzed the attack methods by performing the actual attack
experiment on the AS-PATH attack, which is the attack method for BGP's representative security vulnerability, and

proposed the algorithm to identify the AS-PATH attack.
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