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A Study on Hierarchical Structure and Blockchain—based Node Authentication
Mechanism in MANET

Hwanseok Yangs*

ABSTRACT

MANET has many security vulnerabilities because it consists of only mobile nodes using wireless. In particular, it is a
very important factor determining network performance that excludes the participation of malicious nodes through accurate
reliability measurements and authentication of nodes participating in the network. In this paper, we proposed a technique
applied with blockchain technology in order to prevent forgery of authentication information for nodes participating in the
network. And, an area-based hierarchical structure was applied to increase the efficiency of authentication for nodes and
apply the optimal technique of block generation and exchange protocol. In addition, four data payloads were added to the
block header in order to add authentication information for nodes in block. To improve the reliability by applying the
blockchain technique to the hop—by-hop data transfer method between mobile nodes, blockchain exchange protocol through
transaction creation, block packaging and verification processes were implemented. We performed the comparative
experiment with the existing methods to evaluate the performance of the proposed method and confirmed the excellent
performance by the experiment results.
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