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Design and Implementation of Preprocessing Part for Dynamic Code
Analysis

Hyuncheol Kim#*

ABSTRACT

Recently, due to the appearance of various types of malware, the existing static analysis expose
s many limitations. Static analysis means analyzing the structure of a code or program with sourc
e code or object code without actually executing the (malicious) code. On the other hand, dynamic
analysis in the field of information security generally refers to a form that directly executes and a
nalyzes (malware) code, and compares and examines and analyzes the state before and after execu
tion of (malware) code to grasp the execution flow of the program. However, dynamic analysis req
uired analyzing huge amounts of data and logs, and it was difficult to actually store all execution
flows. In this paper, we propose and implement a preprocessor architecture of a system that performs malware detection
and real-time multi-dynamic analysis based on 2nd generation PT in Windows environment (Windows 10 R5 and above).

Key words : Tracing, Processor Trace, Flow Reconstruction, Dynamic Code Analysis.
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