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Fair Private Block Encryption Protocol for Delegated Node of Public Blockchain

Seung Wook Jung®, HooKi, Lee™*

ABSTRACT

In current public blockchain, any node can see every blocks, so that public blockchain provider transparent property.
However, some application requires the confidential information to be stored in the block. Therefore, this paper proposes a
multi-layer blockchain that have the public block layer and the private block for confidential information. This paper
suggests the requirement for encryption of private block. Also, this paper shows the t-of-n threshold cryptosystem
without dealer who is trusted third party. Finally proposed scheme satisfies the requirements for encryption and fairness.

Key words : Blockchain, Private Block, Threshold Cryp‘wsystem

H4A(20199 109 309), AAZHL 20199 129 279) x sty Ale]H ek st}
2w ko1 2Tl A O}aLE )] 1
FE =ES DIoUE ?4‘:‘(46‘7]574£5NH)«] Aslez o ety AlolH ek el corresponding author)
AREA78H]710e] Y vl iy 94_.,Lo]

(No.2019-0-00411, EZFAI °] 7hQl 2d
S e 9 U B 42

1 ) bl



12 §HH=EA A9 A5= (2019. 12)

LA £

BEAe N7} gl AEvle] NS AFsTe
o} 443 szl ey BEAle 4L
B 29 BEe WAL S oG TAA, By
% ol B8e] s Fyae] gl

A ole AH W] BEANE wdeln 4
o EqsA e nE S8l EAt o2
5ol, &4 e) 1=l git hubl2]9h 22 A9 3
N ZeAEs w3 Z2Aest £ SEAQ
Tk A e Al aE BEGY WEs) 228 o)
Aok av] g vlEA) BEL ol B 5 glu®

o] g Jgto] tiek A& o7 glon E
A Agez g-AF(Multi-Layer) 2342
obgte w3k M 25 ghds] AT & gl wE

(i
o
°

[~
tlo
2

i
o

A PEE 2l
Threshold &3} 7] =
E3 JEY EEAAY v EE5S 9 d5s)

ke Aelsa.

o
>~
-
o
ol
-

m
ful
)
o3
=
ol
rir
r
e
fo 2

5 *
ol
il
i
__)ll_r"
re
i<y
oox

2
E AFRI 3%
W Fost QAS Al 48
S 7 dxxe=E 913 Threshold
EES AR vhAwe s 53elA 4

oy ol
s
frl

(A
o
=)
rir
.,

o ol
fol of 1o

2. 4 A7

Sharmir7} B3t #4H(secret sharing) 7]%[8]
< IR F $& A7Eo] YA vkt A
3} threshold cryotosystem¥}2] z}o] 7S v gk £
e Aol Baste] Frkek 7kl o]= gkt
A 717 EA=E ZolH threshold crytosystem-<
717F B4 54 & o] Aot
ATES the o R Y=k

Ab
il

5
T

1. 2314 (reliability or robust)

2. AT F e dealerfls Al=H®(no trust
dealer)

3. AFd W7 (proactive security)

4. WE2 %A (insiders’ anonymity)

5. &4

Z7)ME 3 7HY] AFE 4= Qe dealer’l Y&
threshold cryotosystems 78901 o] F o=
AFg 4 = dealer §1E threshold crytosys-
tem[10, 13, 14]15°] NEHAL 2T = Sd&
dealer® RIE S 2Ak87] Aol Hzxo) vdI7|E &
I glo] A 59& FE F vk oo £ ATA

23 S H=A] dealer
= A &gE o] &sjofF gt

dE 5 oolge) uug 245 4%

2 #4940l o

Hol7}A threshold crytosystemo] $1& 3|
of i Wgo AT} TAANE e

ul
b
)

dEsks 718 whe

o
=
TN E Al @al F714

[o w2 Lo
Mo o
jur] O
= %0

fr
=
=
B

PN
&S
o

jur)

= proactive threshold
schemel[15, 16, 17, 18]&°] A|<t= ATt DPoSHH
HE==7F F7HAY GEE e A8 9 ARZE A
Ao AT 4 gl A|2dHo A= HF=A] proac-
tive threshold scheme©] & ¥ ojof 3t}
Qo M= 77k Aoy B35t Tl sl
A 22U oA E i & ¢ Aok HE R R
o 22 AT UFEAER 7t Fosdlen BE
197 o] dasto] [19]e4] AFE o o]
of N2 FHA & wolE AF20]% AP
o

olm [21, 22] Tl E&4E Eole A+E I3t

A FEAQ Ropld FES BB /ol



w
)

Z-7AZ(Multi-Layer) E2H2l

w

12549 54 2 9 2ud3

[
I
Y
ro
o
=
fr
>
)
i)
-
20
r
P
(r
il
lo,
m
%

14
=2,
N
Jhu
e
=
oo
o
=
i
4
g2
rlr
o
ilh)
oX
K
ifhid
N
12

& AT Foh wF, BEAY ol gt
TEA E5 715E WEE & F de FEAS A
) Ea el

. T

HEY 599 FY dugEFS fEHoR
PoW (Proof of Work), PoS(Proof of Stack),
DPoS(Delegated Proof of Stack)e] 21tH3].

2 F1HQ PoWe Azolet= A4S Tt A
AE e E50 tEiA FeJE A Aok AT EE
< AAse Azolehe HAHS Be dY AR

$< 8oz 3 wyo

30
T

ol9] dietez A& 11l
g BEEAAY 72AE oA == Fol| FEHO
2 AFdle] AFH wert 8B5S AAsH 9k B
2 390E AT ==V AEd FEo] EoAY &
T FR1E 7Rl Tt ARAle] 7R s1919] THAIE ]
LT IS s 4 Aok AL AAR 3o
=545 Ae A

DPoS+= 974 ] &5 &2 Wit
S Wob ghes 2Nl o BES wEE o)
o FQ1 2fA7E ARrle] A4 PoSE a4 4L o
Fre=oA ¢1%Y(delegate)dte] HEEEEC] £52
RHE W olth DPoS+= PoSktt whem o 2 fi
o EdAAS AR o rh

2 mRAAE 7P Aol U Fe] gugsd
DPoS &A1& 7Hdstal =g 7leddth

32 % AS ESAUAY 2K

el At o =EolEx EZUES 91
T JE B4 uid 7Y ARE AFsrlole A
7} ek A EEAR] SEAH 20| wEhA] Uy
HY ARE A4 487 IS 5 Stk o & Eo,
git hub$} 28 A2 A Mu| 2o F7) =24

3L

2
o

TN EEE AR E5A9Y] 253 T
e =52 gEsts dto] EdSs fASES
sl 71N 258 At R =E5E T
M =55 Wsil & 5 9l Aotk vk At =
EE o] WS & 5 §loh AgelshAd o
B dashd vl 25& theal 5asste]
WS 2 F 9oy Ak e g Ues B 5
$laL, MBI/l S5 Soldls AR afdE 7
= gERE i WEs Baststel Bl &
Ae 83T & Aok

33 4% A% BAAY 33} LAY
| EZol& E59] body7/} ¥adtsa &
i EEAAY T3 dms)
body 9] &4]%ke] headere] Eo7}A |t} the-&
= A ESALY dwst Aol

Lo

D HSAY 423 7] el =58 At

=
|
b
[
)
aiy
o
)
o
fu
o2
fol
toly
[rt
N
N
=
i,
=y



o A £ 9= #3210 dealer§le] v
27hs s 5 9l Fﬁh’% = g% == 3
W7} dealer’t = i

3) B qErse HE 27d g ¥4 : o

HEeso] mEEzs & 5 flojof

4

~

ASE 43538 dugF A AES(Advanc ed
Encryption Standard)[6]4 % 2] AMEE+=
bde ¢l dugFs Fote] dEIIE
F-3)allof g,

=}
T
o

n
2
ol
=
=5
b
[
s
>
2
o
N
N
X
rlr
N
(o
N
N
)

o
on
e
l
fd
)

ol
2
12
lo,

N
e
o2,
o

il

of
on
>

i 52
P
o

©
o
=2
FY

of o o o Mo

" e A

o
r
)
G
@D
2.
5
12}
[sngl
@
2
ol
o
H
T
fu
N

o -
offt
o

% BEAY 4

o
=
AN

]/kr,ﬂ (SIS | 7;”3]] ];
o)A+ t-of-n Threashold Y%
719 7IEAE FREA T QR ELe
Qa3 g FALgolth

F o oft
N
=
fl

k)

1
ol wH rkropok o>

_,d
ol-J AR
oft %
ox, 1o

=

Iy
—
7
o
%)
o
3
=R
2
N
L
et
M
ol
I
fol
o
N
ok

Y 18 53} t-of-n threshold OPig}oﬂ 74k
S 3t k. AES-ElGamal 1F &3 3k= th2-3

o) A,

A7 (Set-UP)
G: & 2F q9 945 7HE Hgroup) = Zg*
H: GolA AES Key#ole] HELR siHsh= 3

o~
-

g : G2 A4 (generator)
AES-ENC : AES ¢33} &g
AES-DEC : AES 233} &g

HIN

7] 24 (Key Generation)
1. K =z ,G PK=g modq

R
t .
2. 9@ flz) = a2 & A9
i=0
o, G f(0) =

¢ 1 i n)

2 A5

3. :f(i)modq, VK, =
Poll7l 5,2 ekt #x

{lin}

4. ¢, PK, (i, VK;), , .5 37

¢+ % 3H(Encryption)

WAA] me S4EE E(m)S A= 34
1. TRG

2. E(m) = (g",AES—ENC (g,‘,‘)(m)) = (u,v)

B33} (Decryption)
sE (m) = (u,v) & Baslete 34
: t

)
g
Il
Q
ulm
}01v
2L
=2,
X,
=




off
offt
=

SRSt AA) ZREZS A

421 Z2EF 49

1% £33} t-of-n threshold Y53} 7]l 7]
= me WEx= p= (P, ,P)7}

S Esle] B33 3 4
A= /\]i?ﬂolﬂr Eo t- 17}X14 sANA v x=
F A 22glof ),

HEREES S el 44 g AR FHE

o i
2
ol
ol
&
—+
=
Lo,
é“.:
=5
b
ﬂ
_}L

A7 (Set-UP)

G 2 25 qf f5E 7= THgroup) = Zgx
H: Gell#] AES KeyZole] HIELR 3|43t &
: G2 A4 A} (generator)
AES ENC : AES ¢33} dugs
AES-DEC : AES 233} dug&

gl

gl

gt p7F e =5 A4 A diaes
P/F, oA HIEEE AE flo o] aFs A=
HIREE Aol SRk

flof migt Ao swA AN S, = Al
HRE 73 glon s &= 7IdAe] AlgEs oA
g AR Ags 2olA Pl AEd

HEgh Al dae @ f(z)s GRlA
f(z)= fl(z)+ +£,(2)7F THEo) R a1

=
=

g2 Z)dket v Az A
=13 vk (2) & Adshs 34

PK, =g mod¢Z A4

. ==z

9

iR
K& o& gxxeso dF

2. n-1719 PKE FA% dix:=E IAF

PK= PK2 A%t
i=1

3. P agal 17 gaky

fi(2) = ftfuzt 2T HE A
kiss
AN fo =29

4 P Fy=g¢” ( j t-D& Adstx
F;(1 t—1)%  AFdh oA

5. RE dEw=E=7) t-17e] F A g3
P s;=f()& P1<j<n)diA aad
Ade Bao AEaT

: k=1 N
6. P+= P77} 2yl sﬁ7]- mea Y= (F}l)z
1=0
Aoz o)

7. Pz 5WA SAlelA w2 BE 5,5 Tste] 1]

W 27 s, = )5, Aded
=1
37l =52 A %oﬁ*ﬂ v g ‘/]’To']

%‘iﬁ}(Encryption)

m WA BN EZ9 body b,9 4EF E,,)

m m

& AYsE B

2. PE 3M7 PK=g"% o]§sld thg1 Zo
s s}t
E(b,,) =
(9", AES—ENC' .\(b,,) = (u,v)

029 g B2 A7k B

= gExs prh 9o Badl dAE Bl
= T

ALEAE B33t g 4HA dAA B35t

He7l &5 Wes e



16 §arot=2x #1978 A55 (2019. 12)

£33} (Decryption)
(

g BE( ) = (u,0) 8 Bosshs 344
Lo 28 diesd u=g'8 A& 4%
=

5 P ok £AUZ (—149 wE wewr 4
Ao w s EFF] ¢ = o wE A
71N A= Hbi Lagrange A4

bE S\j

T S (1, ,nlls=¢t

422 22589 ¥94

D HsHA 453 7]
£ Ees vl Bolw BEsg 5 gk
wela] BE2S A g po
Follsom 22kl 4
& glo} vng st 7

N
i)
lo
d
BN
_?{_I‘
i)

2) HE=EEY T A=A - Hga o AN
HAo M ol hEEE HEZt 25 LA B
gt w3k o giExs=vt 7P A e Hd

A ol dEREE G fEmsun 59
M3 A el BEE AHge BEd,

3) & dE==Y HE xZd g F
321004 A2NE ZR2EFA = oju 1
ke gE xEo  E dx E3

4) A5E ¢33 dagF AHE ¢ AES(Advanc ed
Encryption Standard)E E3ste] <8335
Sy gict,

423 Z2EZY A5

1) vd =7 EujA] F HA[R Byte &

Security Parameter= PK9] Zo] [o]gtx s}A}.
tpaale] kel v gk AAdA 1A GAYA n
9] 1 byte WAIAZF LA 3HA DA o)A
(t-D*n7he] IbyteH A A7} WG} wpA o2 5
HA A A n7fe] HAIA 7} BT e B
27 FHjA] F AR = A DI o]l 238 ¢ 9l

(n+(k—1)xn+n)xl=(k—1) x0nxl)
1

2) 23534 HA|A Byte

B35 3lrol= 19494 n7lel [ byte WAAZF
wAsie), 2ekAlol A nlel | byte HIAIAIZE WASE
o} wEha] 2 2)8) o] F WAIA] byte & HERY

T Atk

(n+n)x1l= 0nx1) 2)
52 &

2 =wodAe 34 ESF ) EES A&
Flof k= BEAQLS fd ds-AF EEAAES A
ot the-AF EEARIAAE vF EES
gz slsto] Agset olwf, 53] 7ty &EIF U
312 ¢+ DPoS E5A91S 9 v/ 45 &5
< g dost oA EE ARt old Fash
AL Aozt 2749 Heep] Hoe AE8E gl
Zh w2k g4 9 Foss Ay & =
& 7]¥9 Hash-ElGamal 7|9 Ll PRl

o
AES-ElGamal 7]|8<& o]&sle] o« B33lslglo
w270 e 54 dEesrb 239
Zrolub 2 gEnso] mw zz7ke oA 3}
Dealer$l+= t-of-n Threshold ¢%.3} 7
gtk vhAuhoz A%k 71l 394

33

o o
o



& Heidelberg, 1996.
[11] Frankel, Yair, Peter Gemmell, and Moti
Yung. "Witness-based cryptographic pro—

2k 1

M

[1] Yaga, Dylan, et al. "Blockchain technology i )
gram checking and robust function

sharing.” STOC. Vol. 96. No. 47. 1996.

[12] Gennaro, Rosario, et al. "Robust and effi-

overview.” arXiv preprint arXiv:1906.11078
(2019).

[2] github, www.github.com

[3] Zheng, Zibin, et al. "An overview of block-
chain technology: Architecture, consensus,
and future trends.” 2017 IEEE International
Congress on Big Data (BigData Congress).

cient sharing of RSA functions.” Annual
International Cryptology Conference.
Springer, Berlin, Heidelberg, 1996.

[13] Pedersen, Torben Pryds. "A threshold cryp-
tosystem  without a trusted party.”

IEEE, 2017 Worksh the Th d Application of
orkshop on the Theory an ication o
[4] Hong, Jeongdae, et al. "Fair threshold de- P i v ) PP )
. . . . of Cryptographic Techniques. Springer,
cryption with semi-trusted third ) )
o . Berlin, Heidelberg, 1991.
parties.” Australasian Conference on

[14] Boneh, Dan, and Matthew Franklin. "Efficient

Information Security and Privacy. Springer, )
generation of shared RSA keys.” Annual

Berlin, Heidelberg, 2009.
[5] Pedersen, Torben Pryds. "A threshold cryp-
tosystem without a trusted party.” Workshop

International Cryptology Conference. Springer,
Berlin, Heidelberg, 1997.

[15] Ostrovsky, Rafail, and Moti Yung. "How to
withstand mobile virus attacks.” PODC. Vol.
91. 1991.

[16] Herzberg, Amir, et al. "Proactive secret shar-

ing or: How to cope with perpetual

on the Theory and Application of of
Cryptographic Techniques. Springer, Berlin,
Heidelberg, 1991.
[6] Daemen, Joan, and Vincent Rijmen. The de-
sign of Rijndael: AES-the advanced en-— )
. . . leakage.” Annual International Cryptology
cryption standard. Springer Science &
Business Media, 2013.

[7] ElGamal, Taher. "A public key cryptosystem

Conference. Springer, Berlin, Heidelberg,
1995.
[17] Desmedt, Yvo, and Sushil Jajodia. Redistrib ut-

and a signature scheme based on discrete ]
ing secret shares to new access structures

logarithms.” IEEE  transactions on  in-
formation theory 31.4 (1985): 469-472.
[8] Shamir, Adi. "How to share a secret.” Comm
unications of the ACM 22.11 (1979): 612-613.
[9] Reiter, Michael K., and Kenneth P. Birman.

"How to securely replicate services.” ACM

and its applications. Vol. 148. Technical
Report ISSE TR-97-01, George Mason
University, 1997.

[18] Frankel, Yair, et al. "Optimal-resilience pro-
active public-key cryptosystems.” Proceedings
38th Annual Symposium on Foundations of
Computer Science. IEEE, 1997.

[19] C. Gehrmann and Y. Desmedt, Truly Anonym
ous secret sharing. Manuscript.

[20] Li, Chuan-Ming, Tzonelih Hwang, and Narn

-Yih Lee. "Threshold-multisignature schemes

Transactions on Programming Languages
and  Systems  (TOPLAS) 163  (1994):
986-1009.

[10] Gennaro, Rosario, et al. "Robust threshold
DSS signatures.” International Conference
on the Theory and Applications of

. . . . where suspected forgery implies traceabilit;
Cryptographic Techniques. Springer, Berlin, P gery mp Y



[21]

[22]

FFEAI=EA A19E Al5E (2019. 12)

of adversarial shareholders.” Workshop on
the Theory and Application of of
Cryptographic Techniques. Springer, Berlin,
Heidelberg, 1994.

Desmedt, Yvo, Giovanni Di Crescenzo, and
Mike Burmester. "Multiplicative non-abelian
sharing schemes and their application to
threshold cryptography.” International Conference
on the Theory and Application of
Cryptology. Springer, Berlin, Heidelberg,
1994.

Alon, Noga, Zvi Galil, and Moti Yung.
"Efficient dynamic-resharing “verifiable se-
cret sharing” against mobhile

adversary.” European Symposium on

Algorithms. Springer, Berlin, Heidelberg,
1995.

(M XEAM)

A % 2 (Seung Wook Jung)
20051 12€ : University of Siegen,
A 1Al

AAl At Abo]H Bk gk}
g

; ‘ HESA Bt Uz =

email :swjung@konyang.ac.kr

o] % 7] (HooKi Lee)
2018 2¢ FAdgw dukdigd
TR A8 Fahukal

. A A Tkl e

ot

Ll

o =
B—B‘

A HEoF : Cyber Security, Digital

\\ #
‘\\ » /. Forensic, Data Science &
-y email : hk0038@konyang.ac.kr



