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The Design of Authentication Model based on Symmetric Key Encryption
for Improving Network Availability in Cloud Environment
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ABSTRACT

Network-based sharing of information has evolved into a cloud service environment today, increasing its number
of users rapidly, but has become a major target for network—based illegal attackers.. In addition, IP spoofing among
attackers’ various attack techniques generally involves resource exhaustion attacks. Therefore, fast detection and
response techniques are required. The existing detection method for IP spoofing attack performs the final
authentication process according to the analysis and matching of traceback information of the client who attempted
the connection request. However, the simple comparison method of traceback information may require excessive OTP
due to frequent false positives in an environment requiring service transparency. In this paper, symmetric key
cryptography based on traceback information is used as mutual authentication information to improve this problem.
That is, after generating a traceback-based encryption key, mutual authentication is possible by performing a normal
decryption process. In addition, this process could improve the overhead caused by false positives.
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