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Abstract As the IoT environment becomes more popular, the safety of the M2M environment, which
establishes the communication environment between objects and objects without human intervention,
becomes important. Due to the nature of the wireless communication environment, there is a possibility
of exposure to security threats in various aspects such as data exposure, falsification, tampering,
deletion and privacy, and secure communication security technology is considered as an important
requirement. In this paper, we propose a new method for group key generation and exchange using trap
hash collision hash in existing 'M2M communication environment' using hash collision, And a
mechanism for confirming the authentication of the device and the gateway after the group key is
generated. The proposed method has attack resistance such as spoofing attack, meson attack, and
retransmission attack in the group communication section by using the specificity of the collision

message and collision hash, and is a technique for proving safety against vulnerability of hash collision.
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Table 1. Trapdoor Collision Hash Security Requirement
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