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Ransomware Threat Countermeasures for the Defense Information
System: In terms of Information Security Risk Management

Jincheol Yoo*, Sangwoo Moon®*, Jong-hwa Kim™**

ABSTRACT

Damage caused by ransomware has continued to increase since last year, but cyber operations are managed without any
separate classification of ransomware types in the military’s guidelines for carrying out cyber operations. However, unlike
other malware, ransomware is a threat that could paralyze all defense operations in one moment, and the military should
reevaluate ransomware and take countermeasures. Accordingly, this paper aims to analyze the assets, vulnerabilities, and
threats related to defense information service based on information security risk management, and propose alternatives to

ensure continuity of defense work from ransomware threats.
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