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Analysis of Variants of the Even—Mansour scheme
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There have been many papers on minimalism of cryptography. Secure minimal block cipher is one of these topics and
Even and Mansour suggested a simple block cipher. The Even-Mansour scheme is a block cipher with one permutation
and two whitening keys. Studying related to the Even-Mansour scheme gives great insight into the security and design
of block cipher. There have been suggested many trials to analyze the security of the Even-Mansour scheme and variants
of the Even-Mansour scheme. We present a new variant of the Even-Mansour scheme and introduce a variant of the
Even-Mansour scheme. We focus on the security of these variants of the Even-Mansour scheme and present variation of
the security according to key size. We prove the security of a variant of the Even-Mansour scheme and show that a
generalized Even—-Mansour scheme is not proper for a minimal block cipher.
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1. Introduction

There have been many topics related to
minimal concept in cryptography. For example,
these are cryptographic assumptions, Kkey
sizes, scheme structures [16]. Even and
Mansour proposed a block cipher having one
permutation and two whitening keys [12, 13].
This scheme shows that we can make a block
cipher with very simple structure. Of course,
we should consider how to make the
permutation. There have been presented
papers about analyzing the security of the
Even-Mansour scheme [7, 4, 10]. The scheme
came into the limelight as the minimality of
block ciphers was important. Some variants of
the Even-Mansour scheme and security
analysis on those schemes were lately
proposed [1, 3, 5, 6, 8, 9, 11, 14, 15]. These are
about the security analysis as numbers of
permutation and key size increase.

Though there have been suggested many
studies on the security according to the
increase of permutation number and key size,
studies on the security with respect to key
size only are not presented enough. We only
focus on the security of variants of the
Even-Mansour scheme according to the
increase of key size. We show that a variant
of the Even-Mansour scheme with four keys
we present has the same increase ratio of the
Even-Mansour scheme in the security as the
variant scheme increases from the
Even-Mansour scheme in the Kkey size.
Biryukov et al. introduced a variant of the
Even-Mansour scheme called a generalized
Even-Mansour scheme [2]. According to
Biryukov et al.,, we know that the generalized
Even-Mansour scheme gets huge increase of

key size according to small increase of attack

complexity.

2. Main Result

Let F be a permutation on {0,1}". The
Even-Mansour scheme FEM:{0,1}"—{0,1}" is
given as follows [12, 13]:

EM[, (P)=F(P®k,)®k, 1)

where k;,k, are keys chosen at random from
{0,1}", P is a plaintext from {0,1}" and @
denotes exclusive OR operation. In short, we
write Equation (1) as E(P) :E]ka y, (P) =
F(P®k,)®k,. Even and Mansour showed that

to attack the Even-Mansour scheme needs
n

0(25 ) plaintext/ciphertext  pairs  from
Definition 2.1 and Theorem 2.1.

Definition 2.1 ([13]) The existential forgery
problem is to find a new pair (P,C) such that
E(P)=C; ie. a pair which does not consist
of a query and an answer, as previously

supplied by either the E -oracle or the E !

—oracle.

Let s and ¢t be the number of E/E™!

queries and the number of F/F~! queries,

respectively.

Theorem 2.1 ([13]) The probability of an
algorithm A to solve the existential forgery

problem, when F and K= (k.k,) are chosen

randomly and uniformly, is bounded by
o(_t)
2"

2.1 A variant of the Even-Mansour scheme



We introduce a variant of the Even—-Mansour

scheme and examine the number of
plaintext/ciphertext pairs needed to attack the
scheme. A variant of the Even-Mansour scheme
VEM:{0,1}"—{0,1}" we present is given as
follows:

VEM] . . 1 (P) = ks F(k, PDky) Bk, (2)
where kj,kyksk, are keys chosen at random

from {0,1}", P is a plaintext from {0,1}" and
@ denotes exclusive OR operation.

The above scheme consists of one
permutation and four keys. We get the number
of plaintext/ciphertext pairs to attack the variant
of the Even-Mansour scheme using similar

method of Theorem 2.1’s proof.

Theorem 2.2 The probability of an algorithm
A to solve the existential forgery problem on
the variant of the Even-Mansour scheme in the
Equation (2), when F and K= (k;,kykyk,) are

chosen randomly and uniformly, is bounded by

0(257’5)
Proof Define two sets § and T such that
5={(P,C), (P,C)li=1,2,+,s}

and
T={(X, ¥)), (X, V)i =1,2,-.t}

where  E(P)=C,E(P)=C,F(X,)=Y, and

F(X,)=Y,. We say that subkeys (kk,) are
bad with respect to sets S and 7 if there exist
i,j such that kFP,®k, =X, and klé@l@:)?j.
Otherwise, (k,k,) is good with respect to S
and 7. Similarly, we say that subkeys (ksk,)
are bad with respect to sets S and 7 if there
exist 4,5 such that kY,®k=C; and
kY, Dk, = 57 and (ks;,k,) is good with respect
to sets S and 7 otherwise. The Kkey
K= (ky,kyky,k,) is good with respect to . and
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T if (ky,ky) and (ky,k,) are good. A pair (K F)
is consistent with respect to .5 and 7" if for any
par (P,C), (P,C) in S we have

(
& :k?)F(kl})i@kQ)@km i ksF(]ﬁﬁi,@kQ)@lﬁ

X, Y,), ()?,)71) in 7, we have

i

and for any pair (
F(X) =Y, F(X)=Y,.

First of all, we show that for all 5,7, the
probability

Pri JJK=K|(KF) is consistent with .S, 7]

is the same for any good key kE{0,1}*" with
respect to S,7. It is enough to show that
p = Pry (K F) is consistent with S, 7'|K= k]

is the same for any good key k<{0,1}*" with
respect to S, 7. Given a good Kkey
k= (k,kyky.k,), we can transform (P,C;),
(P,C) in S to (kP®kyks' COk'k,),
(klﬁi@k?,k;la@k;lm), respectively and get a
new set U of set S. Since the key k is good,
S N U= @. Therefore the probability p is the
probability that /' has s+t distinct input/output
pairs and hence does not depend on k.

The second step shows that the probability of
an algorithm A to solve the existential forgery
problem on the variant of the Even—-Mansour
scheme is bounded above. We show this using

two probabilities. These are the probability p,
that a query will cause a good key to become a
bad key and the probability p,; that the
algorithm A can generate a new consistent pair
(P,C) given the key is still a good key. Since
the number of bad keys about (k.k,) and the
number of bad keys about (ks k,) are both at
most st, the number of good keys is at least
2'" — 252’ Thus the probability p, is bounded
by

2512 ( st )
24n_28t22n 22n .
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Since both F(k,P,Pk,) and F(k,P,®k,) can
be possible for 2" —s—t values, the probability

py is

1 . st
(2”*8*23)2_ 2271 :
Therefore the probability of the algorithm A
to solve the existential forgery problem is

bounded by 0(28—21;) . ]

We get the result that the security of this

variant of the Even—-Mansour scheme increases

to O(2") from O(2?) of the Even-Mansour
scheme as the key size increases to 2" from
22" For n =128, key size of the Even-Mansour
scheme is 256 bit in contrast to the variant of
the Even-Mansour scheme’s key size 512 bit
and the security of the Even-Mansour scheme
is 2 in contrast to the variant of the
Even-Mansour scheme'’s security 2'%. The
security and key size of the former scheme is

simultaneously the square of those of the latter.

<Table 1> Key size and security of the
Even-Mansour scheme and the variant of the
Even-Mansour scheme(ZM: the Even-Mansour
scheme, VEM: the variant of the Even-Mansour

scheme)

Key size Security

Plaintext/
ciphertext size | mas | vEM | EM | VEM

128 bit(n =128) | 256 bit | 512bit | 25 | 2!

192 bit(n =192) | 384 bit | 768 bit | 2% | 2%

256 bit(n = 256) | 512 bit [1024 bit| 228 | 926

2.2 The generalized Even-Mansour scheme

The generalized Even-Mansour scheme

GEM:{0,1}"—{0,1}" is given as follows [2]:
GEM} 4 4 1, (P) = A, F(A,P®k) Dk, (3)

where A;, A, are keys chosen at random from

{0,1}"—{0,1}" linear transformations and
others are like Equation (1).

Biryukov et al. showed that they can get the
key of the generalized Even-Mansour scheme
with  O(n*2*")
equivalence [2]. Though the key size of the

complexity  using  affine

generalized Even-Mansour scheme increases to

22 from 22" of the Even-Mansour scheme,

the complexity of this generalized scheme

increases  to  O(n%2*) from O(2?%). The
complexity of the generalized Even-Mansour
scheme is roughly the fourth power of that of
the Even—-Mansour scheme as the key size of
the former is roughly the n-th power of that of
the latter scheme. For n =128, the security of
the generalized Even-Mansour scheme is 2% in
contrast to the scheme'’s expectation security
28256 The generalized Even-Mansour scheme is
very inefficient from the above. The security of
the generalized Even-Mansour scheme is not

proved yet.

<Table 2> Key size and security of the
Even-Mansour scheme and the generalized
Even-Mansour scheme(FZM: the Even-Mansour
scheme, GEM: the generalized Even—-Mansour

scheme)



Key size Security

Plaintext/
ciphertext size | gas GEM || EM| GEM

128 bit(n = 128) | 256 bit | 33024 bit | 264 | 2277

192 bit(n =192) | 384 bit | 74112 bit | 2% | 24067

256 bit(n = 256) | 512 bit | 131584 bit|| 2128 | 253

3. Conclusion

Even and Mansour suggested a mimimal block
cipher and many studies on this scheme have been
presented. We analyzed the security of variants
of the Even-Mansour scheme. The variant of
the Even-Mansour scheme with four keys has

2128

the security from the Even-Mansour

scheme’s security 2% as the key size of the
former is 512 bit from the latter's key size
256 bit. When we design a block cipher, the
generalized Even-Mansour scheme 1is not
appropriate  compared with the original
Even-Mansour scheme. This is because the
key size has increased significantly from 256
bit to 33024 bhit for n=128. It would be
interesting to attack the variant of the
Even-Mansour scheme with four keys and to
analyze the security of the generalized

Even-Mansour scheme.
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