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Proposal of New Data Processing Function to Improve the
Security of Self-driving Cars' Systems
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Abstract With the development of the intelligent Internet of Things AloT that goes beyond the IoT of
the Internet of Things, the industry is changing overall. In addition, with the advent of the 4th Industrial
Revolution, revolutionary changes and developments are also taking place in the automobile industry. A
representative example is “autonomous driving vehicle”. Because the domestic and foreign interests in
autonomous vehicles have increased, many developments have been made, and although limited, they
have developed into the commercialization stage. However, the structure of the autonomous vehicle that
collects, analyzes, and controls data using various sensors installed in the vehicle, not the driver, is often
insufficiently exposed to hacking due to the lack of multiplexed devices for security. In this case, as this
can be a threat not only to the driver, but also to the surrounding environment, this paper proposes a

new data processing function to improve the system security of autonomous vehicles.
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Fig. 1. Automation level of self-driving cars
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Fig. 2. Tesla car hacked during autonomous driving
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Fig. 3. Intrusion Detection System Technology
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Table 1. Rule Option Code

H 3.2 AHAPE AT rule SHCE 9F9] v
FAA Aol digt WA A ruled S HERAY. 1

// IPSE #8317

function loadrule() {

return new Promise(function(resolve, reject) {
var data = [;

// HEE) BE 23] BE

var sqlite = require('sqlite3");

var db = new
sqlite.Database('/home/rule.db’);
var query =

"select
sid,action,proto,direction,src_ip,src_port,dst_ip,dst_port,options
from rule";

db.serialize(function() {
db.all(query, function(err, rows) {
if (err) {

reject(err’);

}

if (rows.length > 0) {
var cnt = 0;
rows.forBach((row) =) {
data.push(row);

cnt++;

if (cnt == rows.length) {
resolve(data);

}
b:
}else {
resolve(data);
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Table 3. Packet blocking rule option

#alert http $EXTERNAL_NET any -) $HOME_NET any (msg:"%]
R UEAS HE A4
content:" 9ol H&ohe H&ES ADSIAFU"; sid: 1 revily)

$EXTERNAL_NET (- 9% any (- BE &%

$HOME_NET <- W57} 52X]Q] any BE F2%] //<jRoA YWEZ

sk ®E ipAd

17V &
drop http any 881228 -) $HOME_NET any (msg:"Accel Block";
flow:established,to_client: content:"flag";

pere:"/*\"flag\":[1]\"time\":[1-91{1,}[0-9]/";  sid:0001;  rev:1;
classtype:automotive;)

H 2. Rule 88 3& 3L
Table 2. Rule Option Call Code

source=sys.argv[1]
f = open(source, 't')
lines = f.readlines()
sid=0
for line in lines:
if len(line) ) O:
idx = line.find(" ")
if (line[0] != "#") & (idx > 0):
# action proto src_ip src_port direction,
dst_ip, dst_port
dst_ip=line[0:idx].strip()
idx2 = dst_ip.find(":")
if(idx2 < 0):
sid=sid+1
action=2
direction=1
src_ip="any"
src_port="any"
dst_port="any"
proto="ip"
service=""
udate=rdate
position=1
try:
cur_rule.execute(sql_fw,
(sid,action,yn_used,direction,src_ip,src_port,dst_ip,dst_port,prot
o,service,rdate,udate,position))
except Exception as ex:
print(‘Error : ', ex, line)
f.close()
conn_rule.commit()
conn_rule.close()

JAEILE]
drop http any 881228 -) $HOME_NET any (msg:"Break Block";
flow:established,to_client; content:"flag";

pere:"/*\"flag\":[2],\"time\":[1-9]{1,}[0-9]/";  sid:0001; rev:1;
Classtypeiautomotivei)
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Fig. 4. Rule applied to Suricata
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