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(H 4) Predictability of Evaluation Model

Model AUC F1 Precision Recall
Random Forest 0.913 0.864 0.864 0.864
Neural Network 0.863 0.774 0.774 0.774
Logistic Regression 0.799 0.731 0.736 0.732
SVM(Support Vector Machine) 0.768 0.660 0.648 0.660
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(H 5) 0= ZFEH ROC Curve

Random Forest (AUC: 0.913)

Neural Network (AUC: 0.863)

Logistic Regression (AUC: 0.799)

SVM (AUC: 0.768)
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( Abstract )

A Study on Detecting Fake Reviews Using Machine
Learning: Focusing on User Behavior Analysis

Min Cheol Lee*, Hyun Shik Yoon™

The social consciousness on fake reviews has triggered researchers to suggest ways to cope with them by analyzing
contents of fake reviews or finding ways to discover them by means of structural characteristics of them. This research tried
to collect data from blog posts in Naver and detect habitual patterns users use unconsciously by variables extracted from
blogs and blog posts by a machine learning model and wanted to use the technique in predicting fake reviews. Data analysis
showed that there was a very high relationship between the number of all the posts registered in the blog of the writer of
the related writing and the date when it was registered. And, it was found that, as model to detect advertising reviews,
Random Forest is the most suitable. If a review is predicted to be an advertising one by the model suggested in this
research, it is very likely that it is fake review, and that it violates the guidelines on investigation into markings and
advertising regarding recommendation and guarantee in the Law of Marking and Advertising. The fact that, instead of using
analysis of morphemes in contents of writings, this research adopts behavior analysis of the writer, and, based on such an
approach, collects characteristic data of blogs and blog posts not by manual works, but by automated system, and discerns
whether a certain writing is advertising or not is expected to have positive effects on improving efficiency and effectiveness

in detecting fake reviews.

Key Words: Fake Reviews, Online Word—of—Mouth, User Behavior Analysis, Machine Learning, Web Crawling
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