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Quantum Key Distribution System integrated with [PSec

Eunjoo Lee®, Ilkwon Sohn*, Kyuseok Shim*, Wonhyuk Lee**

ABSTRACT

Most of the internet security protocols rely on classical algorithms based on the mathematical complexity of the
integer factorization problem, which becomes vulnerable to a quantum computer. Recent progresses of quantum computing
technologies have highlighted the need for applying quantum key distribution (QKD) on existing network protocols. We
report the development and integration of a plug & play QKD device with a commercial [PSec device by replacing the
session keys used in [PSec protocol with the quantum ones. We expect that this work paves the way for enhancing

security of the star—type networks by implementing QKD with the end-to—end IP communication.
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