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A Study on Operational Element Identification and Integrated Time Series Analysis
for Cyber Battlefield Recognition

Son-yong Kim", Koo-hyung Kwon", Hyun-jin Lee", Jang-hyuk Kauh™, Haeng-rok Oh™"

ABSTRACT

Since cyber operations are performed in a virtual cyber battlefield, the measurement indicators that can evaluate and
visualize the current state of the cyber environment in a consistent form are required for the commander to effectively
support the decision-making of cyber operations. In this paper, we propose a method to define various evaluation indicators
that can be collected on the cyber battlefield, normalized them, and evaluate the cyber status in a consistent form. The
proposed cyber hattlefield status element consists of cyber asset-related indicators, target network-related indicators, and
cyber threat-related indicators. Each indicator has 6 sub-indicators and can be used by assigning weights according to the
commander’s interests. The overall status of the cyber battlefield can be easily recognized because the measured indicators
are visualized in time series on a single screen. Therefore, the proposed method can be used for the situational awareness

required to effectively conduct cyber warfare.
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