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Blockchain (A-PBFT) Based Authentication Method for Secure
Lora Network

Sang-Geun Kim’
Professor, Dept. of Computer Engineering, SungKyul University
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Abstract Lora, a non-band network technology of the long-distance wireless standard LPWAN standard,
uses ABP and OTTA methods and AES-128-based encryption algorithm (shared key) for internal terminal
authentication and integrity verification. Lora’s recent firmware tampering vulnerability and shared-key
encryption algorithm structure make it difficult to defend against MITM attacks. In this study, the consensus
algorithm(PBFT) is applied to the Lora network to enhance safety. It performs authentication and PBFT
block chain creation by searching for node groups using the GPS module. As a result of the performance
analysis, we established a new Lora trust network and proved that the latency of the consensus algorithm
was improved. This study is a 4th industry convergence study and is intended to help improve the security
technology of Lora devices in the future.

Key Words : Lora, loT(Internet of Things), Authentication, Consensus Algorithm, Block-Chain
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T34} Lora A8 SX1276 HES &85l AF U
EQFE F5010, Z2EF YRolE GPS 7|§teg
S2&ohs 9 A-PBFT 9] ¢85S 283k £
=59 8L tha3 2t 2% B AFollA Lora 7]
< @Y AT Hlw £4, 382 A-PBFT ?] ¥
&, 482 b 4 AeiA, 5 220 R upiith

o 21—

2.1 Lora E& 7|z 2 oigt 24

712 WiFi, Bluetooth 5 A7 &4l 7]
H&E(Throughput)& AlFSHAT, A Ak
Ango] Bjwd wol 79l = & YEYZ 5 AH
YEYF Hgslchk 2eHlora), AIZEA(SIGFOX)
52 A4 AT B4l BZE(LPWAN)|tt. [oT ¥4
oA th5EA4lo] 7hsstal, H] tY B4 H o & FAIAL
o] HEYIE F5& 4= AtH6,7]. Fig. 1< Lora Y
EQIF9] {25 YERATHS].
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Fig. 1. Lora Network architecture

th9] Lora 2&, ACIESC|(LoraWan), AIHE -
AE= YEYD FXol|th. Lora E318 H430] A
TH3M= Semtech®] SX-127(x) A& 7]&0.2 1~3
Km oK (Ff 10 Km) F4lo] 7hsstitt. 1=vh A 4
50| AlgHdo]7] wjizol 7oy e ¥4 AL 5
AlA dlole 22 BUE | A3tott9]. = B4l
34t SKT(Lora), LGU+2+ KT(NB-IoT)= AFERIEY
ABIAE o] A-8F-E F50] &EH AHioltt. Table
12 =) Al AR A AFE YEbdTh 541 347 Hla
A A 7H0) [oT A& Aokl AT ot
22 54T 817 ok, BE SRE/E 74 A
S SlZsdloF & EA7} Holqltt.

Table 1. Lora service case

Public/Business Service Name
Korea Expressway

Corporation

Smart street light, slope warning system

Wearable devices for the elderly and children living
alone, Dementia patient management service
Lora-based self-network construction

Osan, Gyeonggi—do

Guro-gu, Seoul

SKcarrental Vehicle operation management service
CoXlab Inc loT platform iotown

Korea Water Rgsources Smart water supply operation management
Corporation
PLNetworks Food safety monitoring system

Fig. 2% Lora YIEY 39 AlA 7] w842 LERd
H10].

End devices Gateways Network Applications
server

Application

Application

Application

Fig. 2. Lora network security(session)
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== FARIARE o] dfgo] ofFrii ¥zl o]
(MITM, Replay, Join) 34 5ol i3t & T2 EZE
e & gsict.
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Table 2. Lora related work comparison

Name

Description

Generating a shared key using a partial key set

Kim, H. G.

Hash function, XOR

Suitable for low-power loT devices

Limitations of offline key distribution

Key duplication authentication

AES-128

Kim, J. H

Entry and D2D supplementation

NG FOVE TN BN S FOVE NN BN

Difficulty in defending against devices and MITM
attacks

Obfuscated with Fent header encryption

Random function, XOR

Lee, J. H.

Header plaintext encryption

NG FOVH TN

Difficulty in defending against devices and MITM
attacks

Blockchain-based smart grid

Jeon, S. H,

Hyperledger Fabric

Kim, S. K.

De-neutralization controllable

Inappropriate consensus algorithm

RFF, Physical layer authentication

RFF feature extraction/validation

Yu Jiang

Relying on Lora Gateway Nodes

High impact on SNR(accuracy)

RSSI-based device authentication

RSS! local location

Sascha Kaven
atel

Suitable for low-power loT devices

NG FOVE TN NS N FOVH NCH Y N [V ENCR SN

Difficulty in defending against devices and MITM
attacks

Multiple authentication

SM Danish at

Ethreum(PoS)

el

Complementing Lora signup

High performance/high power requirements

Machine learning-based attack detection

Jung, T. H.

DBSSCAN

Suitable for low-power loT devices

Difficulty in learning attack patterns

Lora key distribution technique

ECDH

R Sanchez

No protocol modification required

B o= lwN]| =AW

Difficulty in defending against devices and MITM
attacks

Update server network security

L SB(self-developed)

A Anastasiou

Applicable by firmware update

Inappropriate consensus algorithm

RSSI-based key generation algorithm

RSSI Dual Channel

Jiayao Gao

Suitable for low-power loT devices

» w2 s w|N]| =

Difficulty in defending against devices and MITM
attacks

Security key management

V Ribeiro

Hyperledger Fabric

Decentralized key management

Inappropriate consensus algorithm

Generate secure session key

PKC, ECC

Kun-Lin Tsai

Leverage lightweight encryption

NG OV TN N NS FOVH FNCY BN

High cost to build/develop PKI
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‘:POJ'_‘_’J 1= E E2 el

[e]
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2 AR B4E 95 A++= Yu Jiang®] RSSI 715t
%1%, Jiayao Gao9] 7] A4 A7k QItH17,18]. A4
& JAF LI EL Kim, H. G.9 7] 0|53}, Lee, J. H.
9] Fent 88 Y=3} Kun-Lin Tsai® ECC 7]8F 7] A3
4 A7 ATH13,14,23] A, A5 9 72 A3kE
st Bk ¥ Atolt}, EA O Z Jeon, S. H Kim,
S. K.9] AUtE J2|E9} V Ribeiro?] B 7] #ef &
7} AeH16,221.

A 24 23t A A A2 diEE MITM &

3}0171' of# i, F WA AF=2 Lora Tl A4
SHA] 92 garElE gio] ZAR YEETh £ 7 &
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4
I, 24 27K FFE &7
Eizs

k1l 401'11 =,}E]-% AL AA Lora 1}7\101]/\1 ks
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Fig. 3:& Aok LﬂE%JzL T2E Uepdch. ASE

Lora WES 3 AA|ot1, BAIEES EAsof gitt.

712 Het Q15 WAl ARSSIATE BE LEE 55t
YEQZE 753t

+ PBFTZ <lgf| 415

Fig. 3. Proposed network structure
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® EEAQ : Private, A-PBFT(Simple Mode)
® HOo: AES-128 CMAC, OTTA, GPS 7]4t 91%

2EAFe) daelE)e) EA4L bt g,
D B4 1 27 A 13171 PBFT)

T

EEA A ol F, Al FE
EE4% : 7|2 (Normal)/AI9KSimple)

SHRE : GPS 7|4t A2] ARKLE T4
B257] : 70~100byte(10~20 EA2A)

@60
mrim
I~>J

3.2 A-PBFT T 32 2t

Fig. 4= A-PBFT Z2EZ A 343 Yehdich

Client N Gatowsy Servey
| (DJoin ReepuestD)
(ERCy > T) PBFT Gansration
(i ey - AES128_CIMAC
- @loin AcepaiD, GPSF
Sassion AssockhtioniOTIAY Wub]}dm
‘@Bdmﬁm
Eiroad CasfingBlodd - Normal
{if{updaisich M} PEFT
cation
Q Chradceri
GFS Davad Authenticatian {3 MSession end) Ky Undetefend

Fig. 4. A-PBFT protocol progress(flow)
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@ AA A T8 (AES) A5, Hot A
QR A AV A BAHE Lora B2 2
9] OTTA 5 ARSI}

@;Goq al— ;(c]-x *“ﬁx}(ID)Q]- GPS z%_u;_ tg-jﬁ].
sto] Ak, 2o BEAC RE AT
ojuf A= HA| Lora FA 9] YA HH Ho[EZ
A%/ AR

® Hlole] 3k : A 2% B2 A Broad-
casting)oto] AFA &H| HxHPre-Prepare)s Al
Aksit

® AT Ao E2AIRl0] A ASEHE g=
(Commit) BA= A 343ict,

HhAsle 7341
gL, GPS 7|8t ZA] Q15 ¢° sto] 241
o

A ER: A% B8 B4 o2, A4 e 5 4
gho] et A4S F=oto] AL AAT

3.3 A-PBFT L SXa1y

Fig. 5& A-PBFTY] Ui B2 34(718)S vepd
t}. (7]1& A @ 7]& PBFT, AA @ At A-PBFT)

PEFT Staat
ADD New Block ]ﬂ
(Mormal Mods) \ i

Leader election

| I— |

Block pmposiliun}

I k.
i Block proposition

i{‘SampchF}é ;GPSBasedm:r-
e PRt pee-prepare propare , ol respense
n
P{Primary) //
(1)
N(Z)
NG *—

Fig. 5. A-PBFT protocol progress(normal mode)

%71 18] AP=E E2A §9] dx= 7|& PBFT
3ol @ Z(Normal)ZH 2t} ZA(C)oll EHAAo]
AYeHH 2t (Leaden)Z A E = E(Primary)E A%
o7 ARA 2|, FH], I 7K AAES ST}
PBFTE =BVt S7HE U EQ T F4lH] 8ol Fdo]
5 4= 97| W&o, A-PBFT: GPS 7|8t =& I8 %LA_H
(Simple) 2 & 7|& §9] g1 g)E XS THAaseith

3.4 GPS 7|t ..C 115 EA
Fig. 6& GPS 7|8t 18 &4 714 o] & vepdct,
Lora AX & tha AgHAQ 404 AT ZYEHY

Fig. 6. GPS based group select(sample)
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AAM A2 =g Z-gE) AR Ao @agsl= b
o|E|E PBFT ¥xlej&9] AAIZE Aol A7t St
GPS 719t A2 Q152 Al°|Efo](LoraWan) 34| E 71
TO 2 7H 7P Lora = EE TIF36lal ESAQIS
3ttt
Table 3:& AH o] AZH Lora 3] 10 =E=(2H &
9h2] GPS A glolE ol & YEhdr

Table 3. Lora GPS table(10 node sample)

Client(N) GPS Location

Loodr?) o urspmeEree iy Noce
] 37.4057095729626, Node 1

126.94799291208375

;| e
: 126 0NESEE Note 3
B
| 126 ede1 160675 Note 5
° 1260000756710 Note &
| pemmem
| pmmmm
0 120 lgpor e Node

@ o] Ag L A AL A} g Ao EY
ol(LoraWan)2 27] 5549 GPS JHE %9
1, AZE FH (@)L A(D) F3t HEE ALt
gt

@ IF "4 32 FED/2)ERE VY 7k
Lora &= 5L 19, 8Hot}, k= 2712 g9
ATYES L £ glons 2T L TE B
St 8wlof] 23t 29, 1] 2HSH 79 = =v)
At & Foll A7t ol 77k 29 = EE AEgh
o},

@F7t 15 94 A Adegd LE= 1,8, 28 &
Tolc}, 280 A3 T 3, 4 S It A
A =9 5/10717F Ag=le], E5A1E A5
Z1g3itt. PBFT= HiAIA} k= No| 248 off X
& 3N+1 RE@)7F AAdolH &el dare
Atk

® 15 ¥7  BA XA 9 AR A o= QI '
A 7 LBV fAE 4 Q). 8HT 7R 21

-

nlg

LTt EAZL A7 A 7R T E R E' O
S Aok it} 19 LT FRe 7H e A
g5ka g Uzttt E9] it WA 29
Tk A EE o] eSS Agsict,
AA AA] AR I8H Lora ZA19] EFA4Q1 7841
o] ojgt}d, 7|& EEAIQI 741E FA](Lock)st
I meRol A& HAdfof gt} & A9l £5
A eFL A wlHsHA SFstA] 7] of
2oll, AA EAYA Aol XY= F7|(=1A o
71) Alztel B&glt.

® GPS A% € AHo|E @ 27| YIEQF 5 I
oA BAE GPS HE= AHjol| tastoto] 274
Stk AA; B4l 29l SpAleke GPS FHE= FA]
EE wkste], AT AARHESE Sttt AA
GPS 2% ¥ Ado|E exaRel x| HATE
YA o2 5111, [oT 1|9}t AHolA e 14
(Lock)gtt}, A|&sto] A =a¥okA] ol <t
gt Aol AT o]F BAlstal, Huo|Esk= WA

2 ALgIt,

o
&
i

a

Fig. 72 GPS 7|9to 2 A= A-PBFT] W+ 52
F4(Simple)2] o1& WERACE A AgE 1, 2, 3, 4,
8579 =EE FAoE EEARIS AARIE, 7]
& PBFTY] A BARH(10 & --) 5 =5)& 74T
AFL (B4 05,6, 7,9 25 AA B

cicten request Pre-pranane. prEpans SRR TREPOIER
ient;

P{Primary) \. //
N(1-4) = =

N(8) \,\\ e

Ni5~7) [ Z e *—
N(F)

Fig. 7. A-PBFT protocol progress(simple mode)
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4.1 Lora HE®3 ot4 4H
Lora A= AP Efe](Lorawan)S 53l & AH2t
BARIESE 7ttt Lora H/WSFS/W 874 442 ot
=3 2t
@ H/W : Lora RF(SX1276), LoraWan, GPS 541
7], T8k L, 7HRl PC(H A1H)
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@ S/W : Arduino IDE(Lora, LoraWan), Ubuntu
Linux 16.04 LTS(OS), Apache 2(Web)

® Ag)/HEE : 1km oW, oF 2~5kb(7]E2)

@ 2] B4 4] Lora, MQTT

® A& Fur 0 920.3(71%) ~ 923.3MHz(FH)

©® B4 %4 0 A 2 A(Syne), B(Data) SHA

4.2 1T 24
Aol EQo](LoraWan)2t AH= A 9] 58 54l &
%7} Lora AlA] |9} Bl wsto] " £451c) 5 A
ERIEY =4 7lol=el[1]oA Harsk= TLS(Transport
Layer Security), PKI(Public Key Infrastructure) 5
2 2 A Aol A ALt £ A9 S kA =
A 2 o7 A7 A&k 4%l Lorat Lora
Wan Ato](Client®} Gateway) B4l F o]t
® 993 Lt 34 : PBFTE HEYS 3o ool
A = n/f g 1, F == 57t 3n+170 o4
o[ g HEER o] A o] FojR]= o= A=
4= Utk AR YEIoA FEIF A2 LB
AL 9] LERto g 7] FZFo] 43 4= Uk
= 75730l Stk & dF= vESA 2] 3=
Alof A% GPS HolEZ &85t &4 | 1F
o] EEA IS HAlSE HHE 71 Al A
Aztet Al G4 SACNA EFAQ AAL
< OEA ARSI AR A Ui AEd
g k&, 5 B4 dargE, A9 GPS Hlo
£S5 BF 43 WEsof 5l 349 ofgeZ 7t
Zlct.
@ Q7FER] 932 A o S -she B
A Fo8kE GPS AEE AWl AFsfjof gteh =
7] MEQA 5 TAoA] olw] A= GPS FE
o =AY, ZRIE]A] k2 YA oA 17t 872
AR AAE siFdste] AA YR dssE
TANE 2R 51A] = GPS RS v]E] g
o glth. o] AH Wi GPS Ho|EE siHst,
HZHof Stz T4 of# 2= 7HKIt
® GPS A 54 : 7122 o5 PBFT £EA4QZ 3
7 &4 /g3ofof gtk iE ERMA JEE W
%z, ZZ ol 517 wjiZo|tt. F4lof AREE= GPS
JH= AA| 1A JE 7} ofd, A 3kE GPSY i
Al(Hash)gtolth. 438h7|7F k& Eo] 42 &= A

ot 19

= GPS JEE= FZ24 A4 829 djAgroltt.
GPS AEE AYo|Ex Al AH| 71 B A|A
o} 72 2Rl 4 AF FAsE oA

PBFT € E|&2 AA| B4l SEo|dES 1
Stof 2N "~ 21 St} o2 4 1= 64, 7 =& 196
H 10 k=& 400%0]t} 10 & 7]& BA5Hs 57
T %01, 2,3, 4, 8)9] BAIFS 1/4 $2(100%)o]tt.
A9t A-PBFT+= LoraWan Al°|Ego]e} 77k &
I5S FAsto] BAIRRS £o|1, MY BA EE
FAE 5= Utk Table 49} Fig. 82 =& 4= F7}ol| w
£ &9 AAE ) YrEhdch

Table 4. A-PBFT delay time(ms)

Node PBFT Propose Total
Max 38.24 12.98 51.22
4 Avg 35.11 6.99 21
Min 28.45 5.39 33.84
Max 142.61 68.74 211.35
7 Avg 79.53 1364 %17
Min 69.11 12.38 81.49
Max 972.3 469.61 144191
10 Avg 587.82 244.01 831.83
Min 295,13 195 390.13
Dalegy Tirne Compartsongms)
= ——
O S —
.
= -
] =
= —
ol ™
- g h
B e £y = =] TiE el Pkl

Fig. 8. A-PBFT delay time(ms) - chart

3|4 : PBFT, %3} : A-PBFT, = : AA (34D
o, B, 4 A A AR YERd) 7]E PBFTE &
37l weh AA Azke]l FASHA kst AARE
A-PBFTE 74 A2 Qle] B XA AT 4 =&
71% 9F 82%, 7 k& 71& 9F 83%, 10 k& 7]& 2F 58%
2 EAAO] &/44 HEEAAE QST 7H4asto]
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Sk, GPS 719E QIS0 & L& Q13 HAS A 1A
3t A & ek RS S

YO & HE Lora BEC] S/W FHE BA1E & U=
5 ot 7|& 7ol 13 H3koloh. AP A4 B4
8t Lora -8 A3t GPS 7|8F H/W 2& AH|Zstal
flo =21 DA itk @A AlF9] Lora B&
3} Lorawan 4|, GPS ZE& ¥ QY 5 A|AI7F 25
7ilo] FufEt 4= Sl= oot WA A Eo] EA|

W 71 SAALS] 2R Au|2o] 7letA] ek, A
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