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ABSTRACT

The amount of data a related to a person is so substantial that it appears that a digital version of them can
be built thereon. They are usually handled as personal information, and the attempts made to understand
personal information have led to bundling and unbundling of various data, yielding numerous fragmented
categories of personal information. Therefore, we attempt to construct a generalizable lens for a deeper under-
standing of person-related data. We develop a theoretical framework that provides a fundamental method
to understand these data as an entity of a digitally represented person based on literature review as well
as the concepts of inforg and infosphere. The proposed framework suggests person-related data consist of
three informational inforg dimensions that can preserve the archetype of a person, form, content, and interaction.
Subsequently, the framework is examined and tested through several analyses in two different contexts: social
media and online shopping mall. This framework demonstrates the suggested dimensions are interrelated with
certain patterns, the prominent dimension can determine the data characteristics, and the dimensional composi-
tion of data types can imply the characteristics of the digitally represented person in certain contexts.

Keywords: Digitally Represented Person, Informational Dimension of Personal Information, Inforg

1. Introduction services. Our names, educational backgrounds, career

histories, and even bio-information are retained

We, as human beings, live in and through the online. Moreover, our observations and movements
online environment, where we connect and commu- are recorded, leaving digital traces of our activities.

nicate with other people and purchase products and The data that we leave online with or without noticing
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are sufficient to construct an online version of
ourselves. Although this digital world can serve us,
it can be used to identify us and even make us perform
certain actions. On Facebook, a person’s activity data
are used to connect with people who may share the
same interests but also to make them see certain
advertisements. Through the analysis of the purchase
history of its customers, Amazon gains a sense of
their preferences and recommends products to buy.
This abundant digital information of a person online
and the subsequent use thereof has led to significant
controversial issues such as which digital data of
a person can be related to that person.

To solve these issues, researchers have delved into
personal information and its articulation. Personal
information can mean any information regarding
an identifiable person in both a direct and an indirect
sense. According to Article 2 of the European Union
Directive (95/46/EC), for example, “personal data
shall mean any information relating to an identified
or identifiable natural person (“data subject’); an
identifiable person is the one who can be identified,
directly or indirectly, in particular by reference to
an identification number or to one or more factors
specific to his physical, physiological, mental, eco-
nomic, cultural or social identity” (p. 3). The National
Institute of Standards and Technology of the U.S.
Department of Commerce defines personal in-
formation as personally identifiable information that
can be used on its own or with other information
to identify, contact, or locate a single person or to
identify an individual in context. Because personal
information is a very broadly defined term, re-
searchers have made further efforts to articulate per-
sonal information. These efforts have mainly focused
on creating the category of information that is per-
ceived as personal with rather narrowly focused views
on its identifiability and privacy. Examples include

privacy concerns and the related category of personal
information disclosure (Phelps et al., 2000), the cat-
egory of the extent of sensitive personal information
that is included (Markos et al., 2018; Xie et al., 2006),
and the extent of the identifiability of personal in-
formation (Faja and Trimi, 2006; Xu et al., 2014).
These views inevitably limit the following discussion
on how to use or not to use identifiable information
while avoiding potential harm to a person’s privacy:
they are useful in terms of what they have classified
personal information for, but have failed to under-
stand the person-related information from a per-
spective that can capture the overall image of a person
as a digital entity.

Information technology maintains the records of
a vast range and quantity of personal information;
thus, the set of information can be used to construct
a person as a digital entity even though individual
information in the set cannot be linked to a particular
person (Polonetsky et al., 2016). The development
of data collection and analytic methods has further
increased this tendency by changing the set and mean-
ings of information that can be connected and attrib-
uted to a person. Therefore, in this era of the compli-
cated information world, person-related information
should be understood beyond identifiability and pri-
vacy and needs to be approached in terms of how
digital information constructs a digitally represented
person as a digital entity. This is accompanied by
the understanding of personal information not as
data that are bounded to a person’s physical reality,
but rather as digjtal data that go beyond that boundary
under virtual materiality (Palfrey and Gasser, 2011).
Moreover, Parkinson et al. (2018) suggested that the
individual’s digital information is not atomic, but
has multiple layers and multiple owners. This means
that information related to a person may consist
of multiple aspects from the perspective of data char-
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acteristics: one aspect of information can exhibit only
a certain facet of a digital entity, whereas another
or the combination of aspects can reveal its different
facets. Furthermore, multiple information may differ
from one another but play similar roles in functions
because they share the characteristic that a certain
aspect is stronger than the other aspects. Therefore,
to understand a person as a digital entity, it is neces-
sary not only to articulate the personal information,
but also to determine those fundamental aspects that
determine the characteristics of information related
to a person.

Therefore, we use the inforg and infosphere, which
are concepts from information philosophy (Floridi,
2007, 2014). In his philosophical concepts of the
digital world, inforg means the entire set of in-
formation related to the specific person, and info-
sphere represents digital reality, an informationally
built environment encompassing all information en-
tities and their properties, interactions, and relations
(Floridi, 1999). The notion of inforg and infosphere
will be used to construct a framework that can provide
a fundamental method for theoretically and practi-
cally understanding the person-related data as part
of a digitally represented person. The framework
introduces three inforg dimensions, namely form,
content, and interaction. Our approach also provides
a means of understanding the data of a person as
a digital entity by preserving the innate nature of
a person as an archetype, thereby aiding in its applica-
tion to various contexts.

In the remainder of the paper, we first provide
a literature review on how person-related data are
understood and handled, and then present the theo-
retical background that forms the basis for our sug-
gested framework. Thereafter, we describe the details
of the framework developed from the theory and
previous literature. This is followed by attempts to

present the insights that the framework can offer
through several data analyses in two different con-
texts: social media and an online shopping mall. First,
a correlation analysis is conducted to investigate the
dimensional associations. Subsequently, clustering
on multidimensional mapping is performed to exam-
ine the characteristics of a digitally constructed person
in the particular context. Thereafter, the visualization
of the data types and their clusters on a two-dimen-
sional map is presented to demonstrate the role of
the framework in context comparison. The paper
is concluded with a discussion and an outline of

the practical and theoretical implications.

II. Literature Review: Data that
Construct a Person as a Digital Entity

In an effort to construct a framework, we first
explored previous literature to understand how exist-
ing studies viewed and attempted to capture the char-
acteristics of the digital data of a person (or personal
information). Most studies have examined and cate-
gorized various types of personal data. The classi-
fication criteria reflect how those studies understood
the basic data characteristics of a person. <Appendix
A> summarizes this review.

First, the digital data of a person were studied
in terms of the privacy concerns perceived by a person
and the subsequent information disclosure (Beldad
et al, 2011; Faja and Trimi, 2006; Jin, 2013;
Knijnenburg, 2018; Markos et al.,, 2018; Milne et
al., 2017; Phelps et al., 2000; Shibchurn and Yan,
2015; Xie et al.,, 2006). These studies mainly focused
on determining the types of personal information
that people are willing or unwilling to disclose.
<Appendix A> summarizes the categories of the in-

formation that the researchers classified, and which

294 Asia Pacific Journal of Information Systems

Vol. 34 No. 1



Jinyoung Min, HanByeol Stella Choi, Chanhee Kwak, Junyeong Lee

information categories are the most and least suscep-
tible to disclosure. Their efforts demonstrated that
information that cannot solely be used to identify
a person, such as demographic (Phelps et al., 2000)
or lifestyle and entertainment-related information,
can be easily disclosed, whereas information that
can single a person out, such as health data (Jin,
2013), is not readily disclosed. However, the willing-
ness to disclose information is not based on the data
types, but contingent on the situations for disclosure
(Xie et al., 2006). For example, the data of daily
lives can be considered not to be private and risky
(Jin, 2013), but community interaction data, which
are likely to occur within daily lives, are considered
as private and risky to disclose (Milne et al., 2017).
Another example is that, although anonymous, cer-
tain private-self related information may be more
sensitive to disclosure than personally identifiable
information (Markos et al., 2018). Moreover, data
such as tastes and preferences that are considered
as the least private may reveal embarrassing in-
formation about a user when gathered and aggregated
(Knijnenburg, 2018). Overall, these examples and
findings suggest that even though the data types are
similar, the extent to which people feel safe regarding
their disclosure varies depending on the circum-
stances and how they are used together. Therefore,
the willingness to disclose data cannot be the funda-
mental characteristic used to understand the data
that construct a person as a digital entity.
Second, the digital data of a person can be under-
stood in terms of how well they can be used to
identify a person (Chellappa and Sin, 2005; Faja and
Trimi, 2006; Liu et al., 2005; Palfrey and Gasser,
2011; Polonetsky et al., 2016; Xu et al., 2014). The
literature in this category has similar interests to
the literature considering privacy concerns and in-

formation sensitivity, such as how comfortable users

are in providing information, but focuses on how
sensitively the system providers should handle the
information when publishing it. The classification
of data types in this research stream is determined
by how strong their ability is to identify a person.
There may be identifiable and non-identifiable in-
formation (Chellappa and Sin, 2005; Liu et al,, 2005),
according to the Federal Trade Commission.
Identifiable information is information that “can be
used to identify or locate an individual” (Federal
Trade Commission, 2000, p. 9), whereas non-identifi-
able information is information that “taken alone
(i.e., when not combined with other information),
cannot be used to identify or locate an individual”
(Federal Trade Commission, 2000, p. 46) and includes
information that requires the use of sophisticated
tracking technologies to identify an individual
(Chellappa and Sin, 2005). Moreover, direct and in-
direct identifiers may exist (Polonetsky et al., 2016),
and there may be multiple levels of identifiability
of data types in accordance with privacy-preserving
data publishing (PPDP) (Xu et al., 2014). PPDP was
suggested for data collectors to be able to publish
content while protecting the privacy of data providers
(Fung et al., 2010). In these studies, similar insights
to those of the first stream of the research were
provided: the role and degree of the same data type
for identifying a person may vary depending on how
they are combined with other data types. Although
this categorization is useful, it does not provide a
fundamental understanding of which aspects of the
data make certain data types identifiable and others
not. Furthermore, information that is considered as
non-identifiable information can easily be used to
identify a person when combined with other data;
therefore, it is necessary to delve deeper into the
informational characteristics than simply categoriz-
ing the data, as the data type is the eventual realiza-
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tion and representation of these informational
characteristic.

Taken together, the existing literature on personal
information categories used narrowly tailored criteria
and goals such as distinguishing identifiable in-
formation and privacy-sensitive information. These
categories are useful for understanding the specific
use of individual data for certain goals and contexts,
but are difficult to use for understanding how the
data represent a person in an overall sense and which
aspects of the data are significant in achieving this.
Therefore, an integrative framework is required that
can embrace various views and provide a fundamental
means of understanding the characteristics of person-
al data, while preserving the basic archetype of a
person as a digital entity. In the following section,
we introduce the theoretical bases for building the

framework and explain the framework.

III. Theoretical Bases of Framework:
How Can a Person Be Represented
in the Digital World?

3.1. Infosphere: Digital World We Live in

At present, information technologies, particularly
information communication technologies, re-
construct our reality and lives with informational
terms. People’s careers are introduced as LinkedIn
accounts. Their communications are recorded on
chatting apps and social media as postings and replies.
Thus, information technology transforms what it
means by reality into the infosphere (Floridi, 2014).
The infosphere can be understood minimally as “the
whole informational environment constituted by all
informational entities, their properties, interactions,

processes, and mutual relations” (p. 41) and max-

imally as “a concept that can also be used as synon-
ymous with reality, once we interpret the latter in-
formationally” (Floridi, 2014, p. 41). Floridi (2014)
suggested that, in this infosphere in which entities
and agents are all informational, and thus, no physical
differences exist among them, processors and proc-
essed, and their interactions are all equally
informational. He also argued that the “infosphere
will not be a virtual environment supported by mate-
rial world. Rather it will be the world itself that
will be increasingly understood informationally” (p.
49). Therefore, the infosphere can be synonymous
with reality itself because our everyday life is becom-
ing more of an informational one compared to the
physical and material one that it used to be. In this
world, stream of activities including processes, oper-
ations, and events are treated as information proc-
esses that generates a trail of information (Floridi,
1999). The inforg and infosphere concepts of Floridi
have been applied to various domains. For examples,
infosphere quality can be used for determining how
well public health strategy is connected to solving
threats and inequalities in public healthcare (Morley
et al., 2020) and museums now have blurred online
and offline boundary of exhibit by using technology,
being infosphere of presenting reality informationally
(Simone et al., 2021).

3.2. Inforg: A Digitally Represented Person

People are spending a substantial amount of time
in the infosphere, digitally interacting with one
another. They are the informational agent that also
becomes an entity that produces information, be-
comes part of the infosphere, and affects the info-
sphere as it is the totality of those entities (Floridi,
1999, 2002a). In this infosphere, personal identities

and communications are shaped by information
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technology. Others can infer who we are according
to our postings on social media, and purchase history
in online shopping malls. We comment on and reply
to others’ social media postings, receive product rec-
ommendations from others’ purchases, and con-
stantly communicate through digital means. Our
identities, activities, and interactions have informa-
tional traces. As informational agents, we process
our values, attitudes, likes, and dislikes in the info-
sphere, constructing the subjective informational en-
vironment (Floridi, 2002b). In this sense, we are in-
formational organisms that are mutually connected
and embedded in the infosphere, which are known
as inforgs (Floridi, 2007, 2014). The notion of inforgs
has arisen within the transformation of our material
environment and physical agents into informational
ones. Floridi (2014) argued that inforgs can be de-in-
dividualized, becoming “a kind of,” and reidentified,
being viewed as a specific crossing point of many
“kinds of,” and thus, can also be treated as commod-
ities that may be the subject of a transaction on
advertisement markets, as is now done on Facebook.
Therefore, an inforg is the entire set of information
related to the specific person that inhabits the
infosphere. The definition provided by Micheli et
al. (2018) of digital footprints— “the aggregate of
data derived from the dijgitally traceable behavior
and online presence associated with an individual”
(p. 2)—suggests a similar idea. The concept of inforg
can be further developed to datafication of humans
as being represented as information can mean being
fully integrated into the informational environment,
the infosphere (Baelo-Allué, 2022). Also, Russo
(2018) suggested that technology changes how we
relate the infosphere and inforgs as machines can
become other inforgs, and technologies can influence
how we interpret reality. Furthermore, because the
information that Jones (2010) described in his study

of personal information does not include a person
within itself, the concept of the inforg also implies
that information that can be contained under the
term inforg not only holds a person’s own production
of content, but also the result of interactions with
other agents.

According to this theoretical basis and the findings
from the literature review, we present the framework

in the following section.

IV. Suggested Framework for
Understanding Digital Data
of a Person

Based on the concepts of the infosphere and inforg,
we suggest the construction of the informational rep-
resentation of a person as a digital entity. Because
the concept of the inforg focuses on information
organisms, and their connections and interactions
in the infosphere, it embeds the idea that inforgs
are distinguished from one another, act like organ-
isms, and interact with one another and the environ-
ment (Floridi, 2014). This suggests that when a person
is informationally represented and understood as an
inforg, an inforg can be composed of the information
that can distinguish it from the other inforgs, capture
the unique containment of an inforg, and show how
an inforg is communicating with its environment
and other inforgs. The first type of information may
be rather fixed characteristics that can define and
identify a person in the real world, including his
or her physical and material representation. This
type of information constructs a form of an inforg
that distinguishes one inforg from another, as the
physical and genetic elements of an organism dis-
tinguish it from another. The second type may be

unique and indeterminate thoughts and activities that
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are rather unfixed and change. Although the first
type of information can exist without a person’s ef-
forts, as is the case with many physical characteristics,
the second type of information cannot be manifested
without a person’s efforts and behaviors, as these
are required for most coded thoughts and recorded
activities. The third type of information indicates
a person’s connection with other people and the
context within which the information resides. When
it is represented informationally, it takes the form
of linkages between inforgs. According to this inforg
concept, we suggest a framework that views and con-
structs a digitally represented person as an inforg
with three dimensions: form, content, and
Interaction. The following section describes the three

inforg dimensions.

4.1. Three Inforg Dimensions that Construct
A Person as A Digital Entity

4.1.1. Form Dimension of An Inforg

The form dimension distinguishes one inforg from
the others similar to distinguishing one organism
from other organisms, although it is done
informationally. Therefore, the identifiable in-
formation of processors in Floridi (2014) can be re-
vealed in this dimension. When physical agents are
transformed into informational ones, the form di-
mension holds the basic information of the physical
agents; thus, it mainly operates as identifiable
information. The information categories that are clas-
sified as identifiers (Polonetsky et al., 2016; Xie et
al., 2006), (personally) identifiable information (Faja
and Trimi, 2006; Liu et al,, 2005; Markos et al, 2018),
or secure identifies (Chellappa and Sin, 2005; Phelps
et al., 2000) and certain demographic information
(Beldad et al., 2011; Knijnenburg, 2018; Milne et

al, 2017; Shibchurn and Yan, 2015) reflect the concept
of the form dimension. Furthermore, in the schema
of Rumbold and Pierscionek (2018) for the articulated
categorization of personal data, demographics, appa-
rent human characteristics, and medical status and
healthcare, the characteristics of an individual re-
garded may be the cases that form dimensional in-
formation operates strongly. Moreover, the identi-
fiers and quasi-identifiers of Xu et al. (2014) exhibit
a strong association with the form dimension, because
these types of information describe the physical char-
acteristics of an agent.

4.1.2. Content Dimension of An Inforg

The content dimension is what is held and created
as the result of processing the information inside
of the informational organisms without clear inter-
action with the infosphere, as is the case with the
processing mechanisms of biological organisms that
operate internally. Therefore, the direction of the
created information is towards the inside but not
the outside of an inforg. For example, the information
categories classified as personal preferences (Milne
et al, 2017), daily life and entertainment (Jin, 2013),
preferences including books read and hobbies (Xie
et al., 2006), purchase-related records (Markos et
al., 2018; Phelps et al., 2000), tastes (Knijnenburg,
2018), interests, views and opinions (Shibchurn and
Yan, 2015), and lifestyle interests and media habits
(Phelps et al., 2000) are data types in which the
contents of dimensional information are magnified.

4.1.3 Interaction Dimension of An Inforg
The interaction dimension refers to the informa-

tional linkage with the infosphere, including other
inforgs. Therefore, it is not only related to the inter-
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<Table 1> Suggested Framework for Understanding Digital Data of A Person

Dimension Conceptual Definition Example Data Types from the Previous Literature

identifiers (Polonetsky et al,, 2016; Xie et al., 2006),
Form The information that distinguishes one inforg from | (personally) identifiable information (Faja and Trimi, 2006;
the others Liu et al, 2005; Markos et al., 2018), secure identifies

(Chellappa and Sin, 2005; Phelps et al., 2000)

Information created as the result of processing the | personal preferences (Milne et al., 2017), daily life and

Content information inside of the informational organisms| entertainment (Jin, 2013), tastes (Knijnenburg, 2018),
without clear interaction with the infosphere | interests, views and opinions (Shibchurn and Yan, 2015)

H -machine interacti t Rumbold and

. The informational linkage with the infosphere, | _. dmati-imacatnie ieraction category ( Hmbold At
Interaction . . . Pierscionek, 2018), the context data (Knijnenburg, 2018),
including other inforgs D . )
community interaction category (Milne et al, 2017)

action between the processors and processed but also
includes the ones among processors and the ones
among processed in the inforg and infosphere terms
of Floridi (2014) . There is a direction within the
processed information to or from the infosphere,
which may be the person’s replies and comments
to other agents’ postings on social media as well
as the likes and replies from other agents on a person’s
postings. The information from the inforg to the
infosphere usually includes the inforg actions to cre-
ate linkages to the infosphere, but information from
the infosphere to the inforg places an inforg in a
passive position to be linked to the infosphere, as
it is the result of other inforgs’ activities. Examples
include the human-machine interaction category of
Rumbold and Pierscionek (2018), the context data
of Knijnenburg (2018) that indicate a user’s inter-
action with other users, and the community inter-
action category of Milne et al. (2017). The definition
provided by Casemajor et al. (2015) of “passive partic-
ipation,” which is “engaging in a platform while being
subject to processes of decision that happen outside
of one’s control” (p. 856), presents a similar concept.
Micheli et al. (2018) also suggested that a person’s
digital footprint can be generated by other internet
users. <Table 1> summarizes the conceptual defi-

nition of the three suggested dimensions and data
type examples from the previous literature.
<Appendix A> also shows how the category of data
type in the previous literature can be explicated by
the three dimensions of inforg framework.

V. Applications of the Framework:
Understanding Inforgs in
Various Infospheres

The aim of our framework is to provide a better
sense of the digitally represented person in a digitally
constructed environment. Therefore, we attempted
to apply it to several contexts and to determine the
characteristics of the inforg, both in its own created
setting and in comparison to inforgs in different
contexts. For this purpose, we selected social media
and an online shopping mall as the target contexts,
as they can capture various aspects of people’s digital
lives, and thus, can provide a sense of the digitally
represented person according to various angles. These
two contexts vary in terms of how a person is revealed
and handled in the context. First, social media bases
its business on people and the various information
types that they provide, and thus, social media basi-
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cally presents a person as information and connects
people. In this type of context, we can capture the
highest degree of an inforg, the digitally represented
person, and the interaction between them. Second,
the primary interest of an online shopping mall busi-
ness is not people per se, but transactions. However,
online malls also gather various information types
about a person as this information can help increase
transactions, and thus, although not to the same ex-
tent as on social media, an inforg can be captured.
Furthermore, the information characteristics in an
online shopping mall differ from those in social media
because the information is based more on materi-
alistic activities; thus, different aspects of an inforg
from the ones in social media can be captured.

To apply the inforg framework to contexts, we
identified possible data types for each context. We
created survey questionnaires that investigated the
extent to which each data type is associated with
the three inforg dimensions of the framework for
the two different contexts. The participants were
asked to rate how strongly each data type can be
associated with the criteria provided. The form, con-
tent, and interaction dimensions were explained as
follows: “the information of the form criterion con-
sists of a person’s real-world identity that makes
the in-

» «

the person distinguishable from others,
formation of the content criterion is contained inside
of a person or a person’s activities that can show
his or her individuality such as thoughts, opinions,
experiences, preferences, and personal activities,” and
“the information of the inferaction criterion is linked
to others and the environment that can show how
he or she is associated with what,” respectively. The
answers were measured using a seven-point Likert
scale ranging from “strongly disagree” to “strongly
agree.” (See <Appendix B> for sample question) They
were then distributed through Amazon MTurk.

We collected responses from 203 for social media
users and 202 online shopping mall users. We elimi-
nated responses of 20 social media respondents and
16 online shopping mall respondents because their
response times were less than 5 minutes, which was
considered unfeasible for answering all the questions.
In result, we used 183 and 186 responses for social
media and online shopping mall, respectively, for
further analysis. For respondents’ demographic, 117
males and 66 females responded for social media
context and 123 males and 63 females responded
for online shopping mall context. The mean ages
of respondents were 33.81 for social media re-
spondents and 37.16 for online shopping mall
respondents.

We conducted multiple analyses to provide in-
sights into the inforg characteristics dimensions. First,
to examine the suggested framework within multiple
contexts, we calculated the correlations between di-
mensions to demonstrate how each dimension is
associated with the other dimensions. Second, to ap-
ply the framework to the context and to determine
how it can provide insights for understanding the
characteristics of a digitally constructed person in
the particular context, we visualized the data types
and their clusters on a two-dimensional map. Third,
to demonstrate how the framework can capture the
differences in the contexts for constructing a digitally
represented person, the results of the cluster visual-

ization were compared and discussed.

5.1. Dimensional Associations of Framework

To investigate the associations among the di-
mensions, we calculated their correlations using the
mean values of each data type. <Table 2> displays
the correlation matrix along with the mean value

and standard deviation of each dimension.
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<Table 2> Correlation Matrix of Dimensions in Different Contexts

Mean S.D. Form Content
Form 4963 0.330
Social Medi:
ocal Vedia Content 484 0.350 -0.468*
(n = 34)
Interaction 4843 0.314 0,683+ 0.734%%*
Form 4.807 0.391
nli hopping Mall
Online (rsl fpg;r)lg Content 4807 0359 0.739%
Interaction 4.799 0.355 -0.784*+* 0.864***

The results for the social media context indicate
that all three inforg dimensions were correlated with
one another. However, their relationships were not
always positive. The increased value of the form di-
mension is likely to be associated with the decrease
in not only the content and interaction dimensions.
As the form dimensions are linked with the identifi-
able information of physical agents, this reverse asso-
ciation suggests that the increase in the content or
interaction dimensional information (or the combi-
nation of both) is likely to be related to the decrease
in the form dimensional information. If a data type
is designed to include a higher level of content and
interaction dimensional information, it is unlikely
to be designed to single out a person. This is in
line with previous findings, whereby entertainment
and lifestyle-related information was regarded as dis-
closable information (Jin, 2013; Phelps et al., 2000).
Furthermore, the content dimension is strongly asso-
ciated with the interaction dimension, suggesting that
data types that are designed to include content dimen-
sional information are likely to include interaction
dimensional information, because such information
is likely to form linkages to and from the content,
and tends to exist as an embedded form.

The results can be explained by the characteristics
of social media. Social media entice their users to
provide information by offering communication, re-

lationship management, and a self-presentation envi-

ronment (Min and Kim, 2015). For this purpose,
the use of social media starts with building a user
profile, which operates as a basic unit to distinguish
each user, and thus, it inevitably includes form dimen-
sional information. From this starting point, users
generate content and interact with other users; there-
fore, it is necessary for the related data types in
social media to include content and interaction di-
mensional information heavily, and these are also
likely to change over time. In this sense, high form
dimensional information, which may include the gen-
der, address, and mobile numbers, can be located
low in the content and interaction dimensions, and
high content and interaction dimensional in-
formation such as posts and replies can reveal low
form dimensional information. Furthermore, the
user profile, which can distinguish users, operates
as an introduction of a self to other users and is
created at the early stage of the use; therefore, most
information in this profile is filled by social media
users themselves, and is associated with the form
dimension.

The online shopping mall context exhibited similar
associations among the dimensions. This can be at-
tributed to the manner in which personal data are
collected and treated in online shopping malls. In
online shopping malls, the various personal data types
are gathered based on different purposes for data

usage. For example, personal information that is re-
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quired from service providers (e.g., credit card in-
formation and credit history) is collected for trans-
action purposes (Robinson, 2017), and the traces
that are produced when consumers visit each page
on the website (e.g., click data and cookies) are col-
lected to provide a personalized shopping experience
or product recommendations, whereas consumer da-
ta provided on a review (e.g, name, age, and review
content) are disclosed for communication and shar-
ing experiences with other reviewers. Likewise, con-
sumers in online shopping malls disclose personal
information to service providers in exchange for a
better shopping experience (Chellappa and Sin, 2005)
and publicly divulge information to communicate
with other consumers (Chen and Xie, 2008).
Therefore, personal data in online shopping malls
represents all three dimensions of an inforg in interre-

lated way.

5.2. Clustering Data Types by
Multidimensional Associations in Contexts

To demonstrate and interpret these multiple asso-
ciations better, we visualized the results through
two-dimensional mapping. Although the data type
mapping of three inforg dimensions would be a form
of a map on the three axes, it is difficult to view,
understand, and interpret. Therefore, we used two-di-
mensional mapping schemes by drawing three scatter
charts for each pair of inforg dimensions.
Subsequently, we applied clustering algorithms to
each mapping to understand the characteristics of
inforgs better. We used density-based spatial cluster-
ing of applications with noise (DBSCAN) as the clus-
tering algorithm. DBSCAN is an unsupervised classi-
fication algorithm that does not require the number
of groups for clustering (Ester et al., 1996). DBSCAN

requires two parameters, namely the starting distance

of a group and the minimum number of samples
that should be included in a group. To conduct con-
servative clustering, we selected the value of the for-
mer parameter to be directly below the value of bun-
dling all data points as a single group at two decimal
places, and the latter parameter as two data samples.
Owing to this exploratory characteristic of DBSCAN,
the DBSCAN result was provided not for a firm
classification of the data types, but to aid in under-
standing the construction of an inforg in each context
through the locational mapping and the presentation
of the possible emergence of clusters.

5.2.1. Social Media Context

The 34 data types were located on the two-dimen-
sional charts. The mean of each dimension was drawn
to indicate the relatively high and low locations of
the emerged groups. <Figure 1> depicts the associa-
tions of the data types in terms of the form and
content dimensions. Two groups emerged through
the DBSCAN clustering. Group 1 contains more than
90% of all data (n = 31, 91.2%). These are mostly
data created by essential social media activities. Group
2 on the bottom left (n = 3, 8.8%) falls into the
category of relatively low form and low content data
types. These are notifications and advertisement in
a user’s timeline and friend recommendations, which
are generated by social media platforms. The data
types in such group may indicate that people perceive
those data types as less useful for distinguishing a
person from others as they are generated by a platform
and do not provide distinguishable and deep in-
formation about a user.

<Figure 2> presents the associations of the data
types in terms of the form and interaction dimensions.
Three groups emerged: Group 1 on the right can
be characterized as relatively high form and somewhat
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low to medium interaction (n = 11, 32.4%), Group
2 in the middle is considered as relatively medium
form and high interaction (n = 5, 14.7%), and Group
3 on the left is considered as relatively low form
and high interaction (n = 15, 44.1%). The advertise-
ments, replies, and user ID data types are not included
in any groups. The data sets of Groups 1, 2, and
3 are likely to be related to the physical identity
of a person, the activities through which the user
identity is likely to be disclosed, and the various

relational activities, respectively.

<Figure 3> presents the associations of the data

types in terms of the content and interaction

dimensions. Three groups were identified. Group

1 on the left can be characterized as relatively low

content and low interaction (n = 12, 35.3%), Group
2 in the middle exhibits the characteristics of relatively
low content and high interaction (n = 4, 11.8%),

and Group 3 on the right can be considered as rela-

tively high content and high interaction (n = 18,
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52.9%). The data set of Group 1 appears to have
lower values for the content and interaction related
information than that of Group 3.

The three two-dimensional maps reveal four no-
ticeable characteristics of how social media data are
characterized by the inforg dimensions. First, the
information requested by social media platforms for
personal profiles exhibit mostly high form but low
content and interaction aspects, suggesting that such
data types are strongly associated with the real-world
identity of a person. However, although many post-
ing-related data types are located high in the content
dimension, several data types such as school and
relationship status information exhibit relatively me-
dium content and interaction characteristics, and me-
dium-high form characteristics. This implies that
there are data types that reflect either a person’s
physical identity or personal characteristics, but cer-
tain data types become the bridge between these
two, projecting one’s social identity and activities.

Second, regarding the form dimension, most data
types are grouped together, although data types such
as posting with a user’s photo attachment and profile
self-introduction, and data types such as likes and

the group list exhibit differences in the form dimen-
sional value, suggesting that the latter can also be
used to identify a user, as the former can. Interestingly,
each type of posting is located differently in the form
dimension depending on what is embedded therein,
suggesting that posting is inherently designed to in-
clude the multidimensional characteristics of an
inforg.

Third, high content and interaction characteristics
do not always originate from lengthy information.
For example, likes are categorized as a relatively high
content group, but liking is a simple and effortless
activity that is represented only as several digits or
emoticons. Therefore, the high content data appear
to be obtained not from the quantity but from the
possibility of various extractions and interpretations
of information from the presented data.

Fourth, friend recommendations and notifications
are characterized as low form, low content, and high
interaction information. These constitute in-
formation that is generated by the social media
platform. They can be considered as not being eligible
to identify a person and provide little content but

offer connection information to other inforgs.
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5.2.2. Online Shopping Context

Regarding the form and content dimensions, the
clustering results demonstrate that two groups
emerged among the 27 data types: Group 1, the rela-
tively high form and low content group (n = 14,
51.9%), and Group 2, the low form and high content
group (n = 12, 44.4%), as illustrated in <Figure 4>.
The data types in Group 1 are the basic information
that are requested for the shopping itself and for
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a better shopping experience. Group 2 contains data
types that are associated with the activities within
online shopping malls, such as product recom-
mendations or reviews.

<Figure 5> presents the two-dimensional repre-
sentation of the form and interaction dimensions.
Group 1, which is the relatively high form and low
interaction group on the bottom right, includes basic
information for shopping (n = 12, 444%) and Group
2, which is the relatively low to medium form and
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high interaction group on the top left, consists of
shopping experience-related information (n = 15,
55.6%). Interestingly, the relative location of the
groups on the chart is similar to that of the groups
in the form and content dimensional chart.

<Figure 6> indicates that basic customer in-
formation is clustered as Group 1 on the left, which
can be characterized as relatively low content and
low and medium interaction (n = 13, 48.1%), whereas
the shopping experience and activity on a website
related information is grouped as Group 2 on the
right, which exhibits high content and high inter-
action characteristics (n = 14, 51.9%).

Through each clustering analysis of the inforg di-
mensions, the data types were clustered as two groups.
The data types that were grouped together tended
to be clustered again in the different dimensional
combinations with an exception: other people’s pur-
chase-based recommendations had a different posi-
tion in each clustering result. The group with basic
customer information exhibits relatively high form,
low content, and low interaction, whereas the group

with shopping activity exhibits relatively low form,
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high content, and high interaction. These groups
are clearly different in terms of the role (managing
the shopping itself vs. helping indecision making),
the place of creation (real world vs. shopping plat-
form), and the complexity of the included in-
formation (simple and consistent vs. multiple layers
of information with possible connections to other

information).

5.3. Comparing Clusters in Each Context
from Inforg Perspective

To help understand how an inforg is characterized
by the data types and their dimensional clusters in
each context, we illustrate compact summarizations
of the two-dimensional representations in <Figure
7> and <Figure 8>. Fach box represents a data type.
The color of the box indicates the group with the
same color on the corresponding chart above. The
three rows indicate the clustered groups in the two-di-
mensional clusters.

As illustrated in <Figure 7> and <Figure 8>, inforgs
exhibit different characteristics in different contexts.
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Note: * F-C, F-I, and C-I represent the two associated dimensions, which are the form-content, form-interaction, and content-interaction

dimensions, respectively.

** The numbers above indicate the data types, as follows: 1) Relationship status, 2) Occupation, 3) Posting, 4) Preference list, 5) Likes,
6) Friends list, 7) Current city, 8) Contact, 9) Posts without replies or likes, 10) Photo album, 11) Your posts that tag other users,
12) Posts with replies or likes, 13) Advertisements in your timeline, 14) Group list, 15) Friend recommendations, 16) Email, 17)
Profile self-introduction, 18) Posts with your photo attachment, 19) Political affiliation, 20) Other users’ posts that tag you, 21)
Posts with embedded external links, 22) Age, 23) Notifications, 24) Places you have been, 25) School, 26) Replies, 27) Activity
history, 28) User ID, 29) Country of citizenship, 30) Gender, 31) Hometown, 32) Name, 33) Date of birth, and 34) Place of birth.

<Figure 7> Clusters of Each Data Type for Inforg Dimensions in Social Media Context

Note: * F-C, F-I, and C-I represent the two associated dimensions, which are the form-content, form-interaction, and content-interaction

dimensions, respectively.

** The numbers above indicate the data types, as follows: 1) Wish lists, 2) Shopping carts, 3) Purchase-based recommendations,
4) Likes on my product review by others, 5) Likes on others’ product reviews by you, 6) Email, 7) Product ratings, 8)
Comments on my product review by others, 9) Social login account, 10) Phone numbers, 11) Product reviews with likes

or replies, 12) Clickstream, 13) Other people’s purchase-based recommendations, 14) Comments on others’ product reviews
by you, 15) Cookie-based recommendations, 16) Product reviews without likes or replies, 17) Physical information-based
product recommendations, 18) Marital status, 19) Addresses, 20) Physical information, 21) Credit history, 22) Credit card
numbers, 23) Age, 24) PayPal accounts, 25) Name, 26) Gender, and 27) Date of birth.

<Figure 8> Clusters of Each Data Type for Inforg Dimensions in Online Shopping Mall Context

The data types in the online shopping context appear
to be rather explicitly divided into two different
groups: relatively high form, low content, and low
to medium interaction (red-colored groups) versus
relatively low to medium form, high content, and
high interaction (blue-colored groups). This means
that the data types that construct an inforg in this
context are either identity-related data that may single
out a person but do not provide rich information
on what that person is like, and his/her association
with the outside and others, or data that include
rich information and a linkage to the outside of

an inforg but are difficult to use to single out a

person in the real world. Moreover, the data types
clustered together tend to flock together consistently,
even according to the different dimensional criteria,
which means that data types that are considered to
be similar regarding certain characteristic tend to
be similar for other characteristics as well. This may
suggest that the role and content of each data type
in constructing an inforg are rather fixed, and the
characteristics of each constructed inforg are not
likely to be substantially different from those of other
inforgs in that context.

The data types in social media exhibit different
characteristics. Data types that are grouped together
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appear to share certain dimensional characteristics,
but when they are examined from a different view,
they no longer tend to share the same characteristics.
This may suggest that there are data types that may
not simply be classified by the prevalent categories.
Their existence implies that the context is complex,
with various types of information, the actual contain-
ment of which may be very different from person
to person, so that each inforg can be constructed
significantly ~ differently from other inforgs.
Furthermore, those data types can become a bridge
between the groups of data types that are rather
fixed in their role of constructing an inforg, and
thus, can make an inforg change and evolve over
time. Examples of such data types in the social media
context are photo albums, advertisements in the time-
line, posts with a photo attachment, profile self-in-
troductions, and replies. These are designed to con-
tain abundant information that can accommodate
various user needs. The context with these types
of inforg characteristics can provide a very rich pic-

ture of the digitally represented person.

VI. Discussion

The results indicate that, because online activity
is complex, even single data point is associated with
multiple characteristics of the digitally represented
person. Therefore, instead of classifying data types
of personal information as separate categories, the
dynamics of multiple characteristics that consist of
each data type can be useful in understanding a person
as a digital entity. Our framework provides useful
insights that previous studies have not offered.

Our framework provides an integrative means of
understanding the data that are related to a person.
From the perspective of the archetype of a digitally

represented person, data with strong form dimen-
sional information tend to have low content and
interaction dimensional information. That is, prom-
inent processor information does not need to have
processed or interaction information to construct
a digitally represented person. The content and inter-
action dimensional information exists in and around
the form dimensional information; thus, it is not
the basic block of constructing an inforg. However,
information with a high value for processed or inter-
action information causes the data set to be not simply
a bundle of digital information, but a digital entity
that embraces an extended and even evolved persona.
Moreover, the interaction dimensional information
operates as a link among nodes in a networked world,
making the digital entity not only an independent
and isolated persona, but also a connected social
being. With the hints of these informational con-
nections, we can gain a sense of the infosphere shape.

In more detail, the form dimension plays an im-
portant role in both constructing an inforg and in
identifying a person. The form dimension defines
the processor, thereby clarifying the boundary of a
digital entity. Furthermore, its identifiability is ex-
pected because this dimension is closely linked to
the physical identity of a person. The form dimension
combined with the content and interaction di-
mensions also provides new insights. For example,
in the social media context, the friends list is perceived
to represent a person more than certain demographic
information and even profile information. This sug-
gests that even with low form information, high con-
tent and interactional information can operate as
identifiable information, particularly in the context
in which the network connection is enriched. Friends
lists in social media and cookie-based recom-
mendations in an online shopping mall are other

examples. However, certain demographic in-
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formation such as gender and age have previously
been considered as easily disclosable information.
The suggested framework explains the underlying
reasoning: although information is highly associated
with a person’s identity, when it has low content
and low interactional information, the value of its
identifiability is decreased. By considering these fac-
tors together, our framework explains the findings
of the previous literature. People are likely to disclose
their daily life and entertainment related information
(Jin, 2013; Phelps et al., 2000) because these are lo-
cated low in the form dimension but high in the
content and interaction dimensions. Thus, the like-
lihood of information disclosure depends on how
high it is in their form dimension. However, the
extent of the identifiability with the information can
also be determined by the content and interactional
characteristics of the information.

Moreover, the comparison of the inforg dimen-
sional construction in different contexts can provide
an understanding of how the representation of a
person is built in that context: the role and character-
istics of an inforg, which is the digitally represented
person, are rather fixed in certain contexts. This
means that we can make a limited and fixed conjecture
of a person in that context.

6.1. Theoretical Implications

theoretical

implications. First, the suggested framework offers

This study provides several
an integrative framework for understanding data as
part of constructing the digitally represented person.
Previous studies narrowly focused on certain aspects
of the data, such as the identifiability and willingness
of disclosure. In this manner, the data can be under-
stood at the individual data level, and certain data

can be considered as more important than others.

With the suggested inforg framework that under-
stands each data type as an element of building a
person in online space, each data type has its own
values and meanings in various manners.
Considering the various roles of the data, we can
extend the approach to use, treat, and protect data.

Second, the inforg framework provides a theoret-
ical background for projecting an archetype of a per-
son onto the data while preserving the role of each
data type in that archetype. For example, the form
dimension that represents the physical characteristics
of a person in the digital reflection can operate as
identifiable dimensional information. The content
dimension that can capture the inside of a person
can reflect the information that constitutes that
person. The interaction dimension that contains a
person’s connection with the outer environment sug-
gests that we can expand our understanding of a
person by linking the data sets of other people and
multiple environments. Therefore, the inforg frame-
work offers a clear means of linking data to human
beings.

Third, according to the inforg perspective, we can
understand the particular manner in which the data
set in a certain context reflects a person. For example,
the data in the online shopping mall context is rather
dearly divided into the data with strong form dimen-
sional characteristics and the data with strong content
and interaction dimensional characteristics, suggest-
ing that the role of the data type is rather fixed
in that context. However, social media data types
are not as clearly separated as online shopping mall
data, suggesting that a person is represented in a
more complicated manner and that how the inforg

can emerge is rather unpredictable.

6.2. Practical Implications
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The suggested framework may also be useful to
companies, relevant industries, and related institutes
that deal with person-related information.

First, our framework can provide a basis for under-
standing the information of individuals that is han-
dled by online platform providers. The personal in-
formation of users is used to provide more convenient
and relevant services. However, there is also pressure
to alleviate users’ privacy concerns while using their
information. Our framework can be useful to these
providers for clarifying the standards and guidelines
for handling personal information, considering the
interrelated nature of the inforg dimensions: varying
levels of user controls can be implemented depending
on each data type and the associated levels of dimen-
sional characteristics. For example, highly inter-
action-related control options such as limiting the
exposure to certain audience groups can be provided
to data types with high form.

Second, understanding personal information from
the archetype of a person can aid in making the
appropriate decisions in various circumstances and
determining a suitable environment for dealing with
person-related information. For example, with the
rapid spread of Covid-19, many governments took
different paths, and some of them used information
technology intensively to stop the pandemic. They
collected various personal information types, includ-
ing not only symptom-related health data provided
by individuals in quarantine but also locational data
through the tracking of mobile device traces and
credit card usage history (Goh, 2020; Huang and
Simmon-Duffin, 2020; Zastow, 2020). In such an
urgent crisis, the use of various means of and some-
times unlimited access to information on a person
may be easily acceptable for the greater good, but
what has once been accepted can be implemented

more easily in different circumstances as well. Which

personal information can we or should we be tolerant
towards providing in such a situation? To what de-
gree? Which personal information should we not
sacrifice under any circumstances? To answer these
questions, our framework serves as a reminder that
now is the time to construct a digital archetype of
a person and that we should consider the elaborate
characteristics of each information type; thus, we
should take into account the clear picture of how
the digital information of a person is built and which
consequences may be caused depending on their
characteristics. Subsequently, more specifically, we
can determine how to draw the boundary of the
data collection and usage around the three inforg
dimensions by asking questions such as: Should we
collect data with strong interaction dimensional in-
formation without delinking the linkage? Should we
use content dimensional information to identify the
form dimensional information that the users have
not provided? How much or how strong form dimen-
sional information should we gather? Is it appropriate
to combine weak form dimensional information with
strong content and interaction dimensional in-
formation? Asking such questions from the per-
spective of the suggested framework will provide
guidance for a better means of handling personal
information.

6.3. Limitations and Future Work

We have provided a framework to understand
a digitally represented person and demonstrated how
it can operate in various contexts. The results exhibit
several limitations and suggestions for future studies.

First, although we have attempted to apply our
framework to various contexts including social media
and an online shopping mall, which offered interest-
ing insights, studying other cases such as the mobile
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device usage environment will be helpful for general-
izing the results and gaining additional knowledge
from the framework. Moreover, such applications
to other contexts can enhance the understanding
of our framework conceptually and practically. For
instance, mobile devices are considered to be very
personal, and various online and offline activities
are performed as mundane activities. Thus, applying
our framework to this context can provide insights
into how online and offline activities are combined
and become informational, understand the distinct
role of inforg dimensions more clearly, and ultimately
leading to the construction of an inforg with rich
digital footage.

Second, the suggested framework can evolve to
be applicable to non-person processors. Although
the processor was limited to a person in this study,
the agents of processing information can be entities
other than human ones in the digital world. In partic-
ular, in the era of artificial intelligence, the processor
that processes and connects information may be a
machine. In this case, the archetype through which
the framework should construct is not the physical
identity of a person, along their minds and thoughts,
and their connections to outside world, but the range
and scope of the machine, its operation of in-
formation, and its connections to other machine or
human inforgs. Our framework can aid in building
the clear outline of the machine, thereby making
it not only more understandable, but also subject
to appropriate regulation and development in the

right direction.

VII. Conclusions

Within the metaphor of a building (Brand, 1995),

the form dimension is a skin of the digital data set.
It encompasses the structure of the information and
defines the identity of the data set. The content di-
mension consists of the substance that fills the
interior. As a building has meaning when people
actually use it and reside in it, content dimensional
information makes the data set truly meaningful.
The interaction dimension is similar to the electricity,
water, and communication line of the building, pre-
venting it from being isolated from the outside world
and leveraging the interior substance and service of
the building. The context becomes the site on which
the building is constructed. As the design of the
building should change depending on the site con-
ditions, the context determines how the whole and
ultimate construction of an inforg is shaped. As a
building evolves over time, the inforg can start from
its real-world identity but can emerge and change
into something different that gains a life path on
its own. First, we create them; then, they change
and evolve, shaping the online version of ourselves,
and eventually, we, in the offline reality, are shaped
by them on a certain level (particularly interaction
dimensional information). That is, the form, content,
and interaction dimensions shape an inforg and the
inforg reshapes them. Once live, the information
set cannot be handled in the manner in which it
was created. It has its own methods, is connected
to many other different information types, has many
more meanings than it once had, and becomes part
of a bigger set of information, namely the infosphere.
Our framework suggests a perspective for under-
standing the personal information and provides spe-
cific dimensions to handle them better in this sense;
thus, the whole and integrative picture of a digitally
represented person and the world in which it resides

can be properly understood.
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<Appendix B> The Sample Questionnaire

In the questionnaire, we first explained form, content, and interaction dimensions (as provided in Table
1 and the table below). Then, we asked participants to rate how strongly each data type is associated with
each dimension. Since we repeated the same question for each data type (34 data types for social media
and 27 data types for online shopping malls), only the sample question is provided using the “name” data
type in the social media context. The answers were measured using a seven-point Likert scale ranging from

“strongly disagree” to “strongly agree.”

Explanations

FORM: The information of the form criterion consists of a person’s real-world identity that makes the person distinguishable
from others.
CONTENT: The information of the content criterion is contained inside of a person or a person’s activities that can show his
or her individuality, such as thoughts, opinions, experiences, preferences, and personal activities.
INTERACTION: The information of the interaction criterion is linked to others and the environment that can show how he or
she is associated with what.

Questions (The below three questions were asked for each data type)

To what extent do you agree with the following statements?

Name you use or see on the social media is associated with FORM

Name you use or see on the social media is associated with CONTENT
Name you use or see on the social media is associated with INTERACTIVE
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