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An Implementation of JTAG API to Perform Dynamic Program
Analysis for Embedded Systems

Hyung Chan Kim" -

ABSTRACT

Debugger systems are necessary to apply dynamic program analysis when evaluating security properties of embedded system software.
It may be possible to make the use of software-based debugger and/or DBI framework if target devices support general purpose operating
systems, however, constraints on applicability as well as environmental transparency might be incurred thereby hindering overall
analyzability. Analysis with JTAG (IEEE 1149.1) debugging devices can overcome these difficulties in that no change would be involved
in terms of internal software environment. In that sense, JTAG API can facilitate to practically perform dynamic program analysis for
evaluating security properties of target device software.

In this paper, we introduce an implementation of JTAG API to enable analysis of ARM core based embedded systems. The API
function set includes the categories of debugger and target device controls: debugging environment and operation. To verify API
applicability, we also provide example analysis tool implementations: our JTAG API could be used to build kernel function fuzzing and live
memory forensics modules.

Keywords : Embedded Systems, JTAG, Program Analysis, Security Evaluation
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Table 1. Environment and Option Control Group APl Functions

API Name Description

GetAPIManager | Returns an API management instance.

Initializes the internal resources of the

Initialize given API instance.

Terminate Releases the allocated internal resources
of the specified API instance.

FSf;:/LI;Totlflcatlon Enables the specified notification type.

SetNotification | Sets the event handler for the specified
Callback notification type.

Sets the connection H/W info (JTAG
device or simulator).

SetEmulatorType

Debuglnitialize | Initializes the debug control resources.

DebugTerminate | Releases the debug control resources.

DownloadFirm | Transfers the specified firmware to the
ware attached JTAG H/W.

Obtains the string list of supported
core processes.

GetCoreList

SetCoreCount | Sets the number of core processor.

SetBaseCorelnd | Sets the base core index of SMP core
ex processor.

SetCoreName | Sets the name of core processor.

SetCorelndex Sets the debugging target core index of
SMP core.

SetJTagClock |Sets the JTAG clock.

SetSystemOption | Sets system options.

SetPrefix Sets JTAG prefix.
SetAccessPort | Sets access port.
SetBaseAddress Sets the debugging base address of the

COre processor.

APIE AHE8H7] fleir = &4 ofZeAlolde VA

Z APl 2Bl E w5 o](GetAPIManager) ©H 7 Ao}
TEE F 54 ol wg WEe g 2 27]|EE A
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(SysReset)o]t Tap Controller 2]A(TRST) 59 JTAGoA &
A o 2 2] Qdh= A28 SHEL ool wk} SetSystemOption

F4E olgstel 4T + Ank.

Table 2. Coprocessor Access Group API Functions

API Name Description
ReadCoRegister Regds from the specified coprocessor
register.
WriteCoRegister the into the specified coprocessor
register.

2) Coprocessor H*

ARM o] 74t A|A~"lo] A= Coprocessors Ealo] Alx
Ho] 37 AAE AU AA FRE AT F Qo A5
5o, Fojo] ¥H %7]8l Ao Memory Management
Unit(MMU)S @438} Endiang AR ¢ 3t} o]
23 Aol AL 93 HZS Coprocessord @A 2o
#s 9AY & FHE AYHr. Z=H2ZE MRC,
MCR H# o & 7hssty, 24 o] & Aol o= Table 2
o] 4SS sgste] Aojat 2 9k
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ool
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Table 3. Register Access Group APl Functions

API Name Desciprtion

ReadRegister Reads the Yalue of the specified
general register.

WriteRegister Writes a Vglue into the specified
general register.

ReadRegisterAll Reads from all the general registers
of the current mode.

ReadRegisterAllMo |Reads from all the general registers

de of the all mode.

ReadFPUSRegister Reads the value of the specified

single precision FPU register.

Writes a value into the specified

WriteFPUSRegister single precision FPU register.

ReadFPUSRegister |Reads from all the single precision
All FPU register of the current mode.

Reads the value of the specified

ReadFPUDRegister double precision FPU register.

Writes a value into the specified
double precision FPU register.

ReadFPUDRegister |Reads from all the double precision
All FPU register of the current mode.

WriteFPUDRegister
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Table 4. Memory Access Group API Functions

API Name Description

ReadBytes | Reads from memory with one-byte boundary.

ReadWords | Reads from memory with two-byte boundary.

ReadLongs | Reads from memory with four-byte boundary.

ReadQuads | Reads from memory with eight-byte boundary.

WriteBytes | Writes into memory with one-byte boundary.

WriteWords | Writes into memory with two-byte boundary.

WriteLongs | Writes into memory with four-byte boundary.

WriteQuads | Writes into memory with eight-byte boundary.

Uploads to the specified address range with

Upload the given file.

Downloads the specified address range data

Download |. - " given file.
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Table 5. Debugging Control Group APl Functions

API Name Description
SystemUp Connects tp the target after applying
system options.
SystemDown Disconnects with the target.
SystemAttach Conn@cts to the. target  without
applying system options.
SystemDetach Disconnects Wlth the target without
any reset operations.
Connects to the target and changes
SystemGo to RUN state.
GetDebugState Returns the current debugging state.
Returns true if the specified address
IsARMMode code is in ARM mode.
Returns true if the specified address
IsThumbEEMode code is in ThumbEE mode.
GetCurrentPC Returns the current PC value.
SetCurrentPC Replaces_ the current PC value with
the specified one.
GetCurrentCPSR | Returns the current CPSR value.
Step Performs a single step operation.
Run Changes to RUN state.
Stop Changes to Stop state.
ResetBreakPoint | Deletes the specified breakpoint.
InstallBreakPoint | Installs a new breakpoint.
DeleteBreakPoint | Deletes all the breakpoints.
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Table 6. Symbol control group API functions
API Name Description
LoadImace Loads the specified image file which
& includes ELF, DWARF symbols.
UnloadImage Deletes the symbols of the specified
image.
UnloadlmageAll |Deletes all the symbols.
GetLastProgramID Returns the ID of the recently loaded
image.
GetSymbol Address Returns the address of the specified
symbol.
Returns the name string of the
GetSymbolName specified address.
GetLineNumber Retums the source code line of the
specified address.
GetSourceFile Returns the source file name string of

the specified address.
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[D] [trp + Bx24] 7 OxCRI1CEDD o
[D] written well? OxCOBESDDE

[+] Fi-rd restored, pc <- BPADDR_1 : [DVEEZFAR] <= COOERDDC
[t] breakpoint it @ exCOOERDOC
[+] Fl-rd saved.:
[D] conFig: UxBREBGYSZ
[+] fuzzing data: @x0DBOSFO0
[*] breakpoint hit @ OxCOOERETH
FEt T OOODBEGE
sp (rid): mDPERTFTC
[tmp + 0x24] T OXCBI1CEEN
written well? OxCOBERDDE
ri-rd restored, pc <- BPADDR_1 : [DVEB7FAR] <= CODEEDDC
breakpoint nit @ fCOOERDDC
ri-rd saved. :
config: OxDOORSFIN
fuzzing data: Ox00RE1GAT?
breakpoint hit @ BxCasT135h
do_kernel_Fault @ next run will crash the keenel?

st imege_]
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Fig. 5. In-memory fuzzing session driven by the example
analysis tool
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& 06 saessak — screen — 80x25 "l
l screen I L
[ 178.875837] [<ce@de?cd>] [armpmu_event_init+@xe@,
f_init_event+@xac/@xde)

| 178.884144] [<ce@e8498>] (perf_init_event+@x@/@xdd) from [<c@PedTad>] (perf_e
vent_alloc+@x244/0x544)

[ 178.893254] r7:dbf47128 rG:020RE0RR r5:c@Tecc@d rd:dcB9acld

[ 178.898901) [<cede856@>] (perf_event_alloc+@x@/8x544) from [<c@@eddbd>] (sys_
perf_event_open+@x2d8/8x788)

[ 178.908452] [<ce@eBddc>] (sys_perf_event_open+@x@/0x788) from [<c@@4548@=] (r
et_fast_syscall+@xé/0x38)

[ 178.917735] Code: eaffff6l e5943800 e5952880 £5933030 (e7937102)

[ 178.925694] —[ end trace dbd3bBbe2f25el7e ]-—

[ 178.929822] Kernel panic - not syncing: Fatal exception

[ 178.933692] Backtrace:

[ 178.93687@] [<c@ée494d8>] (dump_backtrace+Bx@/8x18c) from [<c@571358>] (dump_s
tack+@x1B/8x1c)

[ 178.944512] r6:ddfc936@ r5:00002000 rd:c@7ad020 ri:ooeoeeaz

[ 178.9508135] [<c@571338>] (dump_stack+Bx@/@xlc) from [<cB571628=] (panic+@x7c/

378) from [<c@@eBS3c=] (per E

x194)
178.957781] [=c@5715ac>] [(panic+@x®/0x194) from [<c@@49978>] (die+dx1BE/0x1b8

I
i
[ 178.964975] r3:00008001 r2:dbf47cl8 rl1:60000013 rd:cR67BaBE
[ 178.968341] r7:000800005

[ 178.968357] [<c@@497fe=] (die+dx@/@x1bB) from [<c@5713b@>] {__do_kernel_fault
.part,2+0x5c/0x7¢c)

Fig. 6. Kernel crash log (serial terminal)
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[+] system up (connected) : (state: 008OBOB5)

[+] InitTargetDevice() : ok

System Doun *

[+] pc: COE52DDE

PID: 8 (e7cbcB), COHM: suapper
PID: 1 (e7cbd8), COHH: init

PID: 2 (e7c608), COMM: kthreadd
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PID: 18 (e7ccd@), COMM: khelper
PID: 11 (e7cce8), COMM: kuworkerfu:i
PID: 303 (e7cd08), COMH: sync_supers
PID: 3065 (e7cd?8), COMM: bdi-default
PID: 387 {e7cdbB). COMM: kblockd ["l

Process List Kernel Durmnp oK Cancel

[ toadivage | TEST ]

Fig. 7. Kernel data structure information (process list)
obtained during system runtime
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saessak — ssh — B0x9
scroen ssh
smessakgxll ~/codeplay/android-volatility/dumps § python ../vol.py —-profile=Lin B
uxedroid_pc_linux_3_8_15ARM -f ./kern_area_jtag.lime linux_check_evt_arm
Volatile Systems Volatility Framework 2.3_beta
Check PASS/FAIL Info

SWI Offset Instruction PASS 0ffset: 1048

vector_swi address PASS exCogasacn

vector_swi code modification  PASS E2BFBO08
pessak@xll ~/codeplay/android-volatility/dumps §

Fig. 8. The result of applying dump image obtained by JTAG
API to Volatility Forensics Framework
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