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Abstract

Knowing how to build and maintain consumer trust is crucial for e-commerce. Despite the number of empirical studies that have explored 
the factors that influence consumer trust, none of them considers the relative importance of different antecedents and how they interact 
to influence consumer trust. Therefore, based on the integrated Decision Making Trial and Evaluation Laboratory (DEMATEL) and 
Interpretive Structural Modeling (ISM) approaches, we establish a hierarchical structural model, which not only demonstrates the intensity 
of the relationships but also identifies the interdependence among the drivers of consumer trust in E-commerce. The findings confirm 
that propensity to trust is the most important determinant of consumer trust. The brand-related factors and platform-related factors are 
prominent in the process of building trust as they influence consumer trust indirectly through propensity to trust. Geographic location, 
demographic variables, and high security are identified as the root causes that affect consumer trust through other trust antecedents. 
Furthermore, the findings of this study offer valuable insights into an important element of e-commerce and provide a useful platform 
for future research. More represented samples and factors are encouraged for further research to ensure research fairness and minimize 
consumer distrust and uncertainty.
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(Khanh, 2020; Turban & King, 2009). However, many 
consumers are skeptical about e-commerce due to perceived 
high risks and uncertainty (Kim et al., 2008; Mou et al., 
2017; Wiradendi et al., 2020). As a result, consumer trust 
has been recognized as one of the most crucial aspects of 
e-commerce participation (Castaldo et al., 2010). It acts as an 
effective mechanism to reduce uncertainty and complexity 
in transactions within the online environment (Cuong, 2020; 
Luhmann & Colembiewski, 1981). 

It has been proven that a lack of consumer trust is a major 
barrier to consumers’ acceptance of e-commerce irrespective 
of company size and type (Li et al., 2020). For this reason, 
factors affecting consumer trust have received great attention 
from both academic researchers and business practitioners, 
along with the rapid growth of e-commerce over the last two 
decades. These factors can be classified into three categories: 
consumer/customer-related factors, e.g., online experience, 
propensity to trust, personality, age, and gender (Alarcon et 
al., 2018; Ali et al., 2020; Blank & Dutton, 2012; Elgheit, 
2019; Samuel et al., 2015; Zeffane, 2018). Company/
brand-related factors, e.g., brand reputation, competence, 
benevolence, integrity (Chang et al., 2005; Ha, 2004; 

1. Introduction

E-commerce offers consumers access to a wider 
range of products and services, brings more convenience 
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Şahin et al., 2011; Schmitt et al., 2009) and context-related 
factors, such as website usability, content quality, technical 
adequacy, and presence of security assurances (Kim et al., 
2015; Subramaniam & Andrew, 2016; Wingreen et al., 
2019). It is clear that building consumer trust on the internet 
is a very challenging and complex task due to the multiple 
entities involved in the interaction process and the wide 
range of influential factors. 

Hence, identifying the most important antecedents, 
exploring the relative relationships between these antecedents, 
and how they interact to influence consumer trust is 
fundamental to this paper. The study aims to analyze the 
interrelationships between the factors that influence consumer 
trust by using the Decision Making Trial and Evaluation 
Laboratory (DEMATEL) and Interpretive Structural Modeling 
(ISM) models. Therefore, the research focuses on the 
following objectives: (1) to identify the factors that influence 
consumer trust in the extant e-commerce literature; (2) to 
explore the interdependence among these factors, establish the 
hierarchical structure of their complex relationships, and rank 
their importance; (3) to provide suggestions on how to build 
consumer trust effectively in e-commerce.

The remaining part of the paper is structured as follows. 
Section 2 reviews the literature on consumer trust and its 
antecedents in the context of e-commerce. Next, research 
models and methods are explained, and the results are 
presented. Finally, the findings are discussed, conclusions and 
implications are made, and research limitations are shown.

2. Literature Review 

2.1. Consumer Trust in E-commerce

Varying definitions have been given to consumer 
trust (Anderson & Narus, 1990; Dwyer et al.,1987; 
Moorman et al., 1993; Sirdeshmukh et al., 2002). 
Scholars generally refer to the trust expressed by a buyer 
(consumer) in a commercial environment, as consumer 
trust. Consumer trust is described as an essential element 
in e-commerce(Ozturk et al., 2017). It reduces uncertainty 
and results in consumer loyalty Sirdeshmukh et al. (2002) 
and acceptance (García-Marzá ,2005). Unfortunately, most 
researchers have identified consumer trust as the main 
element lacking on e-commerce platforms and a barrier to 
consumers’ adoption of e-commerce (Ali Qalati et al., 2021; 
Virgilio & Antonelli, 2017). Lack of trust creates doubt in 
consumers, negatively affecting their purchase intentions 
(Wei et al., 2018). Virgilio and Antonelli (2017) mentioned 
that the issue of a lack of consumer trust in e-commerce 
could be controlled, if not eliminated. This can be done 
by building up trust in the consumer. Therefore, consumer 
trust in e-commerce must be holistically analyzed, and the 
findings used to enable the development of building trust 
in the consumer.

2.2.  Factors Influencing Consumer  
Trust in E-Commerce

Many researchers in the e-commerce discipline have 
studied consumer trust factors. These factors are usually 
placed in categories to facilitate better understanding and 
ease of examination. Some early studies suggested that trust 
antecedents can broadly be categorized as those which relate to 
the consumer (for example, trust propensity, age, gender, etc.) 
and those which relate to the e-commerce system (for example, 
security, privacy assurance, etc.) (Grabner-Kraeuter, 2002; Ha, 
2004; Kim et al., 2008). However, more recent work suggests 
that this dual categorisation represents an over-simplification 
and greater precision is possible (Kim et al., 2008). Most 
recent works categorize consumer trust antecedents as 
personality-based, calculative-based, knowledge-based, and 
institution-based. For example, Ghoreishi (2015) categorized 
consumer trust factors into institution-based trust, personality-
based trust, calculative-based trust, technology-based trust, 
and knowledge-based trust factors. They posited that the 
identification of subsequent antecedents would still represent 
subsets of their categorization. Another example is seen in Kim 
et al. (2008), where the authors classified trust antecedents into 
four categories; cognition (observation)-based, affect-based, 
experience-based, personality-oriented. They argued that 
these four categories were sufficient to aid the understanding 
of the antecedents of trust and to provide insight to business 
managers in building consumer trust. 

In summary, it would appear that there is some consensus 
in the literature but no universal acceptance of any specific 
procedure to categorize trust factors. Categorization of trust 
has been influenced by the mode of creation of the trust (origin/
object), the position of the person who creates the trust (trustor), 
the person who manages the trust (trustee), the perspective of 
the study, the context of the examination, etc. In this instance, 
the classification was done from the consumer’s standpoint 
as the focus of this research is consumer trust. Bandara  
et al. (2019) also conclude that the consumers, business, and 
technology are three levers of e-commerce. Therefore, this 
study specifically considered factors relating to the person who 
cultivates the trust (consumer), factors relating to the person 
who manages the trust (business), and the technology in which 
the trust is supported, resulting in three main categories of 
factors that influence consumer trust. These three categories 
are believed to constitute the complete e-commerce system. 

2.2.1. Consumer-Related Factors

The consumer-related factors are categorized into five 
sub-factors, as mentioned defined below: 

(1) Propensity to trust: refers to one’s natural willing-
ness or tendency to believe in others (Awad & Ragowsky, 
2008). A consumer’s propensity-to-trust is a genuine belief 
that is associated with one’s personality. 
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(2) Demographic variables: It refers to the unique 
characteristics of a person, which includes age, gender, 
marital status, religion, level of education, income earned, 
family size (Simpson, 2004). 

(3) Geographical location: in particular, focuses on the 
exact physical setting relating to the consumer. This is analyzed 
from two main perspectives. The first is the psychological 
distance or proximity of the seller to the consumer (Darke 
et al., 2016). Secondly, in terms of nations and economies, 
the policies present in an economy, the framework for the 
governance of commerce in a country, and the state of 
e-commerce in a particular locality have a strong tendency to 
directly influence a consumer’s trust (Leinbach, 2008). 

(4) Internet experience: is based on the knowledge 
gained over time due to the frequency of use of the internet 
for online shopping. Blank and Dutton (2012) refer to 
internet experience as the comfort or ease of use gained from 
previous exposure to the internet. 

(5) Use of technology: is one’s ability to navigate, 
conduct searches, and understand the content of technology. 
A consumer’s inability to use the technologies adopted in 
an e-commerce system can cause an online shopper to lose 
confidence in a transaction (Chinomona, 2013).

2.2.2. Business Related Factors

Business-related factors consist of six sub-factors
(1) Familiarity: is the frequent encounter with a 

particular system. It produces a database of knowledge of 
what, how, and when something is happening and who/
what could be behind the occurrence (Salo & Karjaluoto, 
2007). It helps predict outcomes and gives assurance, 
as there is knowledge of the persisting actions within 
the system.

(2) Brand experience: relates to the sensation induced 
by a consumer’s knowledge and previous affiliation to a 
brand. This knowledge arouses the consumer’s interest 
to continue to share in the activities of the brand as the 
consumer can identify with the brand’s name, design, and 
packaging, etc. (Şahin et al., 2011).

(3) Reputation: is the views or opinions consumers 
hold about an online vendor based on how well the vendor 
is believed to be honest, and concerned about its consumers 
(Yang et al., 2019). This perception formed about the vendor 
is a key inducer of trust.

(4) Recommendations: are the general opinions from 
other users (known or unknown to the consumer), given 
in the form of feedback and reviews, expressing approval 
of or support for a seller based on the consumer’s positive 
experience with the seller (Li et al., 2016).

(5) Word-of-mouth: This is a vivid endorsement given 
by a content consumer known by the potential customer. 
It differs from recommendation in the sense that it is more 
emphatic, not a mere opinion. Where consumers (especially 

new ones) are unfamiliar with a vendor or system, positive? 
Word-of-mouth serves as a guarantee (Furner & Zinko, 
2016; Mazhar et al., 2012).

(6) Perceived integrity: refers to consumers’ perception 
of the sincerity and transparency of e-commerce vendors, 
particularly whether the vendor’s actions are consistent with 
what it promises and its fairness in dealing with consumers 
(Cheung & Lee, 2003).

2.2.3. Technology-Related Factors

The third category of technology-related factors consist 
of four sub-factors

(1) Privacy assurance: is the guarantee of confiden-
tiality and safety of a consumer’s private information by all 
privacy standards (Patton & Josang, 2004; Smith & Shao, 
2007). It gives the consumer assurance that he/she would not 
suffer the loss of personal information in transacting through 
the system (Bandara et al., 2019).

(2) High-security measures: are precautions to protect 
consumers against internet malpractices (Mlelwa & Yonah, 
2017). Security issues have been named as one of the 
components of e-commerce, which is particularly concerning 
to consumers (Riquelme & Román, 2014).

(3) Reliable system: One’s perception that the system 
relating to an e-commerce platform will always be accessible. 
It should meet the required standards, suffer minimal 
inconsistencies, be secure from all forms of risk, and not 
encounter failures. On a rare occasion, this happens, it would be 
restored quickly to its normal capacity (Turban & King, 2009).

(4) Information quality: refers to the accuracy and 
genuineness of the information made available on a site regar-
ding the products and the processes involved (Floridi, 2013).

3. Methodology

3.1. Research Methods

The DEMATEL and ISM methods are ideally to this 
study as they can reveal complex relationships between 
elements involved in complex systems, such as transportation 
Han and Wang, (2018); Wang et al. (2012), ecotourism 
Chuang et al. (2013), and industrial management (Chauhan 
et al., 2016; Rajput & Singh, 2018).

To achieve comprehensive results in e-commerce research, 
DEMATEL and ISM were integrated to generate a more 
specific set of factors responsible for influencing consumer-
trust and establishing the conceptual relationship between the 
factors. ISM mainly employs a binary approach and considers 
the hierarchy of influence. At the same time, DEMATEL 
investigates the important factors by ranking their degree 
of influence and categorizing the factors into effect causers 
and effect receivers through the use of scores/scale figures. 
The methodological flow of this study is portrayed in Figure 1.
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These experts are knowledgeable and have been in active 
service in any form of electronic commerce for a period 
of over 5 years. Information was collected between 
December 2018 to February 2019. 

4. Result from Analysis and Discussion

4.1.  Identifying the Important Factors  
by DEMATEL 

4.1.1. Initial-Direct-Relations Matrix

This is the foremost step in the DEMATEL 
analysis. A focus group discussion was carried out by a 
representative sample of the experts based on the business 
sector to develop the direct-relations matrix. This panel of 
5 experts was made up of 2 e-commerce Entrepreneurs, 2 
Marketers within the industry, and 1 Advisor. The experts 
assigned influencing scores using table 1 to create existing 
relationships amongst the factors. As per the “majority 
is superior to the minority” rule, the panel reached a 
consensus. The direct-relation matrix (shown as Table 1) 
was developed by assigning the corresponding scores based 
on relationships influencing terms.

Table 1: Direct-Relations Matrix Based on Relationship Influencing terms and their Corresponding Influencing Score

Terms Influence Score
No influence 0
Low influence 1
Medium influence 2
High influence 3
Very high influence 4
PARAMETERS F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 F13 F14 F15
Propensity to trust F1 0 0 0 1 1 0 0 0 0 0 1 0 0 0 0
Demographic variables F2 4 0 0 4 4 3 2 0 0 0 1 0 0 0 0
Geographical location F3 3 0 0 3 3 3 2 1 2 0 0 2 2 2 2
Internet experience F4 3 0 0 0 4 3 2 0 0 1 1 0 0 1 0
Familiarity F5 2 0 0 3 0 4 1 0 0 0 1 0 0 3 1
Use of technology F6 1 0 0 4 1 0 0 0 0 0 0 0 0 0 0
Brand experience F7 2 0 0 1 2 0 0 1 0 0 3 0 0 0 0
Reputation F8 2 0 0 0 1 0 2 0 3 4 4 1 2 2 1
Recommendations F9 3 0 0 0 1 0 1 1 0 3 2 3 0 2 1
Word-of-mouth F10 4 0 0 3 2 0 1 1 4 0 4 1 1 1 1
Perceived integrity F11 2 0 0 1 0 0 1 2 0 0 0 3 3 2 2
Privacy assurance F12 3 0 0 0 0 0 0 0 3 4 3 0 2 0 0
High security measures F13 3 0 0 0 0 0 0 0 2 3 3 3 0 4 2
Reliable system F14 2 0 0 1 0 0 0 1 3 4 4 2 1 0 2
Information quality F15 2 0 0 0 1 0 1 2 2 3 3 1 0 3 0

Figure 1: Methodological Flow of the Study

3.2. Data Collection

Initially, a broad review of significant earlier 
contributions to the literature was reviewed to identify 
salient literatures. Subsequently, to enrich the data 
collected from the literature and fulfill the models’ 
requirements, online questionnaires were developed 
and administered to experts in the e-commerce industry.  
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Table 2: Total Relation Matrix

F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 F13 F14 F15 r
F1 0.0054 0.0000 0.0000 0.0228 0.0226 0.0032 0.0020 0.0011 0.0006 0.0012 0.0223 0.0017 0.0016 0.0031 0.0016 0.0892

F2 0.1331 0.0000 0.0000 0.0984 0.0962 0.0751 0.0477 0.0028 0.0015 0.0038 0.0320 0.0028 0.0025 0.0099 0.0039 0.5097

F3 0.1237 0.0000 0.0000 0.0786 0.0773 0.0723 0.0499 0.0275 0.0552 0.0224 0.0292 0.0533 0.0476 0.0591 0.0501 0.7462

F4 0.1019 0.0000 0.0000 0.0169 0.0896 0.0696 0.0449 0.0037 0.0046 0.0246 0.0331 0.0044 0.0034 0.0290 0.0052 0.4309

F5 0.0761 0.0000 0.0000 0.0738 0.0116 0.0871 0.0254 0.0047 0.0068 0.0101 0.0345 0.0064 0.0041 0.0674 0.0254 0.4334

F6 0.0378 0.0000 0.0000 0.0852 0.0286 0.0075 0.0042 0.0004 0.0005 0.0022 0.0040 0.0005 0.0004 0.0038 0.0010 0.1761

F7 0.0683 0.0000 0.0000 0.0270 0.0455 0.0054 0.0047 0.0238 0.0031 0.0045 0.0685 0.0057 0.0057 0.0081 0.0049 0.2752

F8 0.0994 0.0000 0.0000 0.0151 0.0325 0.0036 0.0493 0.0119 0.0800 0.1014 0.1129 0.0409 0.0532 0.0600 0.0342 0.6944

F9 0.1141 0.0000 0.0000 0.0121 0.0295 0.0031 0.0265 0.0278 0.0172 0.0773 0.0659 0.0718 0.0107 0.0516 0.0287 0.5363

F10 0.1494 0.0000 0.0000 0.0732 0.0552 0.0090 0.0308 0.0298 0.0923 0.0197 0.1064 0.0377 0.0309 0.0395 0.0316 0.7055

F11 0.0854 0.0000 0.0000 0.0264 0.0082 0.0023 0.0259 0.0463 0.0173 0.0230 0.0266 0.0728 0.0693 0.0547 0.0489 0.5071

F12 0.1131 0.0000 0.0000 0.0107 0.0091 0.0014 0.0062 0.0075 0.0734 0.0929 0.0812 0.0153 0.0489 0.0139 0.0096 0.4832

F13 0.1213 0.0000 0.0000 0.0123 0.0098 0.0016 0.0071 0.0109 0.0616 0.0843 0.0914 0.0783 0.0129 0.0952 0.0524 0.6391

F14 0.0969 0.0000 0.0000 0.0324 0.0125 0.0030 0.0098 0.0313 0.0796 0.1013 0.1095 0.0589 0.0332 0.0184 0.0520 0.6388

F15 0.0901 0.0000 0.0000 0.0127 0.0302 0.0032 0.0284 0.0498 0.0581 0.0796 0.0884 0.0360 0.0121 0.0747 0.0116 0.5749

C 1.4160 0.0000 0.0000 0.5976 0.5584 0.3474 0.3628 0.2793 0.5518 0.6483 0.9059 0.4865 0.3365 0.5884 0.3611

4.1.2. Total Relation Matrix (TRM)

The TRM, as shown in Table 2, is calculated by 
utilizing equation (1), of which the identity matrix (I) is  
n × n. The matrix T shows the overall relationship between 
the pairings made with each factor of the system. Where Tij 
is a representation of the effects that factor i had on factor j.

 T = lim m→∞ (D + D2 + D3 … + Dm) (1)

4.1.3. The Significance of the Influencing Factors

The cause–effect relationship and the importance of the 
factors have been duly established and depicted in table 3. 
The sum (r + c) reflects the effects the factors have on each 
other and further discloses their prominence, whiles the 
difference (r – c) reflects the causal–relationship amongst 
the factors. When (r – c) is a positive value, then the factor 
has a cause–effect on others, and when (r – c) is negative, 
then the factor(s) is in turn affected by other factors.

4.2. Identifying the Hierarchy of Influence by ISM

4.2.1. Structural Self-Interaction Matrix (SSIM)

One basic requirement of ISM is the use of 
opinions from experts by any agreed technique such as 

questionnaire-based survey, brainstorming, focus-group 
discussion, etc., to develop the underlying relationship 
amongst the factors. This panel of 5 experts was chosen 
randomly. The panel reached a consensus, and the structural 
self-interaction matrix (SSIM) was shown as in Table 4. 
The factors were grouped under two parameters (i and j); 
there after, variables were used to specify the extent to 
which one parameter led to the other based on relationships 
influencing terms and their corresponding scores:

4.2.2. Final Reachability Matrix (FRM)

Based on transforming the SSIM from variables to binary, 
Initial Reachability Matrix (IRM) is obtained. In Table 5, 
the driving power and the dependence power of the factors 
are computed from the Initial Reachability Matrix (IRM) 
after it has been checked for transitivity (indicated by 1^). 
The dependence power (see equation (2)) is the summation 
of each factor’s value, which a factor may help achieving. 
The driving power (see equation (3)) is the summation of 
the value of each factor which helped to achieve a factor, 
including itself. Mathematically, it is expressed as (using 
factor 1 as an example):

 Driving power �
�� a ji 11

15  (2)

 Dependence power �
�� aij 11

15  (3)
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Table 3: Results of DEMATEL Analysis

Factors Parameters r c r + c Promi-
nence r – c Rela-

tions Coordinates

Propensity to trust F1 0.0892 1.416 1.5052 1st –1.3268 effect F1 (1.51, 
–1.33)

Demographic 
variables F2 0.5097 0.0000 0.5097 15th 0.5097 cause F2 (0.51, 0.51)

Geographical 
location F3 0.7462 0.0000 0.7462 12th 0.7462 cause F3 (0.75, 0.75)

Internet 
experience F4 0.4309 0.5976 1.0285 6th –0.1667 effect F4 (1.03, 

–0.17)

Familiarity F5 0.4334 0.5584 0.9918 7th –0.1250 effect F5 (0.99, 
–0.13)

Use of technology F6 0.1761 0.3474 0.5235 14th –0.1713 effect F6 (0.52, 
–0.17)

Brand experience F7 0.2752 0.3628 0.6380 13th –0.0876 effect F7 (0.64, 
–0.09)

Reputation F8 0.6944 0.2793 0.9737 8th 0.4151 cause F8 (0.97, 0.42)

Recommendations F9 0.5363 0.5518 1.0881 5th –0.0155 effect F9 (1.09, 
–0.02)

Word-of-mouth F10 0.7055 0.6483 1.3538 3rd 0.0572 cause F10 (1.35, 0.06)

Perceived integrity F11 0.5071 0.9059 1.4130 2nd –0.3988 effect F11 (1.41, 
–0.40)

Privacy assurance F12 0.4832 0.4865 0.9697 10th –0.0033 effect F12 (0.97, 0.00)
High security 
measures F13 0.6391 0.3365 0.9756 9th 0.3026 cause F13 (0.98, 0.30)

Reliable system F14 0.6388 0.5884 1.2272 4th 0.0504 cause F14 (1.23, 0.05)
Information quality F15 0.5749 0.3611 0.9360 11th 0.2138 cause F15 (0.94, 0.21)

4.2.3. Level Identification

At this point, the reachability sets, antecedent sets, and 
intersection sets are deduced to obtain the various levels, as 
shown in Table 6. The reachability set is made of any element 
to which it may facilitate achievement, whiles the antecedent 
set is made of any element which may facilitate achieving it. 
The intersection set is derived from the intersection elements 
of the reachability set and the antecedent set. The different 
levels are identified and assembled to develop the ISM model 
for the factors influencing a consumer’s trust in e-commerce. 
This is shown in Figure 2. 

4.3. Results

The result of the DEMATEL model ranked Propensity-to-
Trust (F1) as the factor with the most direct and influencing 
capacity with a score of 1.5052, followed by Perceived 
integrity (F11) with a score of 1.4130. The third-ranked 

factor, Word-of-Mouth (F10), scored 1.3538. The lowest 
three (3) ranked factors included Brand Experience (F7), 
Use of Technology (F6), and Demographic variables (F2), 
which recorded the lowest value of 0.5097.

The ISM model also ranked “Propensity to trust (F1)” as 
the most influential trust factor. The next level of influence was 
the combination of 11 factors with equal importance, which 
are Perceived Integrity (F11), Word-of-Mouth (F10), Reliable 
System (F14), Recommendations (F9), Internet Experience 
(F4), Familiarity (F5), Reputation (F8), Privacy Assurance 
(F12), Information Quality (F15), Brand Experience (F7) 
and Use of technology (F6). The penultimate influence-level 
included two (2) factors: High-Security Measures (F13) 
and Demographic Variables (F2). The last level listed only 
Geographical Location (F3) as its component, which eventually 
influenced only High-Security Measures (F13). It was noticed 
that Geographical location (F3) recorded the highest driving 
power value of 14, while Propensity to trust (F1) was the chief 
dependent factor with the value of 15 based on the FRM.
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Table 4: Structural Self-Interaction Matrix (SSIM) based on Relationship Influencing Terms and their Corresponding Score

Terms Meaning Binary record
V where parameter i will facilitate in achieving parameter j 1 for the (i, j) column and 0 for the ( j, i) column

A where parameter j will facilitate in achieving parameter i 0 for the (i, j) column and 1 for the ( j, i) column

X where parameter i and j will both facilitate in achieving each 
other 1

O where parameter i and j are not related 0

PARAMETERS F15 F14 F13 F12 F11 F10 F9 F8 F7 F6 F5 F4 F3 F2 F1
F1 Propensity to trust A A A A A A A A A A A A A A 1

F2 Demographic 
variables O O O O V O O O V V V V O 1

F3 Geographical location V V V V V O V O O V V V 1

F4 Internet experience A A A A V A A O O X V 1

F5 Familiarity O O O O O O O O X X 1

F6 Use of technology O V O O O O O O X 1

F7 Brand experience A X A O X A A A 1

F8 Reputation X A X A X A X 1

F9 Recommendations A X A A X X 1

F10 Word-of-mouth A X A A X 1

F11 Perceived integrity A X A A 1

F12 Privacy assurance O X X 1

F13 High security 
measures O V 1

F14 Reliable system X 1

F15 Information quality 1

The integration of the results from both models produced 
a comprehensive understanding of the relationships 
among the factors. The separate results obtained from 
each of the two methods employed contained similarities, 
as displayed when comparing their results (see Figure 3). 
The ISM validated the most important factor ranked by 
DEMATEL: the propensity to trust (F1). The DEMATEL, 
in turn, revealed that some factors in level II of the ISM 
hierarchy of influence had more weight of influence than 
others. Perceived Integrity (F11), Word-of-Mouth (F10), 
Reliable System (F14), and Recommendations (F9) 
were ranked the most influential factors by DEMATEL. 
However, these factors were together with other factors 
classified in level II in ISM. The multi-level hierarchy of 
the ISM depicting dependence abilities and the cause-and-
effect groupings of DEMATEL are distinctive features 
of the two models that come together to determine the 
most prominent factors influencing consumer trust in 
e-commerce.

Our findings reveal that propensity to trust is the most 
important determinant of consumer trust compared to the 
rest of the factors. It plays a significant role in the trust 
process and thus should be given the highest priority. This 
finding coincides with some empirical studies that suggest 
a propensity to trust significantly influences consumer trust 
in e-commerce. For example, Chen et al. (2015) suggested 
that propensity to trust does directly lead to the build-up of 
consumer trust. However, their study did not examine the 
relative importance of trust propensity by comparing other 
influential factors. In addition, conflicting results exist in 
previous research. Some scholars argue that a consumer’s 
decision to trust depends on his/her evaluation of benefits 
versus risks associated with online shopping (Dai et al., 
2018). As Alarcon et al. (2018) point out, trust propensity 
only has a significant impact on consumers’ initial trust, 
and the effect tends to wane once they gain experience with 
online shopping (Alarcon et al., 2016). The disparities in 
results may be attributed to a static view of trust propensity. 
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Table 5: Final Reachability Matrix

PARAMETERS F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 F13 F14 F15 DRIVING 
POWER

F1 Propensity to 
trust 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1

F2 Demographic 
variables 1 1 0 1 1 1 1 1^ 1^ 1^ 1 1^ 0 1^ 1^ 13

F3 Geographical 
location 1 0 1 1 1 1 1^ 1^ 1 1^ 1 1 1 1 1 14

F4 Internet 
experience 1 0 0 1 1 1 1^ 1^ 1^ 1^ 1 1^ 0 1^ 1^ 12

F5 Familiarity 1 0 0 1^ 1 1 1 1^ 1^ 1^ 1^ 1^ 0 1^ 1^ 12

F6 Use of 
technology 1 0 0 1 1 1 1 1^ 1^ 1^ 1^ 1^ 1^ 1 1^ 13

F7 Brand 
experience 1 0 0 1^ 1 1 1 1^ 1^ 1^ 1 1^ 1^ 1 1^ 13

F8 Reputation 1 0 0 1^ 1^ 1^ 1 1 1 1^ 1 1^ 1 1^ 1 13

F9 Recommen-
dations 1 0 0 1 1^ 1^ 1 1 1 1 1 1^ 1^ 1 1^ 13

F10 Word-of-
mouth 1 0 0 1 1^ 1^ 1 1 1 1 1 1^ 1^ 1 1^ 13

F11 Perceived 
integrity 1 0 0 1^ 1^ 1^ 1 1 1 1 1 1^ 1^ 1 1^ 13

F12 Privacy 
assurance 1 0 0 1 1^ 1^ 1^ 1 1 1 1 1 1 1 1^ 13

F13 High security 
measures 1 0 0 1 1^ 1^ 1 1 1 1 1 1 1 1 1^ 13

F14 Reliable 
system 1 0 0 1 1^ 1^ 1 1 1 1 1 1 1^ 1 1 13

F15 Information 
quality 1 0 0 1 1^ 1^ 1 1 1 1 1 1^ 1^ 1 1 13

DEPENDENCY 
POWER 15 1 1 14 14 14 14 14 14 14 14 14 11 14 14

It is perceived as an innate personality trait or formulated 
early in life, and thus difficult to change (Hofstede, 2006). 
In contrast, our research reconciles conflicting findings 
by taking a dynamic and holistic approach. It shows that 
propensity to trust may evolve or change over time in a 
dynamic trust formation process along with the interaction 
between a consumer and the entities involved in e-commerce, 
such as an online retailer, brand, and other customers. 

Perceived integrity is revealed to be the second 
most important driver of consumer trust, followed by 

word-of-mouth, reliable system, recommendations, internet 
experience, familiarity, reputation, privacy assurance, 
information quality, brand experience, and use of technology. 
These antecedents can be classified into two groups: 
(1) brand-related factors (e.g., perceived integrity, familiarity, 
brand experience, word-of-mouth, recommendations), 
enhanced through the interaction between a consumer and 
the brand; (2) platform-related factors (e.g., reliable system, 
privacy assurance, information quality), strengthened through 
the interaction between a consumer and the digital platform.  
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Table 6: Level Identification Summary

Measure Number Reachability Set Antecedent Set Intersection Set Level
1 1 1-15, 1 I
2 1, 2, 4-12, 14, 15 2 2 III
3 1, 3-15 3 3 IV
4 1, 4-12, 14, 15 2-15, 4-12, 14, 15 II
5 1, 4-12, 14, 15 2-15, 4-12, 14, 15 II
6 1, 4-15 2-15, 4-15, II
7 1, 4-15 2-15, 4-15, II
8 1, 4-15 2-15, 4-15, II
9 1, 4-15 2-15, 4-15, II
10 1, 4-15 2-15, 4-15, II
11 1, 4-15 2-15, 4-15, II
12 1, 4-15 2-15, 4-15, II
13 1, 4-15 3, 6-15 6-15, III
14 1, 4-15 2-15, 4-15, II
15 1, 4-15 2-15, 4-15, II

Figure 2: Interpretative Structural Model

Our results show that propensity to trust can be re-shaped 
by the aforementioned factors, along with the interaction 
between a consumer and other entities involved in 
e-commerce. Specifically, the more consumers engage in 
online shopping, the more likely they would be to make 
judgments and develop their expectations according to 
the information obtained from prior experiences. Hence, 
positive consumer experiences will lead to a more favorable 
perception of e-commerce, which facilitates a higher level 
of propensity to trust. Although some scholars claim that 
trust propensity is an innate trait that is stable over time and 
consistent across situations, Alarcon et al. (2018); Frazier 
et al. (2013); Werff et al. (2019). Our findings support the 
social learning perspective of trust-building, which suggests 
that individuals develop different levels of trust across 
different interaction domains based on past experiences 

(Chae & Byungtae, 2021; Schilke & Cook, 2013). Thus, 
the propensity to trust should be characterized as a dynamic 
rather than a static construct. Furthermore, in previous 
research, much attention has been devoted to supporting a 
direct link between the above driving factors and consumer 
trust (Kim et al., 2008; Lee & Turban, 2001). However, 
an indirect effect has been uncovered in this study, which 
means these drivers exert an impact on consumer trust 
through propensity to trust. The mediating role further 
emphasizes the prominence of trust propensity in the  
trust-building process.

Compared to the more essential antecedents discussed 
above, geographic location, demographic variables, and 
high-security measures are relatively less important in terms 
of their predictive power. However, they are identified as 
the root causes in the development of online consumer trust.  
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Table 7: Comparison of DEMATEL and ISM results

DEMATEL ISM

Propensity to trust 
(F1) Propensity to trust (F1)

Perceived integrity 
(F11)

Perceived Integrity (F11), 
Word-of-Mouth (F10), Reliable 
System (F14), Recommendations 
(F9), Internet Experience (F4), 
Familiarity (F5), Reputation 
(F8), Privacy Assurance (F12), 
Information Quality (F15), Brand 
Experience (F7) and Use of 
technology (F6)

Word-of-mouth 
(F10)

Reliable system 
(F14)

Recommendations 
(F9)

Internet 
Experience (F4)

Familiarity (F5) High Security Measures (F13), 
Demographic variables (F2)

Reputation (F8)

Geographical location (F3)

High security 
measures (F13)

Privacy assurance 
(F12)

Information quality 
(F15)

Geographical 
location (F3)

Brand experience 
(F7)

Use of technology 
(F6)

Demographic 
variables (F2)

They are the most fundamental factors that directly 
influence other important antecedents, which drive 
consumer trust. Hence, their indirect rather than a direct 
effect on trust has been revealed in our study. This finding 
is more specific in comparison with previous literature. For 
example, the findings of research conducted earlier Kim  
et al. (2008); Kim et al. (2015); Subramaniam and Andrew 
(2016); Yoon and Occena (2015) only revealed that there 
is a positive relationship between geographic location and 
trust, demographic variables and trust, and subsequently, 
high-security measures and trust. However, the precise mode 
of influence and/or the direction of influence was never 
determined. 

5. Conclusion

Our findings provide essential guidance for managers 
in the areas of e-commerce. Since propensity-to-trust is 
the most critical factor driving online trust, managers must 
identify effective ways to increase the level of consumer 
propensity to trust. 

Firstly, e-vendors can improve customer experiences based 
on different touchpoints along the customer journey. It is found 
that consumer trust propensity is a dynamic measure and can 
change over time based on prior interactions or experiences. 
E-vendors can gain an in-depth understanding of their customers 
by analyzing each touchpoint, e.g., how they interact with the 
brand, products, and services, how they perceive the website 
content, etc. The better online vendors, who become familiar 
with their customers, are more likely to be in a position to 
improve customer experiences and enhance satisfaction, which 
in turn increases the level of propensity to trust. 

Secondly, e-vendors can foster a good reputation, positive 
Word-of-mouth (WOM), and high perceived integrity 
through corporate social responsibility (CSR) initiatives. 
It is found that these factors play a prominent role in the 
trust-building process. E-vendors can engage in the CSR 
efforts such as public activities and green E-commerce, to 
develop the same values as consumers, which in turn, helps 
to enhance consumer perceived integrity (Servera-Francés 
& Piqueras-Tomás, 2019), build brand reputation (Ke et al., 
2016), generate customer goodwill and positive WOM, and 
counter negative publicity.

Thirdly, although demographic and geographic factors 
do not directly affect consumer trust, they are fundamental 
factors that indirectly influence trust through other 
important drivers such as perceived integrity and brand 
experience. Vendors can segment the market according 
to these demographic and geographic factors to facilitate 
differentiated strategies to satisfy each segment’s unique 
needs and thus enhance consumer trust. 

The findings of this study offer valuable insights into 
an important element of e-commerce and provide a useful 
platform for future research. More represented samples and 
factors are encouraged to further research to ensure research 
fairness and minimize consumer distrust and uncertainty.
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